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TllF} WIRE FRAUD SCI+EME

Yart)cl..s  Emi)I()yrnel.I and P()sitiori

^t  all  tim.`s  rele\'ant  `o  this  Stalcment  of r`flc`t.i.  YAR()Cl I  ``as  i`mplo}'ed  b}   ihi'

l``cdi.ral  Burt`iiu of Investigation ( FBI ) as a  Spccifll  Agent.

3.             I.`rom  2()17  through  i`arl}'  2025.  Y^ROC`l!  \`t`rked  at  thi`   FBI   Boston  Di\'ision.

While assigiied to the  FBI  Boston  Di\ision.  Y^R()CH \+.orki.d on a nalit)nal  securit}'  investigati\ i`

squad  foc`isc`d on  ADVERSARIAI,  NATION  S.I`ATF.  I .

4.             Then.  t`rttm  appro`ini.itcl}-Febriiary  2025  t(`.Iul}J'  31.  202(i.  YAR()(`ll  Was an  l"

Super\ isor}.  Sr)ecial  Agent u'ho worked at FBI  I li-adquarters.  Counterintclligenci` i`nd  F.spioiiagi`

I)i\'ision.  Y^ROCH  occupied a posilion of signiricant trust within the F131.

5.             From  approximately   I.-i`bruar}   2()25   through  at   least  Jul};   31.  202(i.   YAR()C`ll

resided  in  Northcm Virgiiiia`  including  Ashbum` within  the  I;astern District ol` Virginia.

6.            At  all  timi`s  rele\aiit  1{)  the  Statement  of  Facts.  YAROCH  possesse`d  a  seciirit.\

cli.arance   and   had   access   to   classified    informaticm.   sensitive   go`.emment   programs`   aind

ct`mpartmeiitc`d acti` jtics.

7.            As an  FBI  Special  ^g|`nt.  YAR()(`ll  ou-ed a dut}'  ofhoncst  scr\ices t(.  the  fi`di`riil

gtt\ernment.  Ilo  had  a  dut}   to  consi`rvc  and  protect  govi`mmcnt  resources.  YAR()C`Il  was  ntil

allt)wed to  steal  (hc colilidential  cr}.ptociirrenc.\. credentials l`cld  or obt.lined  b}' tlie  I.`81  as part  t)r

it*  investigati()ns.  YAROC`ll  was  also  not  allowi.A  to  use  thi.  credentials  stolen  [`r(]m  the  FBI  I()

transfer  thi`  cr} ptocuITeni`}'  from  thi`  \`.allets  controlled  b).  the  crcdenlials  to  himscll`.  I]o\`c\i`r.

Y^ROCII  \.iolated  his dut}. of honest  services to the FBI  in  order to do  both of thesi`  prohihitl'd

actions.



8.              Y^RO(,'H  \i()latcd  his  dut}'  ()l`honL```t  scr\Jici`s  to  thc-1`81  in  (trder  tt`  i`¥ecuti`  Ills

fraud   schemi`.   Spl`i`ificall}'.   he   stoli.   and   tlien   misused   in`estigati\e   int.ormatittn   -t...J  .   the

cry ptoculTcnc`}  credi.ntials  in that he had  learned through his i`mplo}'l`1i`nt With the  FBI.  YAROCH

personally  pi.ofited  l`rom  this  theft  or sensiti\'c  informatioi`.  which  he  used  to  subsequentl}.  sti`al

cr}'rtt`icurrciii`}  from  iiumt`i.t`us  u {il li.t`.

TIIe Scllellie  ul.II Arlif ilce 11)  Def rlllld

9.             Beginning   ntt    later   than   in   or   ab(}ilt    Dci`|`mbcr   2024.    YARO(`Il    used    his

go\'crnment positi(`ii to causi. .`ubstantial  am{)unts ol`i`ryptoc`trrency  to be trniisl`erri`d  l`rom wul lets

kn``\`.n to  `lii`  FBI  ililo u'allets that  hi` set up diid  conlroued.

10.          An  object  ol`the  sclii`mc  and  artifici`  Was  l`or  YARO(`ll  to  maxiini/.i`  his  personal

wealth   and   enrichn`i`nt   by   misusiilg   his   position   \\'ithin   the   FBI   to   steal   large   amoui`ts   of

cryptocurrency.

11.          YAROCH  \.iolated  his  dut}   orhonc.st  ser\'ii`es  to  thi'  rBI  in  order  to  execute  his

fraud  schcmi`.  Spi`ciricall} .  Iii`  misii`cd  information  that  he  I.`flmed  through  his employ.ment  With

the  I.`131  and  profitctl  l`rom  l`i`  misusi`  o1` this  scnsiti\Jc  int`ormalion.

12.          The   I..81   usc`d   \ari(tiis  s}sleiiis  to  colli`ct   ii`l`ormation   relalcd   to  tlii`   agents  and

anal} sts.  iil\estigati\'e case  Work and  national  securit}  intelligence gathering missii)i`.

13.         As part of his schcmi`.  YAROC`H would  search thc.  FBI's systuns t`oi. infomiiition

about  crypt(tL`uri.cnc},  inclutling  cr}ptocurreni`}'  crL`di`ntials  of invi`sligativi`  targets  that  the  I.`81

\`as monit`)ring and/ttr credentials thi`l the  I.-13I  Was t)`her\\i.`i.  storing.

14.          Speiillcall}'. I() fad cr}.ptocurrenc}' cri.dentials.  YAR()CI-I  searched thi`  rBI`s case

managemi.nt system and a scparati`  I-`B1  systl`m whcri` agents. anal}'sts. and ttther menibers `)1` the

I.BI  Iiiailitaiiied  an(I  shared  (hlLir  in\i`.`tiga\i\.c  data.



15.         The cr}.ptocurri`ni`}  inl.ormation that was stored u'ithin tlic  I.Bl.s cast. managi.ment

s}sti`m    \\as    r)rin`aril}     gathi'ri`d    t`or    iii\estigati\.c    purposes.    \\hich    can    iiiclude    classir`ed

information.    'l.he    FI}I    maintained   i.i`rtain   .`r}ptociirri`nc}.    i`ri.di`ntidls    that    \\'ere    ri`lated    [o

investigations.  ThL`si`  cr}.ptocurri`nc}'  ci.cdl`ntiz`ls  weri`  c`()ntrol led  h}'  sub.ii`cts  under  in\'i.stig€`tion.

or u c`re credentials established  b}  the I..81  l`or opi`rational  piirposi`s. or \\.`rl` credeiitials ct`iilrolll.d

h}'  \i.`tims  ot`other cl.iiiiinal  ol`I`cnses  hcilig  in\'estigated  h}.  the  I.`B[.

16,          YAROCI]   als\i   si]archcd   anotlii`r   FBI   s}stem   that   solcly   contained   classified

infomiation  that  the  1``[}1  used  solcl}'  t`or  purposes  of in\'es{igating  threats  of foreigi`  intelligl`nce

imercst.  This s} stem  siniilarl}'  includi.d some cr}'ptocurTcncy ci.cdi.ntials  I.t`r \\allc`s controlled b}.

a  variety  of pi`rsons.  organizatittns`  iitid  adversari@I  nation  states  of interL'st  to  thi.  United  States

go\'emment.

17.          At`ter  YAROC`II   disco`i.red  a  cr.\'ptociirri`nc}   cri`dential   to  control   a  u'allet.   hc`

would  then  transfer  the  cryplt)curren.`}'  out  (tr  that   wallet  aiid   into  .inother  wallet  h..   solely

contr(illed.   ()nee   the   stolen   cr}.ptocurrcnc}.   ``as   mil\'cd   into  a   \`allel   under  his   sole   control.

YAR()C.H    \`tiuld    t}.picall}'    cxchangi.    the    stolen    i`r}'ptocurrcnc}     t`or    a    dil`l`erent    t}.pc    or

cryptocurreiicy.

18.          YAR()(`H  \\'ttuld  then  conduct  additional  financial  transactions  [o  obfi`sc`nte  the

souri`c.   naturi..   and   ()wnership  of  thi.  cr}.ptociirrenc}'   hc   had   stolen   and   launder  these   l`raud

proceeds.

19.          After  Y^ROC[l   stole  tlii`  cr}.ptociirrcnc}'.  he  would  coiitiliue  to  search  the  FBI

s} sti`ms about these `` al lets I(t |`nsui.e lh&t his i 11 ii`it transl`i.rs of thi-cr} ptt]currenc}.I(` walli.ts under

his soli`  control  u.ere nt)I detec`ti`d.



:().            \n.|xaiiir)lc ol. htn`   \.,f\RO(.H  \`ouW.`tirr}  oi`t  his  schcili`.  i.` d.`si.I.ibi`d  bi`ltn` :

a`     Bi`i`ori.   \.,\ROcll.`   \\ii.i`   fraud   st.hi`iiii`   s`arll.il.   rimds  \`|.rl`  ir.inst`i.rrl.{l   iiito  `\`o

|`r}  r)`oi.urri`l`i`}   ``alli`(h  I)ii(ig  m`}iiit(iri`d  h}   t!ic  11}1.

h.    ( )n  Di`i`|`mbi`r :` I.  :f}3J.  Y.,\ RO(11  :ii.i.i`sscd thi.1'131  c`i`i`  mamigi`mcnt  s} ``i.Ii``  .iiitl

i.t`iidui.ti`tl  tl si`€iri'h.   I l`js si-ill.i.h  led him  L`7 a parti..ulnr I.I)I  i.rimi"il i`uhi`  lili`.  uhii`h

•.oi`t{iiitcd  reports  tl`.`l  dt.tt`ili`d    the  I.ri`.!i`iiti.ils  l`or  1\`o  ditTcrem  ``alll`ts  ( \'l(.TIM

\\'.i\I.I,I.,11   ;iiid  \.I(. I  l\i   \\ ,,\I,I,F I   :I.  On  `t`\i`mber  5.  :025.   \..<\RO(`ll  :igain

iic`i.I.`s{.d  lhi`  ri`piirt  thiit  coiil{iilil`d  thi`  i`ri`di`nli{`ls  l`or thi.  wulli`ls`

i`.     On    \'``\`i`niher   6.    J025. `',J\RO{`l I    ri`i`onstiluled

\1(   H\t    u.^\I,I   I-.11    an.I    \'1(.11\1    \\-.\11,I..I     :    tlsillg    `l()Ii`ii   i`rl`d..llliiils   antl

I`r{Iiiil`illl`ll\   transt.i`ii.i`il  thi`  I.`IIids  fromi  llt.`si`  I\`\`i  \`iilll`l.`  lo  his tt``n  Bi`coin  ``€illi`l

(\'..\ROU  I  1!11 (`01\   \\`,.\1,11,  r  I  '.

d.     ,\`  ehiirgt`tl  in  (`(i`mt  One  o1. llil.  lnt.ori"ition.   Y^ROC.I I   I.raucluli`i`tl}   ti.{ii`sl-I.rrcd

:ippriixi]"ti`l}                  ___         _ M.   l}ilc.I.in   i.r}p`tii.iirrunc}..

fr(`m  \v'll.TIN  \\'..\l.I.IT  I.  `...\RO(ll  iiiitititi`d this lr{insaetion t`n or

{ih.iul   \o\|.mher  (i.   =OJ5.  ``hili'  li``  \`ti`   in  thi.   I.,{isti.in  I)istricl  o!`  VirgHlia.  and

lraiisferred  ihi.  fiinds  !o  Y,\RO{`lI  811.(`01`'  \\.,\I.I.FT   I.

t..     I`li:`t    si`n`i.    ili`\'.     \`...\RO(.!l     :il`t)    ini`ii`ted     ;Intithi`r     rr;iLidilli.nt     (raiisai`titm    ol

``rr,r,1`i",,l',,  I ,, ,`(`. i- l`r()''1    \.'1(I  I   1\1

\\ ,,\l.LI.i   I  lo  Y,.\ltoU I  1111 (`01\  \\'.\I,LIL   I .

r.         Ilii`Lse   lr:ii``ai`tii"*   i`aii*|`tl    lhi`   \`iri.    tti   tri``-c`l    in    inti`rslati`   i`.ii`ittii`ri`c.   {i>    ll`i'`|`

1r(iiicactiiiii`  \\i`rl`  iiriii`|.*sl`d  throLigh  a  i.r}.ptiii.urrl`Iic}   mining  rl`)i`l  hi`ailquLir(i`rl`d

in  Bl.iji,,g.  (`l,,ml.



*.     I`i.om   ar)iiro.`imali`1}    No`i`ii`her   7   through   N`)\i.mher   8.   :():5.   I-Tom   \',,\RO(.ll

811 (  ()1\   \\`,.\1.I.I+. I    I.  \.  \1`()('11   initi.iti`d I lraii»rl.r.`.  \tr .ipr)r{t,`minll'l.\  I

ia  i`  \  imi£`l  i`s%`l  b\\`ii`}iiTig

si`r\ ii`i. (\lR I`l'.J\l.  ASsl.:l   `\\'.+\l'l'l`G  Sl`tR\'l{T.).

h.    On  No\.ember 9.  2()25.  Y..\ROCIl  transfl`ri.lid  stiiiii.  ot` tl`i`  t`raud`ilt`nt  (``nids.  .iho`it

rroiii    \.,,\KO(`lI    811(`O1\

\\ .\lJtl    I   (o  iinothi.r   Bili`oin   \`:il!c.I   imder  his  i.c.nlriil   (t\ROCII   1311(.{)1\.

\\(I.\ I,I. I .I A  ] '.

L      I..rtim  appitt`ii"li.I.\   No\'i.mbin   `)  `hrt``igh  \o`.i`iiibi`r  20.  203.i.  I`roni   TAR()Cll

Bll i.OIt`  Vi ^LI ,F I  :.  Y^RO(`l I iniliall`d I lrim.`fi`r` ol.appro.\inlali`l} I

\ia   \`lRl`L.,,\l    ^\Ssrr

S \\ I .A P P I \ ( ''  S I . R \,I I ( ` I ,: ,

L      0n    \o\``mhi`i.   2`).    :0:.i.    Yz\R0l.Il    til`o   i`xchiiiigi`d    ``ia   \J.lRl``../\l.    ,\Ssl'.I

SV\.Al'PI\( i  SI-:R\'l(T.  :ihtt`il |||PTC`  I.`ir Sui, -
thin    \`as    `i`til    tt`   {i    Siii    iid{lrl``s   `indi`r    \.,.\ROcll`s   a.ttntrol    (i..\ROcll    Sl'I

\L`,\l.LE'l`L

L.      rlii.     rem`iiiing     111(`     iha`     Y^RO(`ll     iixi`liaiigi`d     \in     VIRIU..\I,     A\Ssl.;I

S\\  ..\Ppl\(.I   Sl.,RVI{`I.I   I   ``.is  thi.n  traitsl`i`rrl.d  lo  a  Moni`m  walli``.  Spi`.`ific`all}.

i."ii   \-ti\.`mhi]r  7   thr{iLigh   \t)`i`mher  {).   :025.  iippr<}L`ii"(|`l}   I 1}1(`  \\;`>

tran```errl`Httr   olR.   or  v`"h`r`HI? I"ocurreiic}.  I I                     -
•llii``|`  fi"iii.i{il   triiiisaclit}iis  Lh{i`   \.,\R()(`l I   inili{iti`d.   ini.lildi`   lhi.

rii"ncial  m`nsai`tit)i` (hat \\a* ch.irgl.d in C(tili`t T\\t..  Tlii'+i` laui`di`i.ing minsacliiii`s



\`i`ri` i``i`.`iiti`d to colii`cal {1`1` tnii` i`iitilri` ol`thi` BTC. and thi`  l`act tlint il \`as di`ri\|`d

l`rtini  rraiiil iill`nt  rmi.i`i`d`

I       \'./\R001  lli..n  i``i`h€ing.`d  lhi`  `\`IR  through  .i{hiT  ` irtuitl  assl`l  si`r`.ii`i`  pi.o` idi'r5

iiiid  rc`cei\ed  {`mr`"i"itl`l}  I Sol,.  or  Solana  i`r>plociirii`Iic}.  ||

-\-This  i`r}i)loi`iii.rl`iic}'  \\a`  agaii`  i``i`h:iilgl`d  `.ill
\`.lR I IAl.   z\Ssl:i    S\h.f\l'I'I`-G   Sl:.R\'lt`I.:   ati`l   transl.i'rri`d   to   YARol`IJ   Sul

\\'.\1  I  Fl .

iii.    i.  \RO(`I1  |'`indiii`iilJ  `|`\i`r;il   trails;Ii.ii<m.`  from   \.,\RO(lI   S`   I   \\'\1  I  11    l`i  hi`

Kr:ikim  u iilli.`  during lhc  liml`liili`  ol' th..  si.lii`mi'.  I  ollo\` ing  tl`i`  llil.I.I  ol. l`Iiids  I-riti``

\'1(`11\1  \h'ALLI-l   I  antl \.lc.I Ill \h.j\l.IJ.I :. bi`t\`.c`en `.o`'i.t`iber :5. ]02`S. and

I)|Ii`i.mbc`r  3J.  :():.<.  thi.ri`  ``|`ri`  lhT|.a  tran`l..`rs  into  Y..\RuC.I I-a  Llraki`n  aci`oiim

(hat t\l'all. Thl'si`transl`i.rs

\`.i`rt. iill  riinded  b`   Y.\\ROcll  SITI  \\.AUJ:T.

ii.     Bi.l\`i.i`n  r`o\i`mbi`r  35.  2()25  iiiitl  .Iiiiiiiar}    13.  202(t.  Y,'\ROcll  lhi`n  tr{ins(..`rri`d

artpro`im.`ti.l}   Sq.:.08:   to  oni`  o1`  his  Tl)  bfinL  tii`c`ouiith     lhcsi`   riin{ls  `\i.ri.  lhi.n

tr{iii`l.I.in.a   hi.(\`|.i`ii   his  tithi.r    11)   iii`co`mts  t`rom   \\l`i(`h   `.AR0l.ll   sc`nt   `'ari``us

ria}'iiicii``  to  co\ i`i   l`i`  LIL.ht`    Spi.cil-ii.i`lI} .  he  pilid  :ipprohiniat.`|\   `.``0.17(j  to\`{ii.d

hl` JI'  Mt`rgan C`li;isi` i.ri`dil i.ards. dppro`ii"lel}  S:().0()0 to\`€irtl ii  P(`l`i`iik.1  I,i``us

pa}mi`n`.   .`ppro,`il"li.I.`     Sl8..<76    lo\\{`rtl   a    C`iibi't.pstart    lo{in.    apprit.`iimli`l:,

S 18.:i()  1o`\ar.I  €`  I  igh``tri`iim  loam  and  S 17.500  tiiu:ird  a   I`D  Biil`L  l``:in

o      Fon.n`'ing lhi`  `.t``i'mbi`r-I)|`c`cnlbi`r 20:5  li.ai`sl`crs. additi{inal  Iran.`l`i`rs \`i.re i"`ili`

fr{)in  \',.\ROC`lI   S` I   \\ ..\1,I.I+,  r  to  \'<>\RO(`lI.s  Kraki'n  walli`t.   Belwi.t`n  Jiin`iiir}'

2()=6  and  .Iiil.\   3():(i.  six   tr{ii`bl.ers   ``|`ri.   madi.   I(italiiig



Follo\` iiig  ll`|.`i^  di.I)tt`ih.  aprtro`iim`cj.I.\   ` 19*`050  \`a`

mu`s(.i`rrl`d  rrtim  Y,\I{()(.I I.`  Krfiki.Ii  `\iillct  tti  l`i`   1'1)  l}i`nk  i`ci`tt\ilit.

21               l'l`r{i`igh`tut   (hi.   l`riiiid   si`lii`iiii`.    Y./\R()(.I  I   ctii`tl`icli`d   iipr)rtt`imiiL|`l}`    I()(1   illegal

transl.I.rs  from  thi`  i`r} plocttrri'ni`}   cr.'.len`iuls  lh{it  hi.  foimd  in  thl`  FBI  s} sti`ms.  \'.I\RO(i I  sltili.

i`r}'ptt}i.iirrcnc}   rmlii  iil  li..i»t   7q  .lilTi`iciit  \\iilll`t>.    I`Iii.1` ]}1   \\ii`  iiitinitttriii&  mt`sl  {tl.  lhi`si`  \\:illi`t>

l`i.r  in\ L``tigattir>'  I)`irT)osl`` diii`  tti  tlii`ir  bi`iiig  i`iiiim`lI|`il  h}   .``ihji.i`ts  {il' \ (il.itiii`  11}1  in\'i'Stig.I(I{.ii>.

::.          `',J\l`OCI I  \`as  indiscrin`imll.  iii  lhi.  origin  iilid  an`i.urn  {ir cr} ptoi.iirri.nc}   that  ill.

\``)ul(I .`tl'al  in  `hi'  l'r:iudiili`iit  (I.iin.`l.i.r` Lhiil  lii` |`{tndili.`i'il lhro`J£]ittiit lhc f`i.:iud  schi`mi'.  YL.\R( )(  I I.s

thi.f``   raiigi.I   ITi7m   81   i`i`nl>   in   {"   i`raiidiilctil   ti.am`l`i`r  ```   i.\cr  $58().()()()   in   :`i`ttthi.r   rrii`idull`iit

lr,insri`r.     And.   similarl}.   Ills  thct`l`  \`crii   uidc   ranging   in   ``ht}  l`i`   i(tili`   rrtini.    `timi`  t7l`  thl``i`

fraud`ili»m   traii`l`i`r`   \\i`ri`   lr{ini   \`iilli-t`  1liiil   \`crc  i.{}ntrtillecl   b}'   €`d\i`rsi`rial   m`tion  statl`  iii``i.rs.

inclllding  z\I)\.I  RS,\RL\l   \..\TIO\.  ST.+\TF  1  and  .\I)VF,RS.z\Itl.\l~  \.\ I Iota  S1.,\ 1|'  :. \`hi|c.

most   ol`   lhi`   ri`sl   {.1`   Y,`\ROCI I.s    I.i`au(lilli.nl   trinsl`i`rs   c`(llid`ii`li`d   \`i.ri.    I.rum   i`r.`pl`ti.tlrri`n(`}

irl`di`Iiti:il` c.i.ntrt`ll|`d  b.\   ``ih.ii`cts  {.1. \arious  iii\|`.`Ligiitmi`` c{i]iJui`(cd  h}   tht!  11}1.

23.            IIi  iiddiLi`)i`.  \'.\R()(-I I  i`o]idui`ti`il  a  l`riiiiduli.lil  (riinsl`cr  I.r{im  aL  lc{isl  tini`  \\iillc(  tha(

the  I-lil  cri.ati`d  lti  iisi`  Ill  all  itpi`ratit)n.   I`hi*  \ullcl  \\a`  I.unded  h}.  i`r} ptt)cLiri.clic}.  `iipplii.d  h}'  thi.

11)I.

]J             ^S  \it!`c.I l`xan`pli.s.  \',`\R()(`l I  iil`ti coniliictcd  i\t  li`ast ten  rrauduli-Ill  mitsl`i.r`  I-rtvii

ir,\ ptttciirri`ni`.\'   \\iLllet.i  cL.nni`ctl`tl   t\)  crinii`   \ i.tim`.    I hi.`c   \ ii`lin`s   \\i`ri.   ili\ol\'i`d   in  {}`lii.r  11}1

in`.es(igatitin`.   aiid   lhi`    I.I)I    miiinlain.`d   lhi`ir   ¢r}'ri`iii'ilrri`nc)    crlJtli`ii`i{il*   \\ithi!i   lhi`   r'.F}I   i..i`i`

malmgl`it`|`nl`}'`tl`iii.

]5.            I hrt7iigh{.ul    lii.`   \`irl`    l`raud    `chc]1ic.    \'f\R()(`ll    i`t)nLliii`l|'d   arprii`ii"ili`l.\     1()f)

rrLiilJiili.in traiisf..rs  usiiig credi`iiti{ils  relati`d  ltt  ,35  `epiiriit..I. 81  in\.'sligalion``  lhlii  hii  disc`n il.|`d



in  the  FBI  systems.  YAROC.H  stole  from  at  least  10  victims.  He  illicitly  gained  ap|]roximately

$2,474,380.66 in fraudulent proceeds from this wire fraud scheme.

_MONEY LAUNDERING TRANSACTloNS

26.         As explained above in paragraph 20(h)-(I), after YAROCH fraudulently transferred

the additional cryptocurrency to himself and conducted additional financial transactions to launder

the stolen cryptocurrency. YAROCIl designed these transactions to conceal the true nature of the

stolen cryptocurrency and include the financial transaction that was charged in Count Two of the

Information.

27.         Before YAROCH started his fraud and laundering schemes in or around December

2024.  he owed a substantial  amount of debt  for multiple  loans and  credit cards.  Specirically,  he

took out three  loans between April and June 2024, totaling over Sloo`000. of which the majority

remainedoutstandingasoftheendofOctober2024.Hehadalsoincurredasigniflcantamountof

credit card debt, with over $45`000 in balances as of the end of October 2024.

28.         YAROCH used the illegal proceeds that he obtained from his fraud and laundering

schemes to enrich himself and repay some  of these debts,  as described  in the example given  by

Paragraph 20.

29.        YAROCH   intended  to  use  the  fraudulent  proceeds  to  make  other  purchases.

including buying a vineyard in Portugal. and financing his life abroad.

30.         On  May  28.  2026,  YAROCH  asked  ChatGPT..`If I  had  a  million  dollars,  how

would you  suggest  investing  it/spending  it to maximize profit and  return..` ChatGPT  responded,

"At  37,  with  a  young  family.  a  goal  of potentially  retiring  around  40.  and  a  clear  interest  in

eventually   building   a   slower-living   vineyard/agricultural   lifestyle   in   places   like   C`ilento   or

Portugal's  Dao region. . .



31.          ()n  .Iune  i.   2026.   Y^ROCIl   asked   (.lmtGPT,   ..If  }oii   had   a   hui`ket   or  i`ioi`e}'

(around  S I  millit`n)  and  }'iiu  \`anti`d  to  lea\.i` thi-USA  and  bee()me  a  resident or cili/,en  or an  EIT

country. what w`)uld you d{i?" ChatGPT rcsp`ii`ded. ..Gi`'en e` i`rylhing you.ve tt]Icl  me -I name ot.

YAROC`ll.s child|. .\rour \`il`c.  thi`  desire  l`()r a 2-5  hi`i`lare estati`.  interest  in  age-\`orth.v  red  wine.

and the goal of`act`iall.v li\.ing theri` rather than just owning a pr()pcrty-I  \\.oiild ii(}t start b}' chasing

citi;.i.nship. . .What I  wotild do \\ith S]  million Option  I :  Portugi`l  (ill}  titp choice  ft`r your specific

situation)...

32.         On  or  around  June   15`   202(]`   YAROC`H   pro\'ided  a  power-ol`-at`omey   lo  two

lawyers  in  Portugal  "with  the  po\\i`r to  sub-delegate.  tlie  broadest  pow.crs  permi`tc`d  b}   lfl\\..   as

Well  as  special  and  neci`ssar}'  powi`rs  to  rcprcsent  him  before  the  Portiigues€   I`ax  and  C.i`stoms

^uthorit}'  (AT).  tlnd  to  register him  and  obtain  his  tax  identification  number  in  I'ortugal.  as  \`.ell

as to  rc`quest and collect.  ill  persoil.  the password  ti`  iicccss the  riiiance  pt)rtal.  alid  t{t carr}'  t`ut  all

other acts that thi`}'  dei`m ni`ccssary  to  fulrill  tl`eir mandate...

33.         YAROcll  made  arrangements  to tra\i`I  to  portugal  in  si.ptember  2026.  Illis  trip

u.as pl€il`ned  in c`onnectit)n  uith  Y^ROCH.s  iiitendcd  \ inc.\ard  purchasi`.

..t4.          Y^ROC`ll   u.sed  a  mobile  cryr`tocurri`ncy  wallet  software  called.`Slush`.  tin  his

rihonc  ti)  managc'  sonie  o1` his  fraud  procc`eds.  but  he  deleted  (hat  application  t`rom  his  phoiie  at

some point diiring the fraiid scheme. thereb}  concealing the i`xis{ence ol. the illcgal proceeds from

his ph()nc.  On .Iul}r'  31 ` 202(}.  during the execution ol` a .search  \\'arrant.  YAROCI`I  agreed  to allow

the  I.BI  ngcnts  to  redoui`load  thi`  Slush  application.  YARO(`[l  then  diri`cted  thiL`  FBI  t(`  where

some `)1` his I.raiid  procccds \\ere stt`ri`d.  That siime da.v.  YAROC`II  \'oluntaril}'  signed a ctinscnt to

seize    propert}.    l`orm    whii.h    allt```cd    FBI    tct    tramri.r    monc}     frt}m    multiplc.    wallets    and

cr}pt(`curri`nc.v ai`i`ounts lhal were c(`ntrolli.d b}  YAK()CII.
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coNCLuslor`'

.15.          YAR()C`H.s  misusi'  tifthe  cr}'ptticurreiic`}'  credentials  that  hc.  disctN.ered  I.riim  thc

1'`I31  s}'`tcms i`omprt}mised  multipli`  rBl  investigi`tions  related  `o  btilh  criminal  grt}iips ancl  nation

slate ad\.ersarics,  such as  Al)VERSARI^l.  NATION  STATF  1  and  ADVFRSARIAl.  NATION

STATI.:  2.  His  actions  depri` I.d  [`81  ageiils.  anal} sts.  and  othl`r  employees  ol` the  abilit}  to  carr}

out their  funclittns  1o  protect  rtublie  safe`}  imd  m`tioiial  `ccurit}'.  includiiig  the abilit}   lo:  ( i)  I.ollou

tl`c poll`titial  fit)``. o+` fuiids I.rom thi` rc`1e\.ant \`'all..ts to disco`'cr other \`allets. traditional a.`coul`t`.

and  flmincing  and  launderii`g  methods  b}.  thesi`  actors:  (ii)  disrupt  these  groups  (ii.g..  Iaufull}'

seizing  cryptoi`urrency  involved  in  t)ther ol`fensi`s):  and  (iii)  potentially  restore  cr.vptocurrc`ncy  to

ilinocent  \J'ictims.  YAROCI I.s  niisuse  ol` the  cr}'ptocurrency  credentials  also  exp()sod  tlii`  FBI.s

{ictivitics  to  in\'cstigative  targets  \`ho  conti.olli`cl  the  \`allets  {it  issui..  as  \`ell  as  other  interested

iii\ cstigali\'e targets and foreign ad`'crsarii`s. thcri.b}' compromising I.`1}1 sources and meth()ds used

in  foreign  intelligeiii`c. collection and i`riminal  iii\i`stigations.

36.          Tliis   Statemi.i`t   of   I-`acts   includi`s   those   facts   ncccssar}.   to   siirtport   tl`i`   pli.a

agreement  betw.een  the  defc`iidant  and  thi`  United  Stati`s.  It  dttcs  not  includi`  each  and  e`.|`r}'  racl

kni`wn to the defendant or to the  Uiiited  States. and  it  is not  intended  to bc a  full  i`numcri`tioli  t`r

all   ol`  the   fai`ts  surrounding   the  dc`rend!ml.s  casi`.   Furthermoi.e.  this   Stati`meiil   of  Facts  is  iin

admissi{m ol`lhi. def`cndant  tl`at  can  be u*cd  in  suhsequi`i`t court proceedings against him.

.17.           Ihis   Statemi'nt   ol.   Facts   dues   nt)t   c()nstiluli.   and    is   not   part   (`(`  comproniisi`

ni`gotia{ions under red.  R.  I.:` id. i I n or ally  olhi`r pro\ ision ol` fl`dcral  law .  ^s  suc`l`.  Ihi` di`l`i`ndciii`

agrees  that  this ``tatemi.nt ol. l`acts  sliould  not  be |`xcludl`d or siippri`*scd  undi`r Fed.  R.  E\`id.  41 (1.

I.i'd.  R.  C`rim.  P.11(I).  the  Sentencing  Guidclini`s  or  an}'  other  provision  (]t` the  (`onstitutioil  (tr

fc`deral  li`u/`.

D



.`t8.         'Ihe actionsol.the di`rendant. as recount.`d abo\.i`. ueri` in all rcspec`ts Lnouing and

dcliberatc. and \\ere litit committed by  misti`ke.  accidcl`t. or othc`r innocent  ri`ason.

Ri`spectl`ull}   submitted.

Tot)D W.  BLANCHF`,

Att(irne\. General

Tl lEOpl 1^NI  K.  STAMOS

Fii.st Assistant ` lnited  States Attomi`}

Date:     Octobi`r 23.  2026

Russell  1„  Carlberg
^`sistant  \ lnited  States A(tortii>}'s
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Arti`r coi`sultiiig u ith ni}' attt)rne}  and r>ursuant to the plea agrei`mem cnti.red  iiito this da}

bi`t\`i.|.n  thl`  defi`ndanl.  Patrick  Ste\|.n  Yz`roi`h.  and  lhc.  Unitt:d  Slates.  I  l`i`reh}   slipiilale  that  thl.

ab{n c Statement tif I.`aets is trui` and iici`urate. <ind that had th.` matlcr procc.cdt:d to lrial` thi. ` ,7nited

States ``ould  ha\ i. prtt\ ed  the s€ime be} oiid  a rcast`nabli` doiihl.

_Ziz±__Jfty2g2L
Patrick Stc\`en  Yaroch

I   am   k}le   Bti}'nton`   Esq.   defendanl`s  auomc.v.   I   ha\Ji`   i.arct`ull}'   rev.ii`wed   thi`   abo`'e

Statement  `tl-Facts  with  him.  To  my  knowli`dgc.  his  decision  to  stipulate  to  these  facts  is  an

il`formed and `{)luntur}'  (`iie.

i`,,-,-:---.
]

^ttori`e\'  f`or Patrick Steven Yaroch

1'``


