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Abstract—The objective of the research in this paper is to
investigate the influence of economic incentives, income levels,
interest in White-Hat capabilities, and perceptions of being
apprehended on the willingness to violate privacy regulations.
The research model was developed by drawing on the economics
of crime literature, prospect theory, and the emerging Capability,
Opportunity, and Motivation behavioral model. This study
involved a sample of 523 people on the brink of entering the
workforce as potential insider hackers. Despite many subjects
believing there is a high probability of being caught, they could
still be incentivized to violate HIPAA laws. Approximately 306
(58%) of the survey participants indicated a price, ranging from
zero dollars to more than $10 million, that they considered
acceptable for violating the HIPAA laws. Income levels, white-hat
hacking capabilities, monetary incentives to commit a crime, and
the perceived probability of being apprehended were statistically
significant predictors of the amount of money required to violate

HIPAA laws.

Keywords—Behavioral economics, economics of crime,

cybersecurity, hacking, and insider threats.

I. INTRODUCTION

The 1996 Health Insurance Portability and Accountability
Act created a comprehensive set of restrictions to maintain
the privacy of health information for patients [[1]. Healthcare
privacy breaches have become increasingly prevalent with the
increasing use of digital records and interconnected systems. In
arecent survey, nearly 60% of the 400 healthcare organizations
respondents in all sectors reported a ransomware attack in
2024 [2f]. Approximately 42% took up to a month to recover



from the ransomware attack, 29% took from one to three
months, and 7% took three to six months.

According to the FBI's Internet Crime Report, the US
experienced an unprecedented increase in cyber attacks and
malicious activity in 2022, when losses were more than
$10.3 billion [3]. Cybercrime is not just a US problem, as
security breaches worldwide are growing [4]. The pandemic
put additional stress on employees and organizations, with an
estimated third of data breaches traced to insiders. Insider
incidents have increased by 25% with the move to remote
work, the ever-present employee feelings of job insecurity, and
the technological ease of moving massive amounts of data to
and from the cloud [5]].

Insider threats are more pernicious than external threats.
A recent study in Virginia found insider attacks cost between
$20,000 and $100,000, and the median outsider attack resulted
in $5,000 to $10,000 losses. The most common insider attack
involved impersonating the organization in emails and social
media, and outsider attacks involved viruses, spyware, or
malware (59%) [6].

More than three-quarters of organizations involved in
maintaining critical national infrastructure have seen an
increase in insider-driven cyber threats in the last three
years [7]. The cybersecurity landscape for maintaining
supply chains in the face of catastrophic events has many
challenges due to numerous vulnerabilities and the emergence
of sophisticated threats and potential natural disasters [S]].
Global supply chains have been exposed to a wide range of
catastrophes with increasing frequency. Threats are attributed
to negligence, human error, and criminal intent and are
exacerbated by reductions in cybersecurity budgets and the
financial stress of employees caused by inflation and the
economic downturn [9], [10]. System users and employee
negligence, coupled with process failures, are the root of many
cyberattacks [11].

With the goal of mitigating insider threats, we examine a
number of issues related to cybersecurity. Section II reviews
the study’s research frameworks, including the Capability,
Opportunity, and Motive behavioral model (COM-B),
deterrence theory, and prospect theory as mechanisms for
understanding hacking behavior. Section III discusses the
research hypotheses related to salary levels, white-hat hacking
interests, and how perceived apprehension influences the
decision to violate privacy laws. Section IV details the research
methodology related to the survey of the 523 participants,
including analyzing their responses under varying scenarios.
Section V discusses the model and hypotheses assessment
and confirms the significant links between income levels,
perceptions of being apprehended, and hacking decisions.
Section VI discusses the implications of the findings, including
the drift of the white hat to the dark side and the
managerial implications of the study. The Conclusion and
Future Directions section (VII) emphasizes organizational
strategies to deter insider threats and best practices to develop
a culture of cybersecurity awareness. It also provides future
directions for insider education, research, and training.

II. BACKGROUND AND RELATED WORK
A. Capabilities, Motives and Opportunities

To wunderstand the occurrence of insider attacks and
their connection to hacking behavior, we apply several
theories. The first of these is the classical Capability,
Opportunity, and Motive Behavioral model (COM-B), which
helps conceptualize insider attacks. In the COM-B model, the
perpetrator must have the ability to attack, the motive to attack,
and the opportunity to violate a security law [12], [[13]].

Solid technical skills are relatively abundant among
millennials and Generation Z. Both generations are interested
in technology and embrace it in their work environment and
lifestyle [[14]]. However, insiders with weak skills can still
leverage their organizational knowledge using the abundance
of online information on hacking. They can also turn to the
Darknet and Deep Web to purchase hacking expertise [13].
Of course, motivations to hack are readily available and
usually relate to financial difficulties, such as credit card debt,
student loans, and health insurance premiums [[15]. There are
also numerous instances in which a disgruntled employee is
disappointed with a supervisor who has passed them over for
a raise and turns to hacking [16]]. After several months in a
new position, employees gain insight and a comprehensive
understanding of organizational systems. If an opportunity
arises and an employee is under job or financial stress, there
may be a temptation to engage in hacking.

B. Deterrence Theory

Deterrence aims to use threats and sanctions to inhibit
criminal behavior [17]. The idea is that high probabilities of
arrest and conviction, along with adequate punishment levels,
will deter criminal behavior. The research results for the role of
deterrence in criminal behavior are mixed [18]]. For example,
there is evidence that perceptions of sanctions have a modest
impact on behavior. However, the severity of the punishment
has a negligible effect on criminal activity. Research has found
a substantial indirect effect when formal sanctions trigger
informal sanctions. Informal sanctions can take the form of
shame, ridicule, social disapproval, and other similar measures.

In the context of cybersecurity, implementing sanctions
can be challenging due to the significant burden of
monitoring [19]]. Passive sanctions have been proposed as
a way to counteract the expense and burden of continuous
monitoring. For example, rather than constantly checking for
strong passwords, the organization will only hold employees
accountable when a breach related to a weak password has
occurred.

Criminals use a decision calculus to evaluate returns
of criminal activity as a function of the probability of
getting caught and the severity of the punishment [20],
[21]. The certainty of punishment is a function of the
perceived probability of apprehension, the likelihood of being
charged, the probability of conviction, and the probability of
formal sanctions [22]. An individual will consider committing
cybercrime when the net expected gains from illegal activity
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Fig. 1. Becker crime utility model (adapted)

are greater than the utility of engaging in legal work (see
Figure [I). The p term in the model is the perception of the
probability of being captured or caught multiplied by the sum
of the negative returns. The 1-p probability is multiplied by
the sum of the positive returns. If criminal work’s net utility
is greater than legal work’s, the budding cybercriminal may
be attracted to illegal hacking behavior.

Maintaining a high level of deterrence is expensive. The
goal of police and courts is to reduce enforcement costs
to a level where the various stakeholders are economically
comfortable. The optimal stakeholder enforcement scheme
focuses on setting the probability of apprehension as low
as possible. The objective is to manipulate the perceived
likelihood of apprehension and to reduce enforcement costs.

C. Severity of Punishment

Severe prison sentences do not always improve
deterrence [23]. There has always been disagreement
on the relationship between the severity of punishment
and deterrence. For example, suppose that there is a 10%
probability of being convicted for one year or a 1% probability
of being convicted for ten years. In both cases, the expected
negative returns of participating in criminal activity lead to
the same result [24]]. However, people view them differently.
The National Institute of Justice (NIJ), examined research by
Nagin, 2013 on the role of lengthy and mandatory prison
sentences in deterring [25]]. The NIJ considers long mandatory
sentences expensive and ineffective in preventing crime and
that perceptions of being caught and punished is the key
to deterrence. Pickett has found experimental evidence that
publicity can increase deterrent fear, but also that increasing
sanctions has a decreasing impact on deterrence [26].

D. Prospect Theory

Prospect theory is a powerful behavioral economics theory
that helps explain how people make choices and select paths
when faced with risky outcomes. It was originally developed
by Kahneman and Tversky [27]], [28]]. Nobel Laureate Richard
Thaler further enhanced it [29]-[31]]. Prospect theory posits
that (see Figure [2) risk preferences are a function of risk
aversion and loss aversion and that people are more averse to
situations with potential losses [32]. The decision maker uses
a utility-based calculus that incorporates probabilities and a
weighting function to assess possible outcomes.

Perceived Positive
Value or Utility

-$10,000
Monetary Loss
+$10,000

People tend to be more risk
averse to losses, even when
they have a much lower
probability of occurring.

Perceived Negative
Value or Utility

Fig. 2. Prospect Theory and aversion to losses

Prospect theory posits that people overreact to small
probability events and underreact to significant probability
events. For example, a small probability of being bitten by a
shark while swimming may cause people to avoid the ocean.
The Jaws movie had a profound influence on perceptions of
shark attacks and, indeed, caused widespread panic, although
the risk of attack is very low [33|]. Even today, many
people remain reluctant to swim in the ocean due to the
movie. Climate change presents the other side of the coin.
Many scientists and climatologists believe that there is a high
probability that record-breaking climate change will occur
[34], [35]. However, cognitive biases, mental maps, and the
longing for normality and safety lead many to underestimate
the potential impact on society [36]]. The key is that perceived
differences are a function of individual perceptions and are
related to the personal situation or context.

Prospect theory offers insight and justification for using
different income levels to examine the impact of personal
income on the potential to engage in illegal activity. We
will examine the role of increasing monetary incentives on
an insiders’ deviant behavior decisions using a scenario
where salaries are $30,000, $55,000, and $100,000. We will
investigate whether high-income individuals are less likely to
violate privacy laws and are more likely to demand higher
compensation to release health information.

E. Integrating Behavioral Economic Theory and the COM-B
framework

The Capability, Opportunity, and Motivation leading to
Behavior (COM-B) model is a comprehensive model for
understanding the dynamic process that guides human
behavior [37], [38]]. A capability in the context of cybersecurity
involves having the psychological capacity, technical skills,
social engineering skills, and an interest in pursuing hacking
activities [39]. An opportunity involves the opportunity to
participate in legal or illegal behavior. Motivation involves

Monetary Gain



Motivation

Capabilities
I would like to observe a person’s behavioral
patterns over a week and use that as a way to
obtain their personal information.
I would like to use manipulative emails to obtain
private information or install malware on

Financial Difficulty

Suppose you are a computer technical support specialist
at a hospital, and you earn ($30,000, $55,000, $100,000)
per year. However, you are currently experiencing
financial difficulty. You have a large student loan, your
rent has increased, and you have maxed out your credit

computers.

I would like to sneak into buildings using a lock
pick, by following someone else or by using an
electronic device to counter the lock system.

I would like to use password crackers to break into

Opportunity

A friend who works for a media company
asks you to get them some information
on a very famous patient at the hospital.

cards.

Deterrence/Disincentive

you accept the money? liststyle

computer accounts.

I would like to set up a website that looks like a
real website to trick people to enter their personal
information.

I would like to be able to capture information that
people use in wireless networks.

.

Extremely unlikely (0%)
Moderately unlikely (7%)
Slightly unlikely (25%)

Neither likely nor unlikely (50%)
Slightly likely (75%)

Moderately likely (93%)
Extremely likely (100%)

‘What do you think is the likelihood of getting caught if

‘What amount of money
acceptable?

o Less than $999
$1,000 - $4,999
$5,000 - $9,999
$10,000 - $49,999
$50,000 - $99,999

Over $10 Million
I would not reveal
amount of money

o They could have the information for free

$100,000 - $249,999
$250,000 - $499,999
$500,000 - $999,999
$1 M - $10 Million

Behavior

would you receive to make this

personal information for any

Fig. 3. The Capability, Opportunity, Motivation and Behavior Model

cognitive processes that direct behavior and an analytical
decision-making process that integrates the positive and
negative consequences of pursuing a behavior.

The COM-B model was developed by integrating
well-known behavioral theories and US criminal law theory,
and is proving relevant to the economics of crime literature.
U.S. criminal law requires that to prove guilt, the person
must have the capability to commit the crime, the opportunity,
and the motive to commit the crime. Although the model is
relatively new, it has been extensively cited [38]]. The COM-B
model complements and supports behavioral economics
research, amplifying our understanding of illicit security
behavior. Figure [3] illustrates how the model integrates with
the constructs and items used in this project.

III. RESEARCH HYPOTHESES

As noted above, subjects use a decision calculus to
determine whether they will engage in illegal behavior. The
decision to engage in criminal activity is a function of the
probability of getting caught and the certainty and severity of
punishment [20], [21].

In the seminal Becker model [20], individuals use a rational
calculus, weighing the costs against the benefits of engaging in
illicit behavior to maximize their own interests in the context
of their current income. Individuals, for example, with higher
salaries, perceive more significant financial and reputational
losses. As a result, the monetary incentives to engage in

unlawful acts should be higher than those individuals who
receive lower wages.

As such, we posit that higher-salary individuals will require
greater returns, or more money, to violate HIPAA laws.

HI: Higher salary levels in the scenario ($30,000, $55,000,
and $100,000) are positively related to higher requirements
for monetary incentives to violate HIPAA.

According to COM-B, possessing a set of cybersecurity
hacking skills entails having both technical and social
engineering skills to participate in hacking activities [35].
Individual capabilities encompass expertise and interest
in utilizing those capabilities related to cybercrime. A
person who has hacking skills should require less money to
participate in a hacking activity. In a study involving 124
countries, researchers found that the economic capital and
technological capital of a country are the main factors that
influence the frequency of cybercrime originating within the
country [40]]. This line of research is related to moral drift,
which will be examined in greater depth later. Can white-hat
hackers migrate to gray-hat or black-hat activities? The net
effect is that having strong capabilities to commit a cyber
crime, having the opportunity and the motivation to commit
the crime. should lead to requiring lower monetary incentives
to induce participation in a security breach.

H2: Higher interest in White-hat hacking capabilities



is positively related to lower requirements for monetary
incentives in the HIPAA scenario.

White-hat hackers, also known as ethical hackers,
are responsible for identifying and addressing security
vulnerabilities. They are considered ethical because, despite
using tools similar to those of black-and-gray-hat hackers,
they operate within the boundaries of the law. Black-hat
hackers, often referred to as crackers, typically engage in
illegal activities for personal gain. Gray-hat hackers occupy a
middle ground between white and black-hats, balancing on the
edge of criminal and civil liability. They are often ideologically
driven and may target adversarial political positions, company
policies, or even nation-states. Sometimes, they are called
hacktivists, and they may function as white-Hats during
the day, helping companies secure their systems, and as
ideological hackers by night, pursuing their own justice
through unauthorized actions.

Cybercrime requires technical expertise and extensive
training to be carried out effectively [41]. The net effect is
that an ensemble of cybersecurity specialists is required to
implement social engineering and spear phishing approaches.
Insiders are particularly problematic when they have technical
skills and decide to engage in social engineering tactics.
Insiders with strong technical skills understand the inner
workings of organizational processes and can easily disrupt
operations. As an employee’s tenure increases, so does their
insight as they can contemplate security flaws and procedural
faults in the systems. Job movement is one way to address
this issue, but in the interest of specialization and productivity,
it is rarely considered a mechanism to improve security.
Computer hacking begins with talent and is enabled by poor
controls in schools, organizations, and society [42]]. The result
is that an interest in white-hat technologies and processes
may lead an individual to engage in black-hat and gray-hat
activities. This leads to the following hypothesis.

H3a: Higher interest in White-hat hacking capabilities is
positively related to higher interest in Black-Hat hacking
when they are assured they will not get caught.

H3b: Higher interest in White-hat hacking capabilities is
positively related to higher interest in Gray-Hat hacking
when they are assured they will not get caught.

The final hypothesis relates to the probability of being
apprehended. Previous research has shown that the crime
market model assumes that offenders, victims, and law
enforcement participate in optimizing behaviors related to
preferences and that offenders have expectations about returns
and individual sensitivity to being caught and the resulting
punishment [15[], [43]. Thus, we include a construct to
validate that the probability of being apprehended influences
the amount of money required for an individual to release
HIPAA data for a famous person.

H4: Higher perceptions of the probability of apprehension
are positively related to higher requirements for monetary

incentives to violate HIPAA.

IV. METHODOLOGY

The white-hat, black-hat, and gray-hat scales and the
scenario used in this study can be viewed in the appendix.
The white-hat, black-hat, and gray-hat scales were previously
validated [44]. The scenario was adapted from a study that
identified the role of monetary incentives in violating HIPAA
regulations and privacy laws [15]]. The scenario was randomly
assigned to each subject at salary levels of $30,000, $55,000,
and $100,000.

We were concerned that the subject’s discretionary income
would influence their responses. So, we also included their
discretionary income as a control variable.

We recruited 593 undergraduate, junior, and senior subjects
enrolled in management information systems and a data
analytics class to complete an online Qualtrics survey. The
study was approved by the Institutional Review Board (IRB).
The final number of subjects used in the analysis was 523. We
excluded subjects from the study who did not answer more
than 10% of the questions or who took less than two minutes
to complete the survey [45]. We have found that student
populations provide a solid foundation for researching and
investigating hacking because they will enter the workforce
and are the future foundation of the emerging workforce. In
addition, there is strong evidence in the context of behavioral
research that students are very similar to nonstudents [46].
In addition, subject pools from platforms such as Mechanical
Turk pose their own problems because it is difficult to assess
their generalizability. Students are generally less concerned
with social desirability issues than employed people. The net
effect is that employees who are part of the work environment
studied are reluctant to answer the questions honestly because
they do not want to diminish their social prestige [47]], [48]].

V. MODEL AND HYPOTHESIS ASSESSMENT

We utilized the most recent version of SmartPLS to
conduct a partial least squares analysis, examining the research
model and its accompanying hypotheses. SmartPLS is a
robust statistical tool that is effective in handling complex
multidimensional latent variables and is an excellent tool for
prediction [49].

We first examined individual loadings and internal
consistency to test the reliability of the latent variables.
The loadings for all measurement items were greater than
0.75. Cronbach’s alpha for all constructs was greater than
0.9, indicating internal reliability [50]. One criterion for
evaluating partial least squares path models is the coefficient
of determination (r2). According to Cohen [51], a small 72
effect size is less than approximately 0.14, a medium effect
size is between 0.14 and 0.26, and a large effect size is greater
than 0.26.

Figure [] presents the overall results for the research model.
The path coefficients are listed first, and the p-values for the
paths are in parentheses and highlighted in bold if they are
significant at the .05 level. The p-values were generated using



TABLE I
RESULTS FOR HYPOTHESES
Path coefficient p-value Supported
Hypotheses
HI1: Higher levels of salary in the scenario ($30,000, $55,000 and $100,000) are | 0.126 0.001 Yes
positively related to higher requirements for monetary incentives to violate HIPAA.
H2: Higher interest in White hat hacking capabilities are positively related to lower | -0.230 0.00 Yes
requirements for monetary incentives in the HIPAA scenario
H3a: Higher interest in White hat hacking capabilities are positively related to higher | 0.670 0.000 Yes
interest in Black Hat hacking when they are assured they will not get caught.
H3b: Higher interest in white hat hacking capabilities are positivley related to higher | 0.759 0.000 Yes
interest in Gray Hat hacking when they are assures they will not get caught.
H4: Higher perceptions of the probability of apprehension are positively related to higher | 0.326 0.000 Yes
requirements for monetary incentives to violate HIPAA.

1,000 bootstrapped samples. The 72 for the required money
was 0.228.

The 72 for the gray hacking was 0.576. The 72 for the
black-hat hacking was 0.449. All of the hypotheses were
supported. The results of the hypothesis tests are presented
in Table [l

The findings suggest that people who have a strong
interest in ethical hacking (White-Hat) are also more
likely to participate in gray-hat activities, possibly due
to overlapping skill sets or a shared drive for exploratory
problem solving. The findings indicate that individuals with
a pronounced interest in ethical hacking (White-Hat) may
also be more inclined to engage in black-hat activities,
potentially motivated by financial incentives and supported by
their existing technical competencies.

Recall that the scenario was presented to the participants as
follows:

o Suppose you are a computer technical support specialist
at a hospital, and you earn ($30,000, $55,000, $100,000)
per year. However, you are currently experiencing
financial difficulty. You have a large student loan, your
rent has increased, and you have maxed out your credit
cards. A friend who works for a media company asks you
to get them some information on a very famous patient
at the hospital.

« What amount of money would you receive to make this
acceptable?

o What do you think is the likelihood of getting caught if
you accept the money?

The path from White-Hat to Money Required has a
statistically significant negative coefficient. This implies that
the level of interest in white-hat hacking will reduce the
amount of money required to violate privacy regulations.
The statistically significant path (.326) from Probability of
Apprehension to money Required) is substantial and positive.
This implies that people who believe they will be caught will
want more money to violate privacy laws.

Approximately 33% of the subjects were told they made
$30k, 33% told they were paid $55k, and 33% were told they
were paid $100k. The path coefficient (.126) was positive and
statistically significant from Salary to Money Required. This
suggests that higher-salaried individuals may require more
resources if approached to violate a privacy or HIPAA law.

Scenario
Salary $30K,
$55K & $100K

Black Hat
Hacking
r? =0.449

0.670(0.000) 0.126(0.001)

gt}]gres;{in -0.230(0.000) Mon_ey Current
1t§ o : l;equlred Discretionary Income
Capabilities r® =0.228

0.759(0.000) 0.326(0.000)

Gray Hat
Hacking
r? =0.576

Probability
Apprehension

Fig. 4. Model Results

The path from Current Discretionary income to Money
Required was not statistically significant. This question was an
attempt to determine whether the actual discretionary income
would influence their responses. This implies that the survey
respondents were able to distance their income from the
survey scenario. In essence, the nonsignificant path from
discretionary income to money required (p = 0.127) suggests
that the subject’s discretionary income alone does not strongly
influence monetary temptation in the context of the research
scenario.

VI. DISCUSSION

Data are a precious asset that organizations want to protect,
but the breach of personal and health information has severe
organizational consequences. Our analysis of the survey data
uncovers an intricate relationship between perceived risk of
being caught, white-hat capabilities, salary levels, and financial
incentives.

One of the main areas of interest in this paper was
the influence of income levels on the amount of money




TABLE II
RELATIONSHIP BETWEEN INCENTIVES AND APPREHENSION

Perceived probability of being apprehended

IT Worker Upto25% | 50% | 75% | 93% plus | Total | Percentage

< $10,000 27 10 7 6 50 10%

$10,000 - $99,999 21 10 6 5 42 8%

Amount of money willing to receive | $100,000 - $999,999 38 21 28 20 107 20%

> $1,000,000 30 20 18 39 107 20%

No amount of money 28 24 21 144 217 41%

Total 144 85 80 214 523 100%
Percentage 28% 16% 15% 41% | 100%

required for an individual to violate the HIPAA laws. Higher
income levels are positively related to higher requirements
for monetary incentives, with a path coefficient of -0.126
and a p-value of .001. This is an integral part of the
decision calculus used by potential perpetrators of the law
crime. We also performed a means test and found statistically
significant differences between the three income levels for the
amount of money required (F-statistic of 4.244 and p-value
of .015). The amount required was a categorical variable
(for example, less than $999, $1,000 - $4,999). To gauge
the magnitude of the differences, we calculated a midpoint
for each category and then used this midpoint calculation to
determine the amount required to violate the HIPAA law. We
then performed a simple ANOVA comparing the salary levels.
The average amount of money required for the $30,000 salary
was $2,203,487 for the $55,000 salary it was $2,847,510 and
for the $100,000 salary it was $3,306,556 (F statistic of 2.403
and p-value of.09).

It is important to note that the amount of the participants’
current discretionary income was not related to the amount
of money required. However, the survey subjects were able
to project themselves into one of the three income scenarios.
They are more sensitive to greater losses of income, which
supports the economics of crime literature, rational choice
theory, and prospect theory.

Table and Figure [5| present some of the descriptive
statistics of the study. Here are some of the key takeaways
from the results.

o Ten percent of the subjects were willing to release their
health information for less than $10,000. And more than
half of this group perceive that the risk of being caught
is as low as 25%. This category represents an immediate
potential threat to companies.

o At the extreme end of the price spectrum, 107 subjects
(~ 20%) are willing to sell data for amounts exceeding
$1,000,000. A substantial portion of this group perceives
a high probability of being apprehended. Hence, they
require significant financial rewards to justify the high
risk.

The good news is that 41% of respondents would not
sell data under any circumstances. Most of these individuals
perceive a high probability (93% plus) of being caught,
suggesting that they are well aware of the risks associated
with such actions and may also have ethical values.

A. Drift to the Dark Side: White-Hat Hacking Interest Can
Lead to Black-Hat Hacking and Gray-Hat Hacking

A key concern is whether white-hat hackers might transition
to gray-hat or even black-hat activities. Are white-hat hackers
susceptible to moral drift? We found support for the drift
hypotheses H3a and H3b. A notable example of this shift
is documented in American Kingpin [52], which recounts
the story of Ross Ulbricht, the creator of the Silk Road
darknet marketplace that allowed people to engage in mostly
illegal transactions using cryptocurrency. One of the agents
investigating Ulbricht eventually succumbed to the criminal
temptation, driven by monetary allure.

This research and the papers discussed above highlight the
influence of financial incentives on the likelihood that an
individual will violate privacy laws. Since people can drift
to the dark side, the next question is what personality traits
lead to being involved in white-hat hacking.

Freed [53] found that cybersecurity specialists have
significantly higher scores of openness, assertiveness,
extraversion, and adventurousness and significantly lower
scores of acceptableness, empathy, trust, vulnerability, and
self-confidence. Many hackers are motivated by what they
dislike, rather than what they like [54]]. Interest in hacking
can be driven by peer recognition, a desire for respect, and
the opportunity to participate in team activities. It is not
always motivated by intellectual challenges and the pursuit
of justice.

The Dark Triad has been used to understand the motivation
to participate in hacking. It consists of three personality
traits that are considered socially undesirable. Individuals
who have high scores for Machiavellianism are manipulative,
deceitful, and exploitative. Individuals who have high scores
on narcissism are self-centered and seek attention. Individuals
who score high on the psychopathy scale lack remorse,
are cynical, and insensitive [55]-[57]. Maasberg et al. [5§]]
proposed a research model that integrated the dark triad and
the capability, motive, and opportunity (COM-B) framework.

Recently, research has found that Machiavellianism,
narcissism, psychopathy, and thrill-seeking are significant
predictors of attraction to white-hat hacking. And that
there is a very striking correlation with psychopathy and
Machiavellianism and an interest in white-hat hacking [59].

B. Managerial Implications

We used the COM-B research model, deterrence theory,
and prospect theory to explore how economic incentives



IT Worker
How much money would it take to violate HIPAA based on the
probability of apprehension

160
140
120
100
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40
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50%

Up to 25% 75%

Probability of Apprehension

Fig. 5. Increasing amount required with increasing probability perceptions

shape hacker decision-making. Our results demonstrate that
individual perceptions of risk and reward and potential
gains from illicit cyberactivity influence insider behavior.
For example, 58% of the study participants indicated a
willingness to violate the policy at sufficiently high monetary
levels. The key is to translate our findings into strategies
for addressing insider cybersecurity threats. We aligned the
results with the theoretical insights and developed a set of
guidelines that managers from organizations of various sizes
and industries can use to detect, remediate, and prevent insider
cybersecurity breaches. They are based on research studies
and work conducted with chief security officers. Table III
presents the critical strategies that management can use to
detect, remediate, and prevent insider threats for organizations
of various sizes and industry sectors.

VII. CONCLUSION AND FUTURE DIRECTIONS

The research reported in this paper integrates the
Capability, Opportunity, Motivation, and Behavior model with
deterrence theory, prospect theory, and behavioral economics
to understand insider threats. It also uses a unique scenario
approach to capture motivations and behaviors related to
white-hat, black-hat, and gray-hat hacking. Ultimately, there is
always a price, and many can be tempted to cross over to the
dark side. A key finding of this study is that approximately
58% (306/523) of the subjects would succumb to monetary
incentives and violate privacy laws if the price is right. That
price can be high, exceeding 10 million dollars. The right
price is a function of their perceptions of the probability of
being apprehended. Some of the study participants indicated
that, despite the high probability of being caught, they would
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still engage in private information disclosure. For example,
13% (70/523) of the subjects perceived a 93% probability of
getting caught, but would still turn over health information if
the price was right.

The skill set that attracts people to white-hat hacking,
such as sneaking into buildings, using password trackers,
and developing fake websites, will also attract gray-hat and
black-hat hackers, provided the proper context is given. They
will be attracted to black-hat hacking, such as receiving
monetary compensation to pay off debt or buy a new car.
In the case of gray-hat hacking, they may be attracted to
hacking individuals with different political views, or to punish
cyberbullying.

But there are ways to curb black-hat and gray-hat hacking.
In the research scenario where an individual is experiencing
financial difficulty, they are asked how much money they
would require to release health information about a famous
patient; people with higher salaries would need more funds to
violate HIPAA. For example, individuals receiving $100,000
a year will be less inclined to participate in the violation
of HIPAA, and if they do, they would require significantly
more money than those paid $30,000. And perceptions of
being caught and prosecuted also reduce the tendency to
violate privacy laws. The link between white-hat capabilities
and black-hat and gray-hat hacking raises concerns about the
drift from ethical to unethical hacking. Although technical
prowess is central to white-hat roles, it can inadvertently
empower morally ambiguous behavior when disinhibition sets
in, particularly under low perceived risk. Approximately 58%
of the survey participants reported that they could be tempted
to violate HIPAA regulations if offered the right monetary



incentive.

Organizations must evaluate their hiring, training, and
security practices by applying behavioral economics, such
as prospect theory, and the COM-B framework, to enlighten
their security practices. In-depth ethics education, fostering
and cultivating a culture of psychological ownership,
understanding economic pressures on employees, and shifting
the organizational climate to prioritize the protection of
customer and employee assets should be the key objectives.
Without such tectonic shifts, capable insiders can become
high-risk actors in the cybersecurity landscape.

We found that individuals receiving higher salaries would
be less inclined to violate privacy laws. Individuals interested
in white-hat hacking capabilities may be more likely to engage
in black-hat hacking. It should be noted that White-Hats are
not necessarily more likely to go ’bad’, but that they share
an interest in understanding concepts of hacking technologies
with black-hats. Hacking knowledge can be used for mischief
and for good [13].

A. Education, Training, and Research

Developing security education, training, and awareness is
always a challenge. Successful security training approaches
use flow theory and facilitate psychological ownership by
immersing employees in security training [60]. The goal is
to understand the conditions under which professionals are
tempted to act unethically and to develop appropriate data
security and staff management strategies to meet evolving
threats.

The Carnegie Mellon University Software Engineering
Institute provided a comprehensive overview of the procedures
for addressing insider cybersecurity threats. Table [[V| presents
the best practices. Promoting awareness and education can
also discourage people from engaging in cybercrime by
highlighting the negative consequences and risks associated
with it. Initiatives that promote economic opportunity, social
inclusion, cybersecurity literacy, and a more secure digital
environment are part of the solution.

Information is, in fact, power. Privacy is not the absence
of sharing, but rather the ability to control what is shared
and with whom. Being able to selectively share some
personal information while safeguarding other data is the
gold standard for privacy. However, the risks of exposing
personal information and the risks of unintended disclosure
of information are not always apparent. Businesses can use
such information for price discrimination and to target their
products and services. However, bad actors can use personal
information for identity theft, for blackmail, and this often
leads to financial fraud. Openness is a two-edged sword.
This highlights the importance of finding a balance between
transparency and the protection of privacy.

Tim Cook has noted the power struggle between the good
and the bad actors:

“Our own information is being weaponized against us
with military efficiency. Every day, billions of dollars change
hands and countless decisions are made on the basis of our

likes and dislikes, our friends and families, our relationships
and conversations, our wishes and fears, our hopes and
dreams. These scraps of data, each one harmless enough
on its own, are carefully assembled, synthesized, traded and

sold. [61]”

Cybersecurity threats are not going away. The number and
variety of cyber threats have increased significantly in recent
times. This poses a significant challenge for organizational
supply chains, regardless of industry or company size. The
threats are real and substantial, which require new capabilities,
such as knowledge redundancy and simplification of the digital
supply chain, to accelerate recovery [62]. In-depth research is
needed on the behavioral economics and personality traits of
individuals who deliberately and accidentally violate a system.
Longitudinal and lab studies must involve new employees,
legacy employees, contractors, and business partners. More
research is needed on the role of psychological and economic
factors that drive insider behavior, including examining the
role of financial stress in insider breaches.

Al will continue to be a tool for both white-hat and
black-hat hackers. In remote and hybrid work environments,
advances in Al and behavioral analytics could improve the
real-time detection and prediction of insider risks. Large
and small organizations can use powerful analytical tools to
design effective cybersecurity systems that mitigate insider
threats. Security Information and Event Management (SIEM)
systems facilitate detection, analysis, and response to security
threats by collecting, correlating, and integrating security event
data from several sources [63]. SIEM uses log-in patterns,
network traffic, and pattern monitoring to identify suspicious
and anomalous behavior in real time. SIEMs are expensive,
but they are crucial for addressing insider and outsider
threats. Data collection on insider threats is challenging
because breaches are often unreported [64]. Cybercriminals
are often difficult to convict due to the relative anonymity
of cryptocurrency transactions and the significant expenses
associated with investigating and prosecuting cybercrimes.

Counteracting insider threats requires robust detection and
prevention strategies for small and large organizations [|65].

o Detection of new attacks, followed by remediation and

prevention of similar breaches in the future, is the
standard course of action.

o Prevention of a threat from ever occurring is the ideal

path to deal with cybersecurity attacks.

The high-level guidelines for small and large organizations
to combat insider threats are very similar. The devil is in
the details, in terms of intensity, comprehensiveness, and
the technology used to implement the procedures. Security
procedures should be documented and frequently reviewed.
Training should still be cross-functional and immersive,
involving simulations. Cross-functional teams should evaluate
the technology to grant access privileges and password
development. Existing and potential employees must be
assessed for signs of disgruntlement, burnout, and financial
stress.

Prevention is the ultimate goal, but it is challenging
to achieve. The dynamic interplay between hackers and



organizations is a cat-and-mouse game of evolution. It
is characterized by hackers identifying cracks and system
deficiencies, and the organization countering with new
detection and remediation approaches. Both sides are
attempting to learn about the organizational processes and
technologies used to protect data and identify any deficiencies.
The good guys aim to plug those holes. The bad guys are
looking to exploit the holes.

However, there are big ideas for combating cybercrime.
The decentralized architecture of the Internet, coupled with
cultural resistance to regulation, has undermined traditional
deterrence strategies. However, Holt and Steinmentz argue
for a large-scale computer crime new deal that will reshape
infrastructure while still protecting civil liberties and reducing
criminal opportunities online [[66].

Research will always be a step behind combating insider
threats. We need ongoing comparative studies across industries
and cultures to identify unique vulnerabilities and develop
mitigation strategies to counter emerging threats.
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Organization Scale

Strategic Imperative

Managerial Guidance

Multinational/ Global firms

Institutionalize deterrence through formal
governance and cross-unit coordination.

Leverage organizational slack to invest in
advanced controls.

Employ a centralized incentive-design
framework tied to both financial and
non-financial metrics.

Establish a global insider-threat
thought-leadership group to harmonize
policy enforcement and share anomaly
detection insights across business units.

Allocate R&D budgets for Al-driven
behavioral analytics.

Large domestic enterprises

Balance bureaucratic rigor with localized
responsiveness.

Embed economic deterrents in divisional
performance systems.

Integrate insider-threat key performance
indicators (KPI) into divisional scorecards
and executive dashboards.

Mandate scenario-based simulation
exercises  semi-annually, incorporating
both quantitative and qualitative learning
objectives.

Deploy enterprise Security Information
and Event Management (SIEM) platforms
augmented with regular managerial review
cycles.

Midsize firm

Align structured policy with resource
constraints.

Foster a security-aware culture through
visible leadership commitment.

Create a dual-reporting “Ethics Officer”
role to bridge IT governance and human
resources.

Design  tiered economic  incentives
calibrated to incident severity.

Adopt modular, cloud-based monitoring
solutions and incorporate monthly “learning
huddles” to review near-miss events.

Small enterprises

Prioritize culture-driven controls over heavy
processes.

Exploit managerial proximity to reinforce
norms.

Exploit managerial proximity to reinforce
norms.

Convene regular all-hands forums to discuss
ethical scenarios and reinforce contribution
to organizational reputation.

Implement
mechanisms.

lightweight  reward/penalty

Use low-cost audit tools (e.g., periodic log
reviews) embedded into existing operational
workflows.

Startups & high-growth ventures

Integrate security into innovation pipelines.

Align incentive structures with rapid
iteration and product-market fit goals.

Institute  “bug-bounty for employees”
schemes,  offering  equity-linked  or
milestone-based rewards for vulnerability
disclosures.

Embed brief security-awareness modules
within sprint retrospectives to reinforce
best practices alongside feature planning.

Leverage open-source monitoring stacks
and integrate security metrics into OKRs
and board-level reporting.

TABLE III

ORGANIZATION STRATEGIES AND MANAGEMENT APPROACHES



Identifying critical organizational assets. Focus on
safeguarding the most valuable resources. Including customer
data, financial data, intellectual property, proprietary and
legacy software, employee personal information, and strategic
business information such as business plans and critical
operational data.

Formalize procedures to detect and address risks. What
are the potential external threats from hackers, malware, and
natural disasters? What are the internal threats: from malicious
insiders and the unintentional threats from human errors? What
are the third-party risks and vulnerabilities of partners and
vendors?

Identify Vulnerabilities. Where are the weaknesses in the
legacy and new systems and processes that could be exploited?

Identify the risk levels and likelihood of an attack. What
is the probability of each threat exploiting a vulnerability in
terms of high and low probability? Look at historical breach
patterns and estimate risks for new systems.

Prioritize risk moderation, mitigation, and resolution. Use
the information on the impact and likelihood of an attack in
terms of high, medium, or low to prioritize resolution.

Implement technologies and processes to mitigate attacks.
Implement technical solutions and controls like firewalls,
encryption, monitoring tools, physical security systems for
facilities, and hardware. Install administrative control policies,
establish access restriction policies, and develop training
programs.

Continuously monitor and review the threat program.
Evaluate the risk mitigation strategies to determine their
effectiveness. Evaluate the threat assessment to determine their
effectiveness in protecting the organization.

TABLE IV
BEST PRACTICES FOR COUNTERING INSIDER THREATS
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APPENDIX

Seven item scales ranging from Strongly disagree to Strongly
agree

WHITE HAT, BLACK HAT, AND GRAY HAT QUESTIONER

ITEMS
White Hat Items

For the following questions, assume that you would be working
for a government agency and that you would not be prosecuted
for participating in these activities. Also, assume that you have the
necessary technical skills to engage in these activities. Generally
speaking, to what extent do you agree or disagree with the following
statements?

Cronbach’s Alpha = 0.971

I would like to observe a person’s behavioral patterns over a
week and use that as a way to obtain their personal information.
I would like to use manipulative emails to obtain private
information or install malware on computers.

I would like to sneak into buildings using a lock pick, by
following someone else or by using an electronic device to
counter the lock system.

I would like to use password crackers to break into computer
accounts.

I would like to set up a website that looks like a real website
to trick people to enter their personal information.

I would like to be able to capture information that people use
in wireless networks.

Black Hat Items

For the following questions, assume that you would not get caught
for participating in the following activities and that you have the
necessary technical skills to engage in these activities. Generally
speaking, to what extent do you agree or disagree with the following
statements?
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Cronbach’s Alpha = 0.917

o I could see myself engaging in hacking attacks if I needed
money to purchase a $400,000 house that for my family.

o I could see myself engaging in hacking attacks if I needed
money to purchase a new $60,000 car that I could not afford.

o I could see myself engaging in hacking attacks if I needed
money to pay off a credit card debt that had reached $100,000
and I was just fired from my job.

Gray Hat Items

For the following questions, assume that you would not get caught
for participating in the following activities and that you have the
necessary technical skills to engage in these activities. Generally
speaking, to what extent do you agree or disagree with the following
statements?

Cronbach’s Alpha = 0.941

o I could see myself engaging in hacking attacks against a
company that was supporting a political candidate that I did
not like.

o I could see myself engaging in hacking attacks against a twitter
account of a person that had extreme views that I did not believe
in.

o I could see myself engaging in hacking attacks against a
government agency that was engaging in an activity that I felt
was wrong.

o I could see myself engaging in hacking attacks against an
individual that was bullying me during an online game.

SCENARIO

Used to capture amount of money need to violate HIPAA and
probability of being apprehended

Suppose you are a computer technical support specialist at a
hospital, and you earn ($30,000, $55,000, $100,000) per year.
However, you are currently experiencing financial difficulty. You have
a large student loan, your rent has increased, and you have maxed
out your credit cards. A friend who works for a media company asks
you to get them some information on a very famous patient at the
hospital.
What amount of money would you receive to make this acceptable?
They could have the information for free
Less than $999
$1,000 - $4,999
$5,000 - $9,999
$10,000 - $49,999
$50,000 - $99,999
$100,000 - $249,999
$250,000 - $499,999
$500,000 - $999,999
$1 M - $10 Million
Over $10 Million
I would not reveal personal information for any amount of
money

What do you think is the likelihood of getting caught, if you accept
the money?

Extremely unlikely (0%)
Moderately unlikely (7%)
Slightly unlikely (25%)

Neither likely nor unlikely (50%)
Slightly likely (75%)

Moderately likely (93%)
Extremely likely (100%)
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