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IN THE UNITED STATES DISTRICT COURT  

FOR THE DISTRICT OF DELAWARE 

 

PROVE IDENTITY, INC. 

 Plaintiff,  

 

 v. 

 

KYXSTART, INC. 

Defendant. 

 

  

 

 

C.A. No. _________________ 

 

 

JURY TRIAL DEMANDED  

COMPLAINT 

Plaintiff Prove Identity, Inc. (“Plaintiff” or “Prove”), by and through its undersigned coun-

sel, files this Complaint against Defendant KYXStart, Inc. (“Defendant” or “KYXStart”), and al-

leges as follows: 

NATURE OF THE ACTION 

1. In this case, Prove seeks redress from the blatant and willful patent infringement 

committed by several of its former employees—employees who were in positions of leadership 

and trust at the company.  Those employees worked for years at Prove, were privy to Prove’s most 

proprietary technology, and surreptitiously made off with Prove’s inventions to build a direct com-

petitor—KYXStart—on a corrupt foundation of patent infringement.  Now, having avoided much 

of the cost, risk, and considerable time and effort Prove endured to conceive, develop, and perfect 

its products, KYXStart competes directly with Prove, forcing Prove to battle with its own innova-

tions in the marketplace.  For these reasons, Prove brings this action for patent infringement under 

the Patent Laws of the United States, 35 U.S.C. §§ 100 et seq., including 35 U.S.C. § 271, and for 

tortious interference with contract under Delaware state law.  
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2. Prove, formerly known as Payfone, Inc., is a leader and innovator in the field of 

digital identity verification and authentication. Legacy authentication methods cannot keep up with 

modern identity needs. Modern threats exploit every gap between sessions, signals, and user be-

havior. Recognizing this need, Prove developed innovative new technologies and identity verifi-

cation and authentication architectures that bridge these gaps, and leverage characteristics about 

the user and their devices in the real world to confirm their digital identity. These Prove-invented 

technologies enable businesses to verify the identity of individuals in a fast, secure, and frictionless 

manner, helping to mitigate fraud while improving the consumer experience. 

3. In recognition of Prove’s many innovations, the U.S. Patent and Trademark Office 

issued the following United States Patents, among others: U.S. Patent Nos. 12,058,528 (“’528 

patent”) and 12,200,816 (“’816 patent”) (collectively the “Asserted Patents” or “Patents-in-Suit”). 

4. KYXStart is and has been infringing the Asserted Patents with its identity verifica-

tion products and services, including without limitation Person Verification (KYC), Business Ver-

ification (KYB), Payments Verification (KYP), Telco Intelligence, Fraud Intelligence, Ongoing 

AML Monitoring, and the software and hardware implementing these products and services, such 

as verification-related software modules, computer-readable instructions, processors, and servers,1 

and any instrumentalities identified and referenced in the attached claim charts not listed here 

(collectively, the “Accused Products”). 

5. Among the employees who left Prove to found KYXStart is Ravindra Bijlani, who 

is the former Senior Vice President, International & Global Alliances at Prove. Renata Low-

enbraun, Prove’s former Vice President—Legal, Privacy & Product, is now the General Counsel 

 
1 See, e.g., https://www.kyxstart.com/ (presenting, among other things, information about soft-

ware, software modules, and service architectures relating to digital authentication and identity 

verification); see also Exhibits C-D (infringement claim charts). 
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at KYXStart. More recently, KYXStart induced Michael Stearne to become its Head of Product, 

knowing he had worked at Prove as its Director of Product Management, and knowing he was 

contractually bound by a non-compete agreement with Prove. These former Prove employees have 

first-hand knowledge of Prove’s innovations, including those covered by the claims in the Asserted 

Patents. Indeed, Mr. Stearne is a named inventor on those Patents. Instead of competing fairly with 

its own home-grown technology, KYXStart, through Mr. Stearne and others, has developed prod-

ucts and services that willfully and flagrantly infringe on Prove’s patented technology. 

6. Prove seeks, among other relief, damages adequate to compensate for KYXStart’s 

infringement of the Asserted Patents, enhanced damages for willful infringement, injunctive relief, 

damages for tortious interference with contract, and attorneys’ fees and costs. 

PARTIES 

7. Prove is a corporation organized under the laws of the State of Delaware, with a 

principal place of business at 245 Fifth Avenue, 20th Floor, New York, NY 10016. 

8. On information and belief, KYXStart is a corporation organized under the laws of 

the State of Delaware, with a place of business located at 1055 Lillian Drive, Alpharetta, Georgia 

30004. KYXStart has a registered agent to accept service of process within the State of Delaware 

located at United States Corporation Agents, Inc., 131 Continental Drive, Suite 305, Newark, Del-

aware 19713.  

JURISDICTION AND VENUE 

9. The Court has subject matter jurisdiction over the patent infringement claims in this 

action pursuant to 28 U.S.C. §§ 1331 and 1338(a) because they arise under the patent laws of the 

United States.  
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10. The Court has supplemental jurisdiction over the state law tortious interference with 

contract claim pursuant to 28 U.S.C. § 1367(a) because that claim is so related to the patent in-

fringement claims within this Court’s original jurisdiction that it forms part of the same case or 

controversy.  

11. The Court has personal jurisdiction over KYXStart. KYXStart is subject to general 

personal jurisdiction because it is incorporated in the State of Delaware. 

12. Venue is proper in this District under 28 U.S.C. § 1400(b). KYXStart resides in this 

District because it was and is incorporated under the laws of the State of Delaware.   

PATENTS-IN-SUIT 

A. The ’528 Patent 

13. The ’528 patent, titled “Identity Network Representation of Communications De-

vice Subscriber in a Digital Domain,” was duly and legally issued on August 6, 2024, and names 

Prashant Janakrai Desai, David Louis Berra, Rodger R. Desai, Michael Bijelich, Jeffrey Robert 

Naujok, and Michael Stearne as the inventors. A true and correct copy of the ’528 patent is attached 

as Exhibit A. 

14. The ’528 patent describes and claims, among other things, methods and apparatus 

comprising receiving, by an identity verifier computing device from a communications device, a 

signal to verify a subscriber is co-located with a communications device, wherein the subscriber 

has a real-world identity; establishing, by the identity verifier computing device, a plurality of 

nodes of an identity network, wherein: the identity network exists in an electronic or digital do-

main, the identity network is associated with the real-world identity via a persistent identifier, each 

node in the plurality of nodes is associated with the persistent identifier via a set of links, and each 

link in the set of links includes a trustworthiness parameter; responsive to a first set of interactions 
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by a first aspect of a set of aspects with at least a first node of the plurality of nodes, updating, by 

the identity verifier computing device, a first trustworthiness parameter of a first link between a 

second node of the plurality of nodes and a second aspect of the set of aspects; and transmitting, 

by the identity verifier computing device to the communications device, a verification that the 

subscriber is co-located with the communications device, wherein the verification is based, at least 

in part, on the first link. 

15. The ’528 patent claims specific, unconventional technical solutions that were not 

well-understood, routine, or conventional in the art and that represent inventive concepts going 

well beyond any abstract idea. This includes, without limitation, the claimed identity-network ar-

chitecture in which a plurality of nodes are associated with a persistent identifier via a set of links, 

each link carrying a trustworthiness parameter, and a cross-link trust-propagation mechanism that 

dynamically updates the trustworthiness parameter of one link in response to interactions occurring 

at a different node–aspect pair. The combined elements in the claims of the ’528 patent recite a 

defined, graph-based identity-verification architecture that goes well beyond any abstract concept. 

The claimed combination of features improves the technical capabilities of computer systems for 

digital identity management—enabling an identity verifier computing device to synthesize real-

world identity signals and digital-domain interaction data through a coordinated trust-propagation 

framework, and to condition the ultimate subscriber co-location verification on the dynamically 

computed state of a specific link, in a manner no prior system could accomplish. 

16. Prove is the assignee of the entire right, title, and interest in the ’528 patent.  

B. The ’816 Patent 

17. The ’816 patent, titled “Transmitting a Complement of User Parameters to a Com-

munications Device,” was duly and legally issued on January 14, 2025, and names Jeffrey Robert 
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Naujok, Prashant Janakrai Desai, Michael Stearne, Rodger R. Desai, Ryan Alexander, and Kyle 

Price as the inventors. A true and correct copy of the ’816 patent is attached as Exhibit B. 

18. The ’816 patent describes and claims, among other things, methods and apparatus 

comprising electronically verifying, via a particular authentication operation at a computing de-

vice, possession of a communications device by a subscriber of a communications network at least 

in part by: receiving, from the communications device, an authentication request that includes a 

time-limited-type identifier generated during the particular authentication operation, wherein the 

time-limited-type identifier is unique to the particular authentication operation and is passed be-

tween the computing device and the communications device so as to maintain a linkage through a 

plurality of steps of the particular authentication operation, and determining that the time-limited-

type identifier is valid based on a number of times the time-limited-type identifier has been in-

cluded in one or more authentication requests received within a recent time window; receiving, at 

the computing device via the communications network, at least a portion of personally identifiable 

information (PII) unique to the subscriber of the communications network; determining, at the 

computing device, an identity of the subscriber of the communications network based, at least in 

part, on the received at least the portion of the PII; and communicating, via the communications 

network, a complement set of PII to be pre-filled on a display of the communications device based, 

at least in part, on the determined identity of the subscriber of the communications network. 

19. The ’816 patent claims specific, unconventional technical solutions that were not 

well-understood, routine, or conventional in the art and that represent inventive concepts going 

well beyond any abstract idea. This includes, without limitation, the claimed multi-step authenti-

cation architecture employing a time-limited-type identifier that is unique to a particular authenti-

cation operation, passed between a computing device and a communications device to maintain a 
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persistent linkage across a plurality of steps of the authentication operation, and validated based 

on the number of times it has been included in authentication requests received within a recent 

time window. The combined elements in the claims of the ’816 patent recite a defined, session-

integrity protocol that goes well beyond any abstract concept. The claimed combination of features 

improves the technical capabilities of computer systems for secure, multi-step device authentica-

tion—enabling a computing device to detect and prevent third-party interception or replay attacks 

during an authentication session by binding the session to a unique, ephemeral identifier and mon-

itoring its request frequency in a manner no prior system accomplished. 

20. Prove is the assignee of the entire right, title, and interest in the ’816 patent.  

KNOWLEDGE AND WILLFULNESS 

21. Ravindra Bijlani was a senior employee at Prove, having joined the company on or 

about October 30, 2017, as Vice President, Strategic Partnerships. He departed Prove in or about 

June 2022. 

22. As a condition of his employment, Mr. Bijlani was required to execute, and did 

execute, a Proprietary Information and Inventions Agreement (the “PIIA”) on October 14, 2017, 

and had, during his tenure at Prove, access to Prove’s Proprietary Information, including infor-

mation relating to the innovations that became the subject of the Asserted Patents. 

23. Mr. Bijlani went on to co-found KYXStart and is its CEO. The association of Mr. 

Bijlani with KYXStart—who had, through his tenure, knowledge of the inventions that became 

the subject of the Asserted Patents—further demonstrates that KYXStart had actual knowledge of 

the Asserted Patents, the scope of the claimed inventions, and the infringing nature of the Accused 

Products. 
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24. Renata Lowenbraun was a senior employee at Prove, having joined the company 

on or about July 29, 2019, as Vice President—Legal, Privacy & Product. She departed Prove in or 

about March 2022. 

25. During her tenure at Prove, Ms. Lowenbraun oversaw Prove’s patent prosecutions 

as part of her duties and had access to Prove’s Proprietary Information, including information 

relating to the innovations that became the subject of the Asserted Patents. 

26. Ms. Lowenbraun joined KYXStart as a legal advisor in January 2025 and has since 

then been its General Counsel.2 The association of Ms. Lowenbraun with KYXStart—who had, 

through her tenure, knowledge of the inventions that became the subject of the Asserted Patents—

further demonstrates that KYXStart had actual knowledge of the Asserted Patents, the scope of 

the claimed inventions, and the infringing nature of the Accused Products. 

27. Michael Stearne was a significant and senior employee at Prove during his tenure 

with the company. He joined the company as a Sales Engineer in May 2017 and was promoted to 

Global Product Manager in April 2019 and Director of Product Management in November 2022. 

Michael Stearne left Prove in October 2024 and joined KYXStart as a consultant, holding the role 

of KYXStart’s Head of Product since January 2025.3  

28. During his tenure at Prove, Mr. Stearne gained extensive knowledge of Prove’s 

proprietary identity verification and digital authentication technology, including the technical and 

operational aspects of the products and systems Prove developed and provided. 

 
2 See Renata Lowenbraun (@renatalowenbraun), LINKEDIN, https://www.linkedin.com/in/re-

natalowenbraun [https://perma.cc/7CFD-JYSK] (last visited Sept. 28, 2026). 
3 See Michael Stearne (@mstearne), LINKEDIN, https://www.linkedin.com/in/mstearne/ 

[https://perma.cc/X7G6-6QHD] (last visited Sept. 28, 2026). 
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29. Mr. Stearne is a named inventor on both Asserted Patents and, accordingly, had 

direct, detailed, and first-hand knowledge of the patented inventions, the technology claimed in 

the Asserted Patents, and the Asserted Patents’ prosecution history. 

30. By virtue of his inventorship and his access to Prove’s proprietary information, Mr. 

Stearne possessed particularized knowledge of the scope and substance of the Asserted Patents, 

including the technical innovations embodied therein. 

31. On information and belief, KYXStart knowingly and intentionally recruited and 

engaged Mr. Stearne as a consultant by January 2025, with knowledge of his role at Prove devel-

oping the patented technology and his inventorship of both Asserted Patents. 

32. KYXStart’s specific and selective recruitment and engagement of Mr. Stearne was 

designed to obtain a competitive advantage by accessing his knowledge of Prove’s innovations, 

including the inventions claimed in the Asserted Patents. 

33. Through its recruitment and engagement of Mr. Stearne as a consultant, KYXStart 

obtained actual knowledge of the Asserted Patents and the scope of the claimed inventions. 

34. On March 5, 2026, Prove sent KYXStart a letter providing notice of the Asserted 

Patents and informing KYXStart of its belief that KYXStart’s products and services infringe the 

Asserted Patents.  

35. On April 2, 2026, KYXStart, through its outside counsel, Blank Rome LLP, re-

sponded to Prove’s notice letter. In its response, KYXStart expressly identified both U.S. Patent 

No. 12,058,528 and U.S. Patent No. 12,200,816 by number and purported to address the scope of 

each patent’s claims, including with non-infringement arguments that were based on erroneous 
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constructions of the claims of the Asserted Patents and misstatements of facts concerning KYX-

Start’s infringing products. KYXStart had actual knowledge of the Asserted Patents and their 

claims, and KYXStart’s infringement at least as of its receipt of Prove’s notice letter.   

36. Despite its knowledge of the Asserted Patents, their claims, and KYXStart’s in-

fringement of at least one of those claims since at least its hiring of former Prove employees and 

its receipt of Prove’s notice letter, KYXStart has continued to make, use, sell, and offer to sell the 

Accused Products without authority or license from Prove. KYXStart’s continued infringement 

following receipt of Prove’s notice letter was and is willful, deliberate, and in conscious disregard 

of Prove’s patent rights. 

COUNT I 

(Infringement of the ’528 Patent) 

37. Prove realleges and incorporates the allegations of the preceding paragraphs of this 

complaint as though fully stated herein. 

38. KYXStart has directly infringed and continues to infringe, literally and/or under the 

doctrine of equivalents, the ’528 patent by making, using, selling, and/or offering for sale in the 

United States the Accused Products, which in operation meet the limitations of the patented meth-

ods in the ’528 patent, in violation of 35 U.S.C. § 271. Exemplary evidence and an exemplary 

chart mapping a claim of the ’528 patent to the Accused Products and demonstrating KYXStart’s 

infringement can be found in Exhibit C. Prove anticipates identifying additional asserted claims in 

accordance with the case schedule and its discovery obligations. 

39. KYXStart also has been and is inducing infringement of the ’528 patent by actively 

encouraging its customers and licensees to directly infringe the patented methods claimed therein. 

On information and belief, KYXStart’s customers and licensees—including Tacilent.ai and Tri-

dent3—directly infringe the ’528 patent by implementing and using the Accused Products in a 
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manner that practices the limitations of the patented methods.4 As pleaded above, KYXStart was 

aware of the Asserted Patents, and knew or was willfully blind to the fact that its customers’ and 

licensees’ use of the Accused Products would constitute infringement. KYXStart has taken pur-

poseful, culpable, and affirmative steps beyond ordinary acts incident to product distribution de-

signed to bring about that infringement as its desired result. These purposeful, culpable, and af-

firmative steps include, but are not limited to, actively partnering with its customers to create and 

deploy specific infringing implementations of the Accused Products, providing technical support 

and consulting services to instruct customers to use the Accused Products in an infringing manner, 

and publicizing those infringing deployments through its own website and press releases in a man-

ner designed to stimulate additional customers and licensees to adopt the same infringing use. 

These aforementioned acts have no obvious alternative explanation other than to bring about the 

use of the Accused Products in a manner that infringes the ’528 patent. See footnote 6.  

40. In the alternative and additionally, for at least the reasons pleaded above in Para-

graphs 21–36, KYXStart subjectively believed there was a high probability that its customers di-

rectly infringed the ’528 patent but nevertheless deliberately took steps to avoid learning that fact, 

in other words, willfully blinded itself to the infringing nature of the direct infringer’s acts.    

41. For at least these reasons, KYXStart’s infringement has been, and continues to be, 

knowing, intentional, and willful. 

 
4 See, e.g., Tacilent.ai Partners with KYXStart to Launch Real-Time “Know Your Entity” and 

“Know Your Vendor” Risk Intelligence, EZ NEWSWIRE, available at https://www.eznews-

wire.com/newsroom/tacilent-partners-with-kyxstart-to-launch-real-time-know-your-entity-and-

know-your-vendor-risk-intelligence (last visited Sept. 18, 2026); KYXSTART and Trident3 An-

nounce Strategic Partnership to Integrate Digital Identity at the Infrastructure Layer, Building 

Trust in DeFi to Drive Mass Adoption, MEDIUM, available at  https://medium.com/@trident3/for-

immediate-release-89acdc78924e (last visited Sept. 18, 2026); Trust at Every Trust Point, 

https://www.kyxstart.com/company (last visited Sept. 22, 2026) (listing companies that appears to 

be KYXStart’s customers, including Instarails, Everyware, and N2N).  

Case 1:26-cv-01325-UNA     Document 1     Filed 10/14/26     Page 11 of 19 PageID #: 11

https://www.eznewswire.com/newsroom/tacilent-partners-with-kyxstart-to-launch-real-time-know-your-entity-and-know-your-vendor-risk-intelligence
https://www.eznewswire.com/newsroom/tacilent-partners-with-kyxstart-to-launch-real-time-know-your-entity-and-know-your-vendor-risk-intelligence
https://www.eznewswire.com/newsroom/tacilent-partners-with-kyxstart-to-launch-real-time-know-your-entity-and-know-your-vendor-risk-intelligence
https://www.eznewswire.com/newsroom/tacilent-partners-with-kyxstart-to-launch-real-time-know-your-entity-and-know-your-vendor-risk-intelligence
https://www.eznewswire.com/newsroom/tacilent-partners-with-kyxstart-to-launch-real-time-know-your-entity-and-know-your-vendor-risk-intelligence
https://www.kyxstart.com/company


 

- 12 - 

 

42. KYXStart’s acts of infringement have caused and will continue to cause Prove 

damages for which Prove is entitled to compensation—which shall in no event be less than a rea-

sonable royalty—and an increase in the damages award to Prove of up to three times that amount, 

pursuant to 35 U.S.C. § 284. 

43. This case is exceptional and, therefore, Prove is entitled to an award of attorneys’ 

fees pursuant to 35 U.S.C. § 285. 

COUNT II 

(Infringement of the ’816 Patent) 

44. Prove realleges and incorporates the allegations of the preceding paragraphs of this 

complaint as though fully stated herein. 

45. KYXStart has directly infringed and continues to infringe, literally and/or under the 

doctrine of equivalents, the ’816 patent by making, using, selling, and/or offering for sale in the 

United States the Accused Products, which in operation meet the limitations of the patented meth-

ods in the ’816 patent, in violation of 35 U.S.C. § 271. Exemplary evidence and an exemplary 

chart mapping a claim of the ’816 patent to the Accused Products and demonstrating KYXStart’s 

infringement can be found in Exhibit D. Prove anticipates identifying additional asserted claims 

in accordance with the case schedule and its discovery obligations. 

46. KYXStart also has been and is inducing infringement of the ’816 patent by actively 

encouraging its customers and licensees to directly infringe the patented methods claimed therein. 

On information and belief, KYXStart’s customers and licensees—including Tacilent.ai and Tri-

dent3—directly infringe the ’816 patent by implementing and using the Accused Products in a 
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manner that practices the limitations of the patented methods.5 As pleaded above, KYXStart was 

aware of the Asserted Patents, and knew or was willfully blind to the fact that its customers’ and 

licensees’ use of the Accused Products would constitute infringement. KYXStart has taken pur-

poseful, culpable, and affirmative steps beyond ordinary acts incident to product distribution de-

signed to bring about that infringement as its desired result. These purposeful, culpable, and af-

firmative steps include, but are not limited to, actively partnering with its customers to create and 

deploy specific infringing implementations of the Accused Products, providing technical support 

and consulting services to instruct customers to use the Accused Products in an infringing manner, 

and publicizing those infringing deployments through its own website and press releases in a man-

ner designed to stimulate additional customers and licensees to adopt the same infringing use. 

These aforementioned acts have no obvious alternative explanation other than to bring about the 

use of the Accused Products in a manner that infringes the ’816 patent. See footnote 7.  

47. In the alternative and additionally, for at least the reasons pleaded above in Para-

graphs 21–36, KYXStart subjectively believed there was a high probability that its customers di-

rectly infringed the ’816 patent but nevertheless deliberately took steps to avoid learning that fact, 

in other words, willfully blinded itself to the infringing nature of the direct infringer’s acts.    

48. For at least these reasons, KYXStart’s infringement has been, and continues to be, 

knowing, intentional, and willful. 

 
5 See, e.g., Tacilent.ai Partners with KYXStart to Launch Real-Time “Know Your Entity” and 

“Know Your Vendor” Risk Intelligence, EZ NEWSWIRE, available at https://www.eznews-

wire.com/newsroom/tacilent-partners-with-kyxstart-to-launch-real-time-know-your-entity-and-

know-your-vendor-risk-intelligence (last visited Sept. 18, 2026); KYXSTART and Trident3 An-

nounce Strategic Partnership to Integrate Digital Identity at the Infrastructure Layer, Building 

Trust in DeFi to Drive Mass Adoption, MEDIUM, available at  https://medium.com/@trident3/for-

immediate-release-89acdc78924e (last visited Sept. 18, 2026); Trust at Every Trust Point, 

https://www.kyxstart.com/company (last visited Sept. 22, 2026) (listing companies that appears to 

be KYXStart’s customers, including Instarails, Everyware, and N2N).  

Case 1:26-cv-01325-UNA     Document 1     Filed 10/14/26     Page 13 of 19 PageID #: 13

https://www.eznewswire.com/newsroom/tacilent-partners-with-kyxstart-to-launch-real-time-know-your-entity-and-know-your-vendor-risk-intelligence
https://www.eznewswire.com/newsroom/tacilent-partners-with-kyxstart-to-launch-real-time-know-your-entity-and-know-your-vendor-risk-intelligence
https://www.eznewswire.com/newsroom/tacilent-partners-with-kyxstart-to-launch-real-time-know-your-entity-and-know-your-vendor-risk-intelligence
https://www.eznewswire.com/newsroom/tacilent-partners-with-kyxstart-to-launch-real-time-know-your-entity-and-know-your-vendor-risk-intelligence
https://www.eznewswire.com/newsroom/tacilent-partners-with-kyxstart-to-launch-real-time-know-your-entity-and-know-your-vendor-risk-intelligence
https://www.kyxstart.com/company


 

- 14 - 

 

49. KYXStart’s acts of infringing the ’816 patent have caused and will continue to 

cause Prove damages for which Prove is entitled to compensation—which shall in no event be less 

than a reasonable royalty—and an increase in the damages award to Prove of up to three times that 

amount, pursuant to 35 U.S.C. § 284. 

50. This case is exceptional and, therefore, Prove is entitled to an award of attorneys’ 

fees pursuant to 35 U.S.C. § 285. 

COUNT III 

(Tortious Interference with Contract) 

51. Prove realleges and incorporates the allegations of the preceding paragraphs of this 

complaint as though fully stated herein. 

52. On May 10, 2017, Prove extended an offer of employment to Michael Stearne. Mr. 

Stearne executed the offer letter on May 11, 2017.  

53. As a condition of his employment, Mr. Stearne was required to execute, and did 

execute, a PIIA on May 11, 2017. 

54. The PIIA contained post-employment restrictive covenants. Specifically, Section 

4(d) of the PIIA provided that, for a period of one (1) year immediately following termination of 

Mr. Stearne’s employment (for any or no reason, whether voluntary or involuntary), he would not 

directly or indirectly: (i) Cause any person to leave their employment with Prove; (ii) Solicit any 

Business Partner; or (iii) act in “Any Capacity” in or with respect to any “Competing Business” 

located within the State of New York, the rest of the United States, or anywhere else in the world. 

55. The PIIA further required Mr. Stearne to hold in confidence and not disclose or use 

any Proprietary Information of Prove, including all business, technical, and financial information, 

and information relating to Prove’s employees, Affiliates, and Business Partners. 
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56. Under Section 6 of the PIIA, Mr. Stearne’s obligations under Sections 2, 3, and 4 

of the PIIA expressly survived the termination of his employment, regardless of the reason for 

termination and whether voluntary or involuntary. 

57. Prior to Mr. Stearne’s departure from Prove in or about October 2024, Mr. Stearne 

executed a separation agreement (the “Separation Agreement”) that expressly incorporated and 

required him to continue to comply with the obligations set forth in the PIIA, including, without 

limitation, the one-year post-employment restrictive covenant in Section 4(d) (the “Restrictive 

Covenant”). 

58. The offer letter, the PIIA, and the Separation Agreement (collectively, the “Stearne 

Agreements”) constituted valid and enforceable contracts between Prove and Mr. Stearne that were 

supported by adequate consideration and were in full force and effect at all times relevant hereto. 

59. On information and belief, KYXStart had knowledge of the existence of the Stearne 

Agreements, including the Restrictive Covenant, at the time it recruited and hired Mr. Stearne, or, 

at a minimum, knew facts from which the existence of such contractual obligations could reason-

ably be inferred. 

60. On information and belief, KYXStart knew or should have known that Mr. Stearne 

was subject to post-employment restrictive covenants because: (a) it is standard practice in the 

identity verification and digital authentication industry for companies to require employees to ex-

ecute proprietary information and non-compete agreements; (b) KYXStart itself requires its em-

ployees to execute similar agreements; (c) Mr. Stearne’s senior position at Prove, a direct compet-

itor of KYXStart in the identity verification space, made it readily foreseeable that Mr. Stearne 

was bound by such agreements; and (d) KYXStart’s senior employees and executives, including 

Mr. Bijlani, were ex-Prove employees who also executed and had knowledge of the same PIIA, 
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and Ms. Lowenbraun as Prove’s former Vice President, Legal, Privacy & Product should be aware 

of Prove’s practice of signing a PIIA with employees containing post-employment restrictive cov-

enants. Further, on information and belief, Mr. Stearne told KYXStart about his post-employment 

restrictive covenants. 

61. On information and belief, KYXStart learned of the Restrictive Covenant, and pro-

ceeded to recruit and engage Mr. Stearne in deliberate disregard thereof, or alternatively, KYX-

Start failed to make any reasonable inquiry into Mr. Stearne’s contractual obligations to Prove 

before recruiting and engaging him. 

62. Mr. Stearne departed Prove in October 2024. On information and belief, Mr. 

Stearne joined KYXStart in January 2025 as a consultant—within the one-year restricted period 

under the Restrictive Covenant—in breach of his obligations under the Stearne Agreements. 

63. On information and belief, KYXStart specifically and selectively recruited Mr. 

Stearne, a key employee of Prove with extensive knowledge of Prove’s proprietary identity veri-

fication technology and the Asserted Patents, for the purpose of obtaining a competitive advantage. 

64. KYXStart’s recruitment and engagement of Mr. Stearne was a significant factor in 

causing Mr. Stearne to breach the Restrictive Covenant and his confidentiality obligations under 

the PIIA and the Stearne Agreements. 

65. On information and belief, KYXStart actively pursued Mr. Stearne, including of-

fers of engagement or compensation, and sought to bring about Mr. Stearne to breach his contrac-

tual obligations to Prove under the Stearne Agreements, including but not limited to the obligations 

not to compete with Prove. 

66. On information and belief, KYXStart’s intentional recruitment and engagement of 

Mr. Stearne as a consultant was without justification or privilege. KYXStart had no legitimate 
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business reason to recruit an employee it knew or should have known was bound by enforceable 

restrictive covenants prohibiting him from working for a competitor of Prove during the agreed 

period. 

67. As a direct and proximate result of KYXStart’s knowing and intentional conduct of 

engaging Mr. Stearne, Prove has suffered and continues to suffer injury, including but not limited 

to: (a) loss of the benefit of the bargain for which Prove contracted under the Stearne Agreements; 

(b) competitive harm resulting from Mr. Stearne’s engagement by a direct competitor before ex-

piration of the restricted period; (c) the risk of disclosure and misappropriation of Prove’s Propri-

etary Information, including trade secrets, business strategies, customer information, and technical 

know-how relating to Prove’s identity verification technology; and (d) harm to Prove’s goodwill, 

customer relationships, and competitive position in the market. 

68. As a result of KYXStart’s intentional and unjustified interference in Mr. Stearne’s 

performance of his agreements, Prove has suffered damages, including but not limited to loss of 

the benefits for which it bargained in the Stearne Agreements, harm to its competitive position and 

goodwill, unjust enrichment of KYXStart, and economic loss, in an amount to be determined at 

trial. 

69. KYXStart’s conduct was intentional, willful, wanton, and in reckless disregard of 

Prove’s rights, warranting an award of punitive damages in an amount to be determined at trial. 

70. KYXStart’s tortious interference with the Stearne Agreements was part of a unified 

scheme of unfair competition: KYXStart infringed the Asserted Patents with the Accused Products 

and poached Prove’s key personnel—including a named inventor of those patents—to further fa-

cilitate that infringing activity. Because Prove’s tortious interference claim arises from the same 

conduct, actors, and evidence as its willful patent infringement claims, the claims share a common 
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nucleus of operative facts and form part of the same case or controversy, warranting the exercise 

of supplemental jurisdiction under 28 U.S.C. § 1367(a). 

JURY DEMAND 

Prove demands a jury trial on all issues so triable. 

PRAYER FOR RELIEF 

WHEREFORE, Prove respectfully requests that the Court find in its favor and against 

KYXStart, and grant Prove the following relief: 

a. A judgment that KYXStart has infringed and is infringing, directly and indirectly, the 

’528 patent and ’816 patent; 

b. A judgment that KYXStart must account for and pay damages adequate to compensate 

Prove for KYXStart’s infringement of one or more claims of the Asserted Patents, in-

cluding for post-trial infringing acts, pursuant to 35 U.S.C. § 284, which shall in no 

event be less than a reasonable royalty; 

c. A judgment that KYXStart has willfully infringed the ’528 patent and ’816 patent, and 

an increase in the damages award to Prove of up to three times the amount assessed, 

pursuant to 35 U.S.C. § 284; 

d. A declaration that this case is exceptional and an award of reasonable attorneys’ fees 

in accordance with 35 U.S.C. § 285; 

e. A judgment that KYXStart has tortiously interfered with the Stearne Agreements; 

f. An award of compensatory damages for KYXStart’s tortious interference with the 

Stearne Agreements, including loss of the benefit of Prove’s bargain, competitive harm, 

and unjust enrichment; 
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g. An award of punitive damages for KYXStart’s willful and bad-faith tortious interfer-

ence with the Stearne Agreements; 

h. Injunctive relief to prevent further misuse of Prove’s Proprietary Information obtained 

through KYXStart’s tortious interference; 

i. Pre-judgment and post-judgment interest on damages;  

j. Costs of this action; and 

k. All other and further relief as this Court deems just and proper. 
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1 

IDENTITY NETWORK REPRESENTATION 
OF COMMUNICATIONS DEVICE 

SUBSCRIBER IN A DIGITAL DOMAIN 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application claims priority to U.S. provisional patent 
application Ser. No. 63/133,127, filed Dec. 31, 2020, which 
is incorporated by reference in its entirety and for all 
purposes. 

BACKGROUND 

1. Field 

The present disclosure relates generally to electronic 
and/or communication infrastructures and, more particu­
larly, to the formation and electronic storage, in an electronic 
or digital domain, of a subscriber's real-world identity via an 
identity network. 

2. Information 

The World Wide Web or simply the Web, as enabled by 
Internet computing, routing, and/or wireless transmission 
resources, has grown rapidly in recent years at least partially 
in response to the relative ease with which a wide variety of 
transactions can be performed or enabled via the Internet. As 
a consequence of widely available Internet connections, 
including connections to the Internet facilitated by wireless 
mobile communication services, for example, a mobile 
subscriber may shop and/or purchase virtually any product 
or service utilizing a handheld communications device. 
However, in such an environment, in which electronic, 
Internet-based commerce has become increasingly common, 
occurrences of fraud and deception, unfortunately, can also 
occur. 

In addition to facilitating communications among devices 
having a primary purpose that relates to providing commu­
nication services, such as mobile cellular communications 
devices, the Web also facilitates communication among 
devices providing other functionalities, such as appliances, 
industrial, commercial, and household machines, control 
devices, sensors, etc. In such environments, which include 

2 
nodes of an identity network corresponding to aspects of the 
real-world identity of the subscriber, the identity network 
being attached to the real-world identity via a persistent 
identifier, and the two or more nodes of the identity network 

5 being linked via one or more relationships. 
In a particular embodiment, the method may further 

include establishing one or more additional nodes of the 
identity network responsive to electronically determining an 
aspect of the electronic or digital domain corresponding to 

10 the subscriber, the aspect including one or more of an 
electronic mail address of the real-world identity, an internet 
protocol address of the real-world identity, a wireline tele­
phone number of the real-world identity, an identifier of an 

15 ancillary device, an institutional account in the name of the 
real-world identity, a healthcare account, or a transaction 
account of the real-world identity. In a particular embodi­
ment, the method may further include establishing one or 
more additional relationships between or among the one or 

20 more nodes of the identity network responsive to one or 
more electronically determined events that occur with 
respect to the real-world identity. In a particular embodi­
ment, the one or more electronically determined events 
correspond to one or more interactions between the real-

25 world identity and the electronic mail address of the real­
world identity, the internet protocol address of the real-world 
identity, the wireline telephone number of the real-world 
identity, the identifier of the ancillary device, the institu­
tional account of the real-world identity, the healthcare 

30 account, and/or the transaction account in the name of the 
real-world identity. In a particular embodiment, the method 
may further include assigning a confidence score to the 
real-world identity in the electronic or digital domain. In a 

35 
particular embodiment, the method may further include 
revising the confidence score based, at least in part, on the 
one or more interactions between the real-world identity and 
the electronic mail address of the real-world identity, the 
internet protocol address of the real-world identity, the 

40 wireline telephone number of the real-world identity, the 
identifier of the ancillary device, the institutional account of 
the real-world identity, and/or the transaction account in the 
name of the real-world identity. In a particular embodiment, 
the confidence score is based, at least in part, on one or more 

45 deterministic events with respect to the communications 
device. In a particular embodiment, the method may further 
include accessing a data store to detect one or more deter­
ministic events in relation to historical norms with respect to 
the communications device corresponding to the real-world 

an "Internet of things" (IOT) environment, as well as 
environments involving devices designed primarily for com­
munications, instances of fraud and deception may bring 
theft of financial assets, intrusion by unauthorized parties 
into a user's home network, theft of privileged content, 
financial and/or credit fraud, and so forth. To reduce a 
likelihood of fraud, theft, or intrusion by unauthorized 
parties, fraud-detection and/or user authentication processes 
may be implemented. Thus, it may be appreciated that 
reduction in the instances of fraud and deception, which may 55 

involve, for example, use of various types of communica­
tions devices, continues to be an active area of investigation. 

50 identity. In a particular embodiment, the one or more deter­
ministic events correspond to an online event, and the online 
event includes one or more of a reassignment of a subscriber 
account identifier from a first communication services car-
rier to a second communication services carrier, a purchase 
or replacement of the communications device, a removal 
and/or replacement of a subscriber identity module, and a 
password reset of the communications device. In a particular 
embodiment, the method may additionally include revising 
the two or more nodes of the identity network to exclude the SUMMARY 

A general embodiment may be directed to, a method may 
include transmitting a message to a communications device. 
The method also may also include receiving a signal, in 
response to the transmitted message, to verify that a sub­
scriber having a real-world identity is co-located with the 
communications device. The method also may also include 
establishing, in an electronic or digital domain, two or more 

60 persistent identifier. In a particular embodiment, the method 
may additionally include grouping the two or more nodes 
and one or more additional nodes of the identity network 
into one or more relationship groups, the one or more 
relationship groups including a content group, a transactions 

65 group, a financial group, a family group, a household group, 
a group associated with a physical address of the subscriber, 
a social network group, and a merchant group. Implemen-
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tations of the described techniques may include hardware, a 
method or process, or computer software on a computer­
accessible medium. 

4 
tity module, and a password reset of the communications 
device. Implementations of the described techniques may 
include hardware, a method or process, or computer soft-

Another general embodiment may be directed to an 
apparatus that includes at least one processor coupled to at 5 

least one memory device to transmit a message to a com­
munications device. The apparatus may additionally receive 

ware on a computer-accessible medium. 
Another general embodiment may be directed to an article 

including a non-transitory storage medium having instruc­
tions stored thereon which, when executed by a special­
purpose computing platform having processor coupled to at 
least one memory device are operable to transmit a message 

a signal, in response to the transmitted message, to verify 
that a subscriber having a real-world identity is co-located 
with the communications device. The apparatus may addi­
tionally establish, in an electronic or digital domain, two or 
more nodes of an identity network to correspond to aspects 
of the real-world identity of the subscriber, the identity 
network is to be attached to the real-world identity via a 
persistent identifier, and the two or more nodes of the 
identity network are to be linked via one or more relation­
ships. 

In particular embodiments, the persistent identifier 
includes a subscriber-unique alias. In particular embodi­
ments, the at least one processor coupled to the at least one 
memory device are additionally to establish one or more 
additional nodes of the identity network responsive to an 
electronic determination of an aspect of the electronic or 
digital domain corresponding to the subscriber, in which the 
aspect includes one or more of an electronic mail address of 
the real-world identity, an internet protocol address of the 
real-world identity, a wireline telephone number of the 
real-world identity, an identifier of an ancillary device, an 
institutional account in the name of the real-world identity, 
a healthcare account, or a transaction account of the real­
world identity. In particular embodiments, the at least one 
processor coupled to the at least one memory device are 
additionally to establish one or more additional relationships 
between or among the one or more nodes of the identity 
network responsive to one or more electronically determined 
events that occur with respect to the real-world identity. 
Particular embodiments may also include the one or more 
electronically determined events correspond to one or more 
interactions between the real-world identity and the elec­
tronic mail address of the real-world identity, the internet 
protocol address of the real-world identity, the wireline 
telephone number of the real-world identity, the identifier of 
the ancillary device, the institutional account of the real­
world identity, the healthcare account, and/or the transaction 
account in the name of the real-world identity. In particular 
embodiments, the apparatus is additionally to assign a 
confidence score to the real-world identity in the electronic 
or digital domain. In particular embodiments, the apparatus 
is additionally to revise the confidence score based, at least 
in part, on the one or more interactions between the real­
world identity and the electronic mail address of the real­
world identity, the internet protocol address of the real-world 
identity, the wireline telephone number of the real-world 
identity, the identifier of the ancillary device, the institu­
tional account of the real-world identity, and/or the trans­
action account in the name of the real-world identity. In 
particular embodiments, the apparatus is further to access a 
data store to detect one or more deterministic events in 
relation to historical norms with respect to the communica­
tions device corresponding to the real-world identity. In 
particular embodiments, the one or more deterministic 
events correspond to an online event. In particular embodi­
ments, the online event includes one or more of a reassign­
ment of a subscriber account identifier from a first commu­
nication services carrier to a second communication services 
carrier, a purchase or replacement of the communications 
device, a removal and/or replacement of a subscriber iden-

10 to a communications device and to receive a signal, in 
response to the transmitted message, to verify that a sub­
scriber having a real-world identity is co-located with the 
communications device. The processor coupled to the at 
least one memory device may also establish, in an electronic 

15 or digital domain, two or more nodes of an identity network 
to correspond to aspects of the real-world identity of the 
subscriber, wherein the identity network is to be attached to 
the real-world identity via a persistent identifier, and the two 
or more nodes of the identity network are to be linked via 

20 one or more relationships. 
In particular embodiments, the stored instructions may 

revise two or more nodes of the identity network to exclude 
the persistent identifier. In particular embodiments, the 
stored instructions are additionally to direct the at least one 

25 processor coupled to the at least one memory device to 
establish one or more additional nodes of the identity 
network responsive to an electronic determination of an 
aspect of the electronic or digital domain corresponding to 
the subscriber, in which the aspect may include one or more 

30 of: an electronic mail address of the real-world identity, an 
internet protocol address of the real-world identity, a wire­
line telephone number of the real-world identity, an identi­
fier of an ancillary device, an institutional account in the 
name of the real-world identity, a healthcare account, or a 

35 transaction account of the real-world identity. In particular 
embodiments, the stored instructions are additionally to 
direct the at least one processor coupled to the at least one 
memory device to establish one or more additional relation­
ships between or among the one or more nodes of the 

40 identity network responsive to one or more electronically 
determined events that occur with respect to the real-world 
identity. In particular embodiments, the one or more elec­
tronically determined events correspond to one or more 
interactions between the real-world identity and the elec-

45 tronic mail address of the real-world identity, the internet 
protocol address of the real-world identity, the wireline 
telephone number of the real-world identity, the identifier of 
the ancillary device, the institutional account of the real­
world identity, the healthcare account, and/or the transaction 

50 account in the name of the real-world identity. In particular 
embodiments, the stored instructions are additionally to 
direct the at least one processor coupled to the at least one 
memory device to assign a confidence score to the real­
world identity in the electronic or digital domain. In par-

55 ticular embodiments, the stored instructions are additionally 
to revise the confidence score based, at least in part, on the 
one or more interactions between the real-world identity and 
the electronic mail address of the real-world identity, the 
internet protocol address of the real-world identity, the 

60 wireline telephone number of the real-world identity, the 
identifier of the ancillary device, the institutional account of 
the real-world identity, and/or the transaction account in the 
name of the real-world identity. In particular embodiments, 
the stored instructions are additionally to direct the at least 

65 one processor coupled to the at least one memory device to 
access a data store to detect one or more deterministic events 
in relation to historical norms with respect to the commu-
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nications device corresponding to the real-world identity. In 
particular embodiments, the one or more deterministic 
events correspond to an online event. In particular embodi­
ments, the online event includes one or more of a reassign­
ment of a subscriber account identifier from a first commu- 5 

FIG. 13 is a schematic diagram illustrating an implemen­
tation of a computing device in an example computing 
environment, according to an embodiment. 

FIG. 14 is a flowchart for a method of representing 
electronically stored identity networks of a subscriber to a 
communication services carrier in an electronic or digital 
domain. 

nication services carrier to a second communication services 
carrier, a purchase or replacement of the communications 
device, a removal and/or replacement of a subscriber iden­
tity module (sim), and a password reset of the communica­
tions device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Claimed subject matter is particularly pointed out and 
distinctly claimed in the concluding portion of the specifi­
cation. However, both as to organization and/or method of 
operation, together with objects, features, and/or advantages 
thereof, claimed subject matter may best be understood by 
reference to the following detailed description if read with 
the accompanying drawings in which: 

FIG. 1 is a diagram illustrating features associated with an 
implementation of an example communications infrastruc­
ture, which may facilitate an identity verification platform to 
establish a tie between a subscriber's real-world and digital 
identity, according to an embodiment. 

FIG. 2 is a diagram showing an implementation of an 
example use case or scenario for a subscriber to interact with 
an identity verification platform, according to an embodi­
ment. 

FIG. 3 is a diagram showing potential relationships 
between subscribers' real-world identities and the identities 
of such subscribers in an electronic or digital domain, 
according to an embodiment. 

Reference is made in the following detailed description to 
accompanying drawings, which form a part hereof, wherein 

10 like numerals may designate like parts throughout that are 
corresponding and/or analogous. It will be appreciated that 
the figures have not necessarily been drawn to scale, such as 
for simplicity and/or clarity of illustration. For example, 
dimensions of some aspects may be exaggerated relative to 

15 others, one or more aspects, properties, etc. may be omitted, 
such as for ease of discussion, or the like. Further, it is to be 
understood that other embodiments may be utilized. Fur­
thermore, structural and/or other changes may be made 
without departing from claimed subject matter. References 

20 throughout this specification to "claimed subject matter" 
refer to subject matter intended to be covered by one or more 
claims, or any portion thereof, and are not necessarily 
intended to refer to a complete claim set, to a particular 
combination of claim sets ( e.g., method claims, apparatus 

25 claims, etc.), or to a particular claim. It should also be noted 
that directions and/or references, for example, such as up, 
down, top, bottom, and so on, may be used to facilitate 
discussion of drawings and are not intended to restrict 
application of claimed subject matter. Therefore, the follow-

30 ing detailed description is not to be taken to limit claimed 
subject matter and/or equivalents. 

DETAILED DESCRIPTION 

FIG. 4A is a diagram showing various ties between 35 

subscribers' real-world identities and the identities of such 
References throughout this specification to one imple-

mentation, an implementation, one embodiment, an embodi­
ment, and/or the like means that a particular feature, struc­
ture, characteristic, and/or the like described in relation to a 
particular implementation and/or embodiment is included in 

subscribers in an electronic or digital domain, according to 
an embodiment. 

FIG. 4B is a diagram showing signal flow between a 
communications device, a merchant, and a verifying entity, 
according to an embodiment. 

FIG. 5 is a diagram showing an identity network in an 
electronic or digital domain that is tied to a subscriber's 
real-world identify via a subscriber account identifier, 
according to an embodiment. 

FIG. 6 is a diagram showing an identity network in an 
electronic or digital domain showing ties among various 
aspects of a subscriber's identity network, according to an 
embodiment. 

FIG. 7 is a diagram showing changes in ties between or 
among aspects of a subscriber's identity network in an 
electronic or digital domain, according to an embodiment. 

FIG. 8 is a diagram showing modifications to an identity 
network in an electronic or digital domain, according to an 
embodiment. 

FIG. 9 is a diagram showing modifications to an identity 
network in an electronic or digital domain responsive to use 
of a one-time password, according to an embodiment. 

FIG. 10 is a diagram showing a generalized identity 
network in an electronic or digital domain, according to an 
embodiment. 

FIG. 11 are diagrams showing additional identity net­
works in an electronic or digital domain, according to an 
embodiment. 

FIG. 12 is an identity network showing interactions to 
modify ties in a subscriber's identity and electronic digital 
domain, according to an embodiment. 

40 at least one implementation and/or embodiment of claimed 
subject matter. Thus, appearances of such phrases, for 
example, in various places throughout this specification are 
not necessarily intended to refer to the same implementation 
and/or embodiment or to any one particular implementation 

45 and/or embodiment. Furthermore, it is to be understood that 
particular features, structures, characteristics, or the like 
described are capable of being combined in various ways in 
one or more implementations and/or embodiments and, 
therefore, are within intended claim scope. In general, of 

50 course, for the specification of a patent application, these 
and other issues have a potential to vary in a particular 
context of usage. In other words, throughout the disclosure, 
particular context of description and/or usage provides help­
ful guidance regarding reasonable inferences to be drawn; 

55 however, likewise, "in this context" in general without 
further qualification refers at least to the context of the 
present patent application. 

Some example methods, apparatuses, and/or articles of 
manufacture are disclosed herein that may be used, in whole 

60 or in part, to facilitate and/or support one or more operations 
and/or techniques for implementing an identity verification 
platform, such as via one or more computing and/or com­
munication networks and/or protocols (e.g., network proto­
cols) discussed herein. As will be seen, in some instances, 

65 operations and/or techniques for implementing an identity 
verification platform, may be implemented, at least in part, 
to authenticate and/or verify an identity and/or trustworthi-
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ness of a subscriber having an account, for example, with a 
mobile communication services provider. 

In this context, an "account," such as described herein­
above, may represent an aspect of an subscriber's presence 
in an electronic or domain. Accordingly, in a manner similar 
to the manner in which a real-world subscriber may possess 
particular physical aspects, such as biometric aspects, which 
may include height, weight, hair color, eye color, parameters 
extracted from an image of a subscriber's face ( e.g., so as to 
facilitate facial recognition), a unique fingerprint or thumb­
print, a unique walking stride or gait, a subscriber may 
possess aspects in an electronic or digital domain. For 
example, in an electronic or digital domain, a subscriber 
may possess aspects, such as a subscriber account identifier 
(e.g., mobile or landline telephone number), a persistent 
identifier or a subscriber-unique alias that associates or 
couples a subscriber to a communications device, one or 
more email addresses, one or more bank account numbers or 
identifiers with performing other types of transactions, 
healthcare records, one or more brokerage account numbers, 

8 
particular hardware and/or software platforms associated 
with such cellular telephones, tablets, laptop computers, etc. 

In other instances, fraud may occur via an electronic 
impersonation of a real-world identity (e.g., a fictitious 

5 subscriber) utilizing a "bot," which refers to a computer­
instantiated impersonated real-world entity. Additional 
instances of fraud may include reputational fraud, in which 
an entity posts false-negative or false-positive reviews on a 
popular review site, thus providing a source of misinforma-

10 tion that may be disseminated among large groups of people. 
In other instances, peer-to-peer fraud may occur, in which a 
"bot," for example, may post fake positive or negative 
reviews on user review sites for service providers offering 
vehicles for hire, food delivery, package delivery, couriers, 

15 freight transportation, etc. In still other instances, fraud may 
occur by way of audience manipulation, such as an audience 
of a social network site, for example, by creating fake 
accounts, posing as a member of a social networking com­
munity, posting false accounts of incidents which may never 

20 have occurred, etc. Thus, for numerous reasons, ways to 
combat fraud, including, but not limited to the above­
identified fraudulent behaviors that may occur online and/or 
electronically, continues to be an active area of investiga­
tion. 

a Social Security number, a usemame and password to 
obtain restricted or premium content, a media access control 
(MAC) address, an Internet protocol (IP) address, etc. It 
should be noted that claimed subject matter is intended to 25 

embrace any record that is assignable to a real-world entity, 
such as an individual subscriber or to a persona representing 

One approach toward reducing the risk of potential fraud 
relates to identity authentication and/or verification of a user, 
customer, subscriber, or purchaser, typically prior to 
completion of a transaction (e.g., in place of or in addition 
to) a typical log-in. In this context, the term "transaction" ( or 

an individual subscriber. 
As also discussed below, one or more operations and/or 

techniques for implementing an identity verification plat­
form within an electronic infrastructure may permit a par­
ticular institution or organization, such as a bank to verify 
identity and/or trustworthiness of a user. Such verification 
may be achieved by utilizing sensitive content or data held 
by a particular data source, such as a communication ser­
vices provider, a communications device (e.g., a mobile 
cellular telephone, and IOT device, a laptop computer), or 
the like. In addition, such identity verification may be 
achieved via accessing a data source that includes sub­
scriber-specific parameters and/or identifiers such as sub­
scriber names, subscriber physical addresses, social network 
groups of which a subscriber may be a member, subscriber 
employers, members ofa subscriber's family, members ofa 
subscriber's household, and a host of additional parameters 
and/or identifiers. In this context, "data source" refers to a 
source of content, which may include private consumer 
content, personally identifiable information, premium enter­
tainment content, etc. 

As alluded to previously, in a society in which electronic 
commerce, facilitated via communications devices ( e.g. 
mobile communications devices), takes place on a grand 
scale, occurrences of fraud, unfortunately, are increasing in 
frequency and number. Such fraud may occur in connection 
with everyday transactions, which may include financial 
fraud, false transactions, theft of funds, purchases with 
stolen credit cards, and so forth. To reduce the likelihood of 
such fraud, various anti-fraud procedures may be imple­
mented to preclude all types of fraud, which may include 
fraud associated with online transactions and/or in-store 
purchases involving all types of goods and/or services. 
Likewise, in a world in which various electronic devices 
typically used for communication, such as wireline tele­
phones, mobile cellular telephones, tablets, laptop comput-
ers, etc., are ubiquitous, the types of possible fraud have, in 
at least some instances, become more complex. Occurrences 
of fraud may involve the use and/or knowledge of complex 
technology, for example, which may be related to the 

30 similar term) refers to a set of communications and/or 
actions that take place between at least two parties that 
reciprocally affect and/or influence the parties involved in 
the transaction. Entities that provide identity verification 
services are referred to herein are as "identity verifiers," 

35 identity verification services," or utilizing similar terms. For 
example, an agent ( e.g., a financial institution, a content 
provider, healthcare provider, and employment service, etc.) 
may include an entity that facilitates and/or supports an 
identity verification service. An agent may function to 

40 organize and/or participating in one or more transactions 
between two other parties (e.g., a bank and a telecommu­
nication services carrier, etc.). In this context, it is to be 
understood that identity verification may be requested for a 
significant number of users for a corresponding number of 

45 possible situations. For example, millions, tens of millions, 
hundreds of millions or even more requests for identity 
verification may be submitted on a daily basis, for example. 
Therefore, it may be desirable to implement consistent and 
repeatable approaches and/or processes that can be utilized 

50 in connection with a large volume of identity verification 
requests, rather than uniquely customized approaches and/or 
processes that may vary on a request-by-request basis. 

As will be discussed, identity verification is an possible 
approach to reduce the risk of fraud. Other approaches, such 

55 as approaches to authentication and/or verification may also 
be used herein, in whole or in part, such as a part of, in 
addition to, and/or in conjunction with identity verification. 
With respect to identity verification, in a worldwide elec­
tronic communications environment, a subscriber of a com-

60 munication services carrier (e.g., a mobile communication 
services carrier) may establish an identity with such a carrier 
and/or with a third party. Such third parties may include, but 
are not limited to, an online merchant, who may be willing 
to interact with a user ( e.g., customer, subscriber, purchaser, 

65 etc., to sell, extend services, provide access to content, etc.) 
if an identity is to be verified. In many instances, given the 
nature of certain transactions, especially in a communica-
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bination of one or more alphanumeric terms or other sym­
bols, which allows access to a system or to content in an 
electronic digital domain. 

In addition to a subscriber account identifier, a persistent 

tions environment in which transactions take place via a 
communications network around the clock and at geographi­
cally dispersed locations, it may be useful to perform 
identity verification relatively quickly, such as in a real-time 
( or near real time) fashion. 

As a general matter, authentication and/or verification of 
a subscriber (e.g., mobile subscriber) may be desirable in 
response to an institution or organization (e.g., third party, 
etc.) seeking to verify the identity of a user (e.g., mobile 
subscriber). In conventional approaches, identity verifica­
tion tends to rely on authenticating or verifying an existing 
tie and/or association to a persistent mobile identifier, as 
demonstrated below through illustrative examples. In this 
context, the term "bind," "association," or similar terms, 
refer to a persistent, continuing and objectively verifiable 
relationship between a user ( e.g., subscriber, person, entity, 
etc.) and an electronic or digital identity, including, as an 
example, a subscriber and a bank or other financial institu­
tion or organization holding or curating the subscriber's 
bank account. Thus, a "subscriber account identifier," "per­
sistent identifier," or "subscriber-unique alias," may be 
employed to represent a real-world identity in an electronic 

5 identifier, and a subscriber-unique alias referring to a par­
ticular communications device, such terms may additionally 
refer to a particular communications device. Such commu­
nication devices may also be identified via a telephone 
number (e.g., a mobile telephone number), an international 

10 mobile subscriber identifier (IMSI), Integrated Circuit Card 
Identifier (ICC ID), and/or other type of identifier (e.g., a 
unique identifier) employed in connection with the particular 
mobile network operator or the mobile communication 
services provider. Mobile communications networks may 

15 include those compatible or compliant with a Global System 
for Mobile Communications (GSM) telecommunications 
network, for example. Other examples of mobile subscriber 
account identifiers may include an international mobile 
equipment identifier (IMEI), a mobile equipment identifier 

20 or any other identifier including a mobile billing account 
number or identifier. 

Although the discussion that follows relates to any type of 
account, as a non-limiting illustration, mobile accounts are 
used for illustration. It is understood, of course, that claimed 

25 subject matter is intended to not be limited to examples 
provided primarily for purposes of illustration, since such 
examples may be oversimplified for purposes of compre­
hension, for example. As was mentioned previously, with 
respect to commerce, including, of course, mobile accounts, 

or digital domain. In this context, the term "subscriber 
account identifier" refers to an identifier that relies on 
account relationship (also referred to as a tie and/or asso­
ciation) between a subscriber and a communication services 
carrier. In some instances, a "subscriber account identifier" 
refers to a mobile (or wireline) telephone number. On the 
other hand, a "persistent identifier" or a "subscriber-unique 
alias" refer to an identity that indicates a relationship 
between a subscriber and an identity verifier. Thus, respon­
sive to a particular subscriber severing an account relation­
ship with a first communication services carrier and estab­
lishing a relationship with a second communication services 
carrier, the second communication services carrier may 35 

electronically assign a new subscriber account identifier to 

30 a risk of fraud and/or unauthorized actions taking place is 
present or at least a risk exists of attempts being made. 

The following provides a few illustrative examples of 
accounts in which a risk of fraud and/or unauthorized 
actions may be present. In scenarios, user may log into a 
bank account via a web browser or an executable application 
on a communications device ( e.g., a mobile communications 
device), for example. In response to receipt of signals 
initiated by the user, a financial institution, for example, may 
utilize an application programming interface (API) substan-

the subscriber. However, throughout transitions between 
communication services carriers, an identity verifier may 
continue to identify and/or refer to the subscriber via a 
"persistent identifier" or a "subscriber-unique alias." 

Other aspects of subscriber authentication and/or verifi­
cation are described herein. As noted, in an embodiment, 
verification, such as mobile subscriber identity verification, 
may relate to a mobile account and/or a mobile subscriber, 

40 tially compatible and/or substantially compliant with HTTP 
and/or HTTPS, including versions now known and/or to be 
later developed, and/or another suitable protocol (e.g., now 
known and/or to later be developed). In such an example, a 

for example. As mentioned, a mobile account is one example 45 

of a type of account, especially in an online world, although 
claimed subject matter is not intended to be limited to online 
accounts or to mobile accounts. Rather, the term "account" 
in this context refers to a formal business arrangement 
between an entity and/or person and a provider of the 50 

account in order to accomplish a business purpose. It is 
noted, for clarification, that in some situations, a person may 
represent an entity, for example. Likewise, in some situa­
tions, a person and an entity may be distinct. Further, the 
term account is to be read broadly and may include a service 55 

account, a financial account, an account relating to access to 
content, an account relating to one or more health care 
providers, an account relating to a government or adminis­
trative entity, just to name a few illustrative examples. Thus, 
continuing with non-limiting examples, an account identi- 60 

fier, in various embodiments, may, for example, be 
employed with respect to purchase of goods and/or services, 
access to content, access to financial accounts, access to 
medical records, access to corporate or organizational intel­
lectual property and/or other types of records and/or files, 65 

access to other services, etc. in this context, an account 
identifier refers to a user-assigned or entity-assigned com-

user may seek to take one or more actions with respect to an 
account, for example, to transfer funds, view a history of 
transactions, make a payment, update sensitive content, 
access or update subscriber-specific parameters, etc. In 
another illustration, a mobile communication services sub­
scriber may seek to access an existing account with a 
merchant. In response, a merchant, such as a provider of 
online music or other provider of entertainment-related 
content, may seek a form of payment, such as via a credit 
account ( e.g., credit card) that may already be on record with 
the merchant. In another illustration, a user may seek to 
access a communications device, for example, to create, 
share, and/or edit a file. 

Thus, as suggested, a communication services subscriber 
(e.g., a mobile communication services subscriber) may 
seek to access, for example, an online account. A third party, 
such as those who may provide access to such an accounts, 
may seek to provide access control so as to restrict access to 
sensitive content. In an example, a software company and/or 
product, such as a developer of tax-preparation software 
products, may permit subscriber (access controlled) user 
accounts to be established. In another instance, a user may 
desire to access content, such as content corresponding to 
sensitive content ( e.g., provided by a user to a social media 
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account). In another instance, a user may return to a website 
and/or application, in which access to the website could be 
dependent, at least partially, on binding a user to a website 
and/or with an application, such as via an subscriber account 
identifier for the user. Thus, a third party may comprise a 5 

customer care facility of an enterprise, for example, such as 

similar to those of the subscriber, obtaining an electronic 
mail address that is similar to an electronic mail address of 
another subscriber, and so forth. 

As mentioned previously, one approach toward mitigation 
of the risk of fraud may be to employ authentication and/or 
verification, which may include a tie identity authentication 
or verification of trustworthiness of a communication ser­
vices subscriber. In particular embodiments, as will be 
described herein, an identity verification platform may per-

a customer-care facility of a bank, in which an account is 
established and/or maintained. 

As previously mentioned herein, authenticating and/or 
verifying a subscriber of a communications device may be 
instrumental in reducing the risk of fraudulent behavior, 
such as credit card fraud, wire fraud, bank fraud, and so 
forth. To increase the likelihood that a legitimate, bona fide 
mobile subscriber can complete a transaction (e.g., a finan­
cial transaction, a transaction to obtain fee-based content, or 
other type of transaction), an identity verifier may query one 
or more databases. Parameters obtained from the one or 
more databases may be utilized to complement parameters 
supplied by, for example, the mobile subscriber, and/or a 
communications device. In particular embodiments, a com­
munications device may store physical parameters of a 
subscriber, such as subscriber-specific biometric aspects, 
which may include height, weight, hair color, eye color, 
parameters extracted from an image of a subscriber's face 
( e.g., so as to facilitate facial recognition), a unique finger­
print or thumbprint, a unique walking stride or gait, etc. 
Subscriber-specific physical parameters may be stored in a 
protected memory area of a subscriber's communications 
device, which may facilitate identification of the subscriber. 
Identity of a subscriber, obtained via accessing a protected 
area of the communications device may be utilized to 
generate a tokenized digital signature. In particular embodi­
ments, a tokenized digital signature may facilitate comple­
tion of an authentication process initiated by an identity 
verifier in response to an authentication request generated by 
a merchant, financial institution, premium content provider, 
or the like. 

It should be noted, however, that in many instances, 
databases utilized by identity verifiers and/or authenticators 
may be only partially complete. Accordingly, in some 
instances, authenticating and/or verifying the identity of a 
mobile subscriber may be successful in only a limited 
number of circumstances. Such limited success in authen­
ticating and/or verifying an identity of a mobile subscriber 
may be attributed, at least in part, to use of imprecise ( e.g., 
"fuzzy") logic. Utilizing fuzzy logic, minor inconsistencies 
between subscriber parameters may be ignored, so long as, 
on balance, such subscriber parameters are likely to corre­
spond to a particular subscriber. In one possible example just 
for the sake of illustration, a first subscriber named John 
Smith, living in New York City, may be confused with 
Jonathan Smith, living in a suburb of New York City. In 
another possible example, two or more parameters, consid­
ered in the aggregate, may bring about confusion and/or 
ambiguity in authentication and/or verification of a sub­
scriber. For example, a first subscriber named John Smith, 
having a physical address in New York City, and having a 
Social Security number of 556-55-5555 may be confused 
with John Smyth, also having a physical address in New 
York City, and having a Social Security number of 555-55-
5555. In such instances, wherein distinct subscribers in the 
real world may be confused with one another, permitting 
such subscribers to engage in transactions, such as financial 
transactions, may be indicative of an opportunity to engage 

10 mit an institution or organization, such as a financial insti­
tution, to verify identity and/or trustworthiness of a user by 
using sensitive content ( e.g., personally identifiable infor­
mation) held by a particular data source. Authentication 
and/or verification of a subscriber ( e.g., a mobile subscriber) 

15 may operate to form a tie between the subscriber, which may 
be represented in an electronic or digital domain. Such a tie 
may indicate the presence of a relatively strong bond or 
relationship between the identity of a real-world subscriber 
and the digital identity of such subscriber (in an electronic 

20 or digital domain). 
Such a tie between a real-world subscriber and a digital 

identity of such subscriber in an electronic or digital domain 
may be relatively strong since many subscribers find it 
difficult to participate in contemporary society in the 

25 absence of certain types of communications devices, such as 
communications devices. For example, in many instances, 
certain types of communications devices, such as mobile 
communications devices, provide not only voice/data com­
munications capabilities, but may also provide location 

30 services, calendaring services, entertainment, gaming, social 
networking, as selected by the subscriber. Accordingly, in 
contrast to the loss of a particular credit card, a driver's 
license, or a passport, for example, which may go urmoticed 
for a period of days or even weeks, loss of a communications 

35 device may be noticed immediately, perhaps within minutes 
or even seconds of misplacement or loss of device. Hence, 
it may be appreciated that if an subscriber misplaces a 
communications device, such a subscriber may rapidly 
attempt to recover the device, or may replace the device 

40 immediately. 
Accordingly, certain types of communication devices may 

be instrumental in providing a tie between a real-world 
subscriber and a digital identity of such a subscriber ( e.g., in 
an electronic or digital domain). Further in view of the 

45 importance that many subscribers place on personal mobile 
communications devices, establishing a tie between an sub­
scriber's real-world identity and such a communications 
device may tie the identity of a real-world subscriber to an 
electronic or digital identity of such subscriber. For example, 

50 in an electronic or digital domain, a subscriber account 
identifier (e.g., a mobile telephone number) may be tied to 
a particular email address, such as an email address to which 
invoices for communication services may be conveyed. 
Accordingly, upon establishing a relationship between a 

55 real-world subscriber and a digital identity, such as by way 
of tying a real-world subscriber with a subscriber account 
number in an electronic or digital domain, additional aspects 
of the subscriber's digital identity may be constructed. Thus, 
in one possible example, following the electronic determi-

60 nation of a tie between a real-world subscriber and a 

in fraudulent behavior. For example, an unscrupulous indi- 65 

vidual, may attempt to impersonate a particular subscriber, 
such as by obtaining a phone number having digits that are 

subscriber account identifier as well as an email address, an 
Internet protocol (IP) address to which such emails may be 
delivered may also be ascertained. Thus, it may be appre­
ciated that the tie between a real-world subscriber and a 
digital identity of such an subscriber may serve as a conduit, 
which can be exploited to construct or form additional 
aspects the subscriber's digital identity may be constructed. 
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wireless transmitters capable of transmitting and/or receiv­
ing wireless signals, such as a base station transceiver 108 
over a wireless communication link 110, for example. Simi­
larly, communications device 102 may transmit wireless 

In particular embodiments, such exploitation of a conduit 
formed between an subscriber's real-world identity and the 
subscriber's digital identity, utilizing a subscriber account 
identifier (e.g., a mobile telephone number) may be facili­
tated utilizing an identity verification platform. In particular 
embodiments, an identity verification platform may operate 
within a communications infrastructure, such as shown in 
FIG. 1. 

5 signals to, or receive wireless signals from a local trans­
ceiver 112 over a wireless communication link 114. Base 
station transceiver 108, local transceiver 112, etc. may be of 
the same or similar type, for example, or may represent 
different types of devices, such as access points, radio FIG. 1 is a diagram illustrating features associated with an 

implementation of an example communications infrastruc­
ture, which may facilitate an identity verification platform to 
establish a tie between a subscriber's real-world and digital 
identity, according to an embodiment. Processes and/or 
operations for an identity verification platform may be 
implemented, at least in part, to validate identity of a 
communication services subscriber utilizing, for example, a 
communications device referenced herein at 102. As used 
herein, "communications device" may refer to any kind of 
special purpose computing platform and/or apparatus that 
may, at least under particular circumstances, occupy a 20 

position or location that changes from time to time. As a way 

10 beacons, cellular base stations, femtocells, or the like, 
depending on an implementation. Similarly, local trans­
ceiver 112 may comprise, for example, a wireless transmitter 
and/or receiver capable of transmitting and/or receiving 
wireless signals. For example, as will be seen, at times, 

15 wireless transceiver 112 may be capable of obtaining one or 
more observations from one or more other terrestrial trans-

of illustration, communications devices, such as mobile 
communications devices including, for example, wireline 
telephones, cellular telephones, smart telephones, laptop 
computers, personal entertainment systems, tablet personal 25 

computers (PC), personal audio or video devices, personal 
navigation devices, Internet of Things (Io T) devices, or the 
like. It should be noted, however, that these are merely 
examples of communications devices that may be used, at 
least in part, to implement one or more operations and/or 30 

techniques for implementing an utilizing identity verifica­
tion platform, and that claimed subject matter is not limited 
in this respect. 

mitters. 
In a particular implementation, local transceiver 112 may 

communicate with communications device 102 at a shorter 
range over wireless communication link 114 than at a range 
established via base station transceiver 108 over wireless 
communication link 110. For example, local transceiver 112 
may be positioned in an indoor or like environment and may 
provide access to a wireless local area network (WLAN, 
e.g., IEEE Std. 802.11 network, etc.) or wireless personal 
area network (WPAN, e.g., Bluetooth® network, etc.). In 
another example implementation, local transceiver 112 may 
comprise a femtocell or picocell capable of facilitating 
communication via link 114 according to an applicable 
cellular or like wireless communication protocol. It should 
be understood that these are merely examples of networks 
that may communicate with communications device 102 
over a wireless link, and claimed subject matter is not 
limited in this respect. For example, in some instances, 
communications infrastructure 100 may include a larger 
number of base station transceivers 108, local transceivers 
112, etc. 

In an implementation, base station transceiver 108 and 
local transceiver 112 may communicate with server 116 over 

It should be appreciated that operating a communications 
infrastructure 100 is described herein as a non-limiting 35 

example that may be implemented, in whole or in part, in the 
context of various electronic communications networks or 
combination of such networks, such as public networks 
(e.g., the Internet, the World Wide Web), private networks 
(e.g., intranets), WWAN, wireless local area networks 
(WLAN, etc.), or the like. It should also be noted that 
claimed subject matter is not limited to a particular network 
and/or operating environment. For example, in some 
instances, an optical network may be used herein, in whole 

40 a network 122 via one or more links 124. Network 122 may 
comprise, for example, combinations of wired or wireless 
communication links. In a particular implementation, net­
work 122 may comprise, for example, a network capable of 
implementing an Internet Protocol (IP) infrastructure 

or in part, such as separately and/or in any suitable combi­
nation with one or more networks discussed herein. Thus, 
depending on an implementation, one or more operations 
and/or techniques for implementing an identity verification 
platform. 

45 capable of facilitating or supporting communication 
between communications device 102 and server 116 via 

In an implementation, communications device 102 may, 50 

for example, receive or acquire satellite positioning system 
(SPS) signals 104 from SPS satellites 106. In some 
instances, SPS satellites 106 may be from a single global 
navigation satellite system (GNSS), such as the GPS or 
Galileo satellite systems, for example. In other instances, 55 

SPS satellites 106 may be from multiple GNSS such as, but 
not limited to, GPS, Galileo, Glonass, or Beidou (Compass) 
satellite systems. In certain implementations, SPS satellites 
106 may be from any one several regional navigation 
satellite systems (RNSS) such as, for example, WAAS, 60 

EGNOS, QZSS, just to name a few examples. 
At times, communications device 102 may, for example, 

transmit wireless signals to, or receive wireless signals from, 
a wireless communication network. In one example, com­
munications device 102 may communicate with a cellular 65 

communication network, such as by transmitting wireless 
signals to, or receiving wireless signals from, one or more 

local transceiver 112, base station transceiver 108, etc. In 
another implementation, network 122 may comprise, for 
example cellular communication network infrastructure, 
such as a base station controller or master switching center 
to facilitate and/or support, for example, mobile cellular 
communication with communications device 102. Server 
116 may comprise one or more database servers (e.g., for a 
data source, agent, identity verifier, communication services 
carrier, etc.), update servers, back-end servers, management 
servers, archive servers, location servers, positioning assis­
tance servers, navigation servers, map servers, crowdsourc­
ing servers, network-related servers, or the like. 

In particular implementations, communications device 
102 may comprise circuitry and/or processing resources 
capable of determining a position fix or estimated location of 
communications device 102, initial (e.g., a priori) or other­
wise. For example, if satellite signals 104 are available, 
communications device 102 may compute a position fix 
based, at least in part, on pseudorange measurements to four 
or more SPS satellites 106. Here, communications device 
102 may compute such pseudorange measurements based, at 
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least in part, on pseudonoise code phase detections in signals 
104 acquired from four or more SPS satellites 106. In 
particular implementations, communications device 102 
may receive from one or more of servers 116 positioning 
assistance data to aid in the acquisition of signals 104 5 

transmitted by SPS satellites 106 including, for example, 
almanac, ephemeris data, Doppler search windows, just to 
name a few examples. 

Even though a certain number of computing platforms 
and/or devices are illustrated herein, any number of suitable 10 

computing platforms and/or devices may be implemented to 
facilitate and/or support one or more techniques and/or 
processes associated with communications infrastructure 
100. For example, at times, network 122 may be coupled to 15 
one or more wired or wireless communication networks 
(e.g., WLAN, etc.) so as to enhance a coverage area for 
communications with communications device 102, one or 
more base station transceivers 108, local transceiver 112, 
server 116, or the like. In some instances, network 122 may 20 

facilitate and/or support femtocell-based operative regions 
of coverage, for example. Again, these are merely example 
implementations, and claimed subject matter is not limited 

16 
device 102 is bound to a specific digital account assigned to 
subscriber 205, and determining a reputation of communi­
cation device 102. 

Identity verifier 230 may implement one or more identity 
verification processes in real-time or in near-real time. In 
this context, "real-time" refers to an amount of timeliness of 
content, which may be delayed by an amount of time 
attributable to electronic communications involving a com­
munications network and/or signal processing of any 
received signals. It should be noted that information 
acquired or produced, for example, by input signals, output 
signals, operations, results, etc., associated with embodi­
ment 200 may be represented via one or more digital signals. 
It should also be appreciated that even though one or more 
operations are illustrated or described concurrently or with 
respect to a certain sequence, other sequences or concurrent 
operations may be employed. In addition, although the 
description below references particular aspects or features 
illustrated in certain other figures, one or more operations 
may be performed with other aspects or features. For 
example, in some instances, embodiment 200 may be imple­
mented, in whole or in part, within the communications 
infrastructure of FIG. 1. 

in this regard. Thus, embodiment 200 may, for example, begin with 
25 subscriber 205 of a communication services carrier inter-Thus, one or more operations and/or techniques for estab­

lishing a tie or an attachment between the identity of a 
real-world subscriber with the digital identity of such sub­
scriber (in an electronic digital domain). Establishment of 
such a tie or other type of attachment may allow an insti­
tution or organization (e.g., a financial institution, etc.) to 30 

authenticate and/or verify identity of, for example, a sub­
scriber to a mobile communication services provider. Such 
a tie or other type of attachment may additionally permit 
assessment of the trustworthiness of a subscriber utilizing 

35 
records of deterministic online events with respect to a 
communications device in possession of ( or co-located with) 
a communication services subscriber. Such a tie or attach­
ment between real-world and digital identities of a sub­
scriber may operate to ensure that sensitive content, such as 40 

a subscriber's personally identifiable information, user­
names and/or passwords, account numbers, health records, 
confidential employment records, etc., does not become 
exposed to unscrupulous individuals. 

Attention is now drawn to FIG. 2, which is a diagram 45 

showing an implementation of an example use case or 
scenario for a subscriber to interact with an identity verifi­
cation platform, according to an embodiment 200. In FIG. 2, 
subscriber 205 is co-located with communications device 
102. The embodiment of FIG. 2 may be implemented 50 

utilizing an identity verification platform 232, which may 
comprise virtual or physical computing resources ( e.g., 
computing devices) or any combination thereof. Identity 
verification platform 232 may execute computer-readable 
instructions (e.g., software, firmware, etc.), so as to imple- 55 

ment one or more operations and/or processes, as discussed 
herein. In embodiment 200, identity verification platform 
232 may be deployed, such as being physically located, for 
example, so as to be directed by or under the control of 
identity verifier 230. Responsive to determining that sub- 60 

scriber 205 has connected to a particular uniform resource 
locator (URL) via communications device 102, identity 
verifier 230 may operate to establish a tie or other type of 
attachment between subscriber 205 and a digital identity of 
the subscriber. Such a tie or attachment may be established 65 

responsive to determining proof of possession of commu­
nications device 102, determining that communications 

acting with communications device 102. Communications 
device 102 may interact with identity verifier 230 via a 
communications link, such as link 110, perhaps via a cellular 
transceiver, such as base station transceiver 108 of FIG. 1. 
Identity verifier 230 may access subscriber parameters, such 
as a subscriber account identifier, subscriber name, and 
subscriber address, for example, from authentication and/or 
verification data store 234. In some instances, identity 
verification platform 232 may provide data store 234 with, 
exclusively, utilizing a telephone number of (e.g., a mobile 
telephone number) obtained from communications device 
102 received via communications link 110. 

In particular embodiments, an identity verification plat­
form may obtain a persistent identifier and/or a subscriber­
unique alias from subscriber 205, which may function as an 
identifier that is more persistent than other types of identi­
fiers, such as, for example, a mobile telephone number or 
other type of subscriber account identifier. In such embodi­
ments, an identity verification platform may assign a per­
sistent identifier to a subscriber so that, for example, even if 
a subscriber obtains a telephone number (e.g., a mobile 
telephone number) the persistent identifier may remain 
unchanged. In particular embodiments, a persistent identifier 
may persist even after service-disconnection, service-sus­
pension events, switching from a first communication ser­
vices carrier to a second communication services carrier, 
removal/replacement of a subscriber identity module, and so 
forth, may nonetheless persist. 

In other embodiments, identity verification platform 232 
may receive, via communications link 110, a subscriber 
account identifier, a persistent identifier, a subscriber-unique 
alias, or other identifier separate from a telephone number. 
An additional identifier may comprise an international 
mobile subscriber identifier (IMSI), an international mobile 
electronic identifier (IMEI), or a mobile station international 
subscriber directory number (MSISDN), or any combination 
thereof. In turn, an application program interface (API) of 
data store 234 may match a provided subscriber account 
identifier with parameters of a particular subscriber, such as 
name, physical address, current employer, etc. perhaps by 
accessing internal communication services records, for 
example. 
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In the embodiment of FIG. 2, identity verifier 230 may 
determine or ascertain proof of possession of communica­
tions device 102 by subscriber 205. Thus, for example, 
identity verifier 230 may convey a text, or other type of short 
message to communications device 102, along with a 5 

prompt, which may request that subscriber 205 enter the text 
or other type of short message into a user interface of 
communications device 102. As such, identity verifier 230 
may verify that subscriber 205 is, indeed, in possession of 
communications device 102. Identity verifier 230 may addi- 10 

tionally convey a second parameter to communications 
device 102, so as to determine the identity of subscriber 205 
and/or to determine if subscriber 205 possesses an account 
relationship with a communication services carrier provid-
ing services to device 102. In one possible example, identity 15 

verifier 230 may request that a particular parameter not 
generally known to individuals other than subscriber 205 be 
entered into a user interface of communications device 102. 
In a possible example, subscriber 205 may be prompted to 
enter the last four digits of a Social Security number, a 20 

mother's maiden name, or may be requested to answer some 
other type of query with the response that, again, is not 
generally known to individuals other than subscriber 205. 

In response to determining that subscriber 205 is in 
possession of communications device 102 and in response to 25 

determining that subscriber 205 has entered into an agree­
ment (e.g., a bind or contract) with a communication ser­
vices carrier providing such services to device 102, identity 
verifier 230 may additionally electronically determine a 
reputation of subscriber 205 with respect to communications 30 

device 102. For example, identity verification platform 232 
may determine such reputation based, at least in part, on 
records of deterministic online events involving communi­
cations device 102. Such records may relate, for example, to 
whether subscriber 205 has recently ported or reassigned a 35 

subscriber account identifier (e.g., telephone number) from 
a first communication services carrier to a second commu­
nication services carrier. In particular embodiments, a sub­
scriber who has recently ported or reassigned a subscriber 
account identifier may be considered to have a compromised 40 

reputation, while a subscriber who has never ported, or has 
not ported a subscriber account identifier for an extended 
period of time, for example, may be considered to have a 
superior reputation. In particular embodiments, a subscriber 
who has maintained ownership of communications device 45 

102 for only a short period of time ( e.g., a tenure of less than 
six months for example) may be considered to have a 
compromised reputation, while a subscriber who retains 
ownership of a communications device for a long period of 
time (e.g., a tenure of more than two years) may be consid- 50 

ered to have a superior reputation. In particular embodi­
ments, a subscriber who has recently removed/replaced a 
SIM of communications device 102 may be considered to 
have a compromised reputation, while a subscriber who has 
never removed/replaced a SIM of device 102 may be 55 

considered to have a superior reputation. In particular 
embodiments, a subscriber who has recently reset a pass­
word that controls access to a subscriber account may be 
considered to have a compromised reputation. Claimed 
subject matter may embrace additional behaviors of sub- 60 

scriber 205 comprising various online events involving 
communications device 102, which, in this context, are 
referred to as "online" behaviors, virtually without limita­
tion. 

18 
determine a reputation of subscriber 205 with respect to 
device 102. Deterministic online events relating to off-line 
behaviors may refer to events undertaken by a subscriber 
that do not directly involve communications device 102. For 
example, a subscriber receiving a traffic citation (e.g., for 
unsafe speed, unsafe lane change, etc.) may represent a 
deterministic off-line event. In another example, a determin­
istic off-line event may refer to a subscriber having a record 
of voting in at least some (or perhaps all) recent city, county, 
state, and/or federal elections. In another example, a deter­
ministic off-line event may refer to a subscriber obtaining a 
library card, becoming a member of a local service club, 
obtaining a gym or fitness center subscription, obtaining a 
security clearance from a govermnent agency, having favor­
able employment history, and so forth, and claimed subject 
matter is not limited in this respect. Accordingly, off-line 
events undertaken by a subscriber that may be representative 
of risky behavior may bring about a compromised reputa­
tion, while more reputable behaviors may give rise to a 
superior reputation of subscriber 205 with respect to device 
102. 

It should be noted that in some instances, identity verifier 
230 may consider behavioral, historical norms with respect 
to both online and off-line behaviors. For example, a mobile 
subscriber who tends to (historically, such as over a 10-year 
period) port his or her phone at least once a year, may be 
assigned a superior reputation in response to the subscriber 
porting his or her phone twice within the most recent 
two-year period. However, a mobile subscriber who has 
never ported his or her mobile device, may be assigned a 
compromised reputation in response to the subscriber port-
ing his or her phone twice within the same two-year period. 

FIG. 3 is a diagram showing potential relationships 
between subscribers' real-world identities and the identities 
of such subscribers in an electronic or digital domain, 
according to an embodiment. As shown in FIG. 3, real-world 
entity John A. Smith (305A), Jacob Smith (305B), Judy 
Smith (305C), and Jane Smith (305D) may, perhaps, be 
associated with one or more email addresses or other aspects 
of the subscriber's electronic or digital domain. Thus, deter-
mmmg whether any of email addresses 
jsmith123@gmail.com, JS@hotdog_l 57 .com, 
jsmith45@aol.com, soccermom@instagram.com are affili­
ated with John A. Smith (305A), Jacob Smith (305B), Judy 
Smith (305C), or Jane Smith (305D) can be problematic. 
Further, it should be noted that the above-identified email 
addresses include very little, if any, information that could 
be correlated with a particular subscriber's actual (real­
world) name. For example, the email address 
j smith! 23@gmail.com may ( or may not) correspond to John 
Smith, Jacob Smith, Judy Smith, Jane Smith, or any one of 
hundreds or even thousands of individuals (including those 
for whom the name "Smith" does not form any part of that 
person's real-world identity). 

FIG. 4A is a diagram showing various ties between 
subscribers' real-world identities and the identities of such 
subscribers in an electronic or digital domain, according to 
an embodiment 400. In the embodiment of FIG. 4A, for 
example, real-world entity (e.g., a subscriber) John Smith 
(305A) may be tied or bound to the subscriber account 
identifier (e.g., telephone number 303-555-1212), perhaps 
by way of authentication via identity verifier 230, as 
described in FIG. 2. Accordingly, following authentication 
and/or verification, which may involve electronically deter-

In addition to online behaviors, which refer to behaviors 
of subscriber 205 with respect to communications device 
102, identity verifier 230 may utilize off-line behaviors to 

65 mining proof of possession of a communications device by 
John Smith, electronically determining that the communi­
cations device is bound to a specific digital account, and 
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electronically determining a favorable reputation of the 
communications device, a tie may be established between 
the subscriber "John Smith" and identifier 410, which may 
correspond to the subscriber account number 303-555-1212. 
It should be noted that a tie may also be established between 
a subscriber and any other type of subscriber account 
number ( e.g., IMSI, ICC ID, MSISDN, etc.). Additionally, in 
particular embodiments, a tie may be established between 
the real-world subscriber "John Smith" and a persistent 
identifier as well as a subscriber-unique alias, and claimed 
subject matter is not limited in this respect. 

20 
In other instances, determining that a real-world entity 

interacts with a reputable financial institution, such as a large 
bank or brokerage firm, may bring about an increase in a 
trustworthiness score or measure. On the other hand, in other 

5 instances, determining that a real-world entity interacts with 
a less-reputable institution may bring about a lowering of a 
trustworthiness score or measure. In other instances, records 
from third-party identity-verification entities, such as a state 
or county government issuing a driver's license to a real-

10 world entity, issuance of a passport to a real-world sub­
scriber, or any other regulated industry requiring, for 
example, credit checks, may enhance a trustworthiness score 
or measure. 

In response to a tie existing between real-world entity 
John Smith (a subscriber) and subscriber account identifier 
303-555-1212 (or any type of persistent identifier or sub­
scriber-unique alias), it may be appreciated that additional 15 

aspects of the subscriber's digital identity may be con­
structed. Accordingly, utilizing the subscriber account iden­
tifier as a conduit (e.g., a telephone number of 303-555-
1212, such as indicated at 405A), the email address 
jsmith123@gmail.com may be tied or bound (e.g., indi- 20 

rectly) to the real-world entity John Smith. Similarly, it may 

FIG. 4B is a diagram showing signal flow between a 
mobile device, a merchant, and a verifying entity, according 
to an embodiment 450. In the embodiment of FIG. 4B, a 
mobile communications device (e.g., communications 
device 102) may engage or interact with merchant 460. Such 
interaction may be to purchase, for example, a product or 
service, either remotely or in person, such as at a brick-and­
mortar establishment. In response, merchant 460 may seek 

be appreciated that any number of additional email 
addresses belonging to John Smith ( e.g. 
jsmithwork@gmail.com), a physical address of John Smith, 
an employer of John Smith, a driver's license number, or any 25 

other parameter stored by ( or accessible to) an identity 
verifier, such as identity verifier 230 of FIG. 2, may be 
utilized to construct additional aspects of John Smith's 
digital identity in an electronic or digital domain. FIG. 4A 
additionally shows mapping of digital identities of Jane 30 

Smith (305B), Jacob Smith (305C), Judy Smith (305D) with 
@hotdog_157, jsmith45@aol.com, and 
soccermom@instragram.com, respectively. Mapping of 
digital identities is facilitated through subscriber account 
identifier 405B (719-555-0123) subscriber account identifier 35 

405C (920-555-0073), and 405D (414-555-0181), respec­
tively. 

to authenticate and/or verify the mobile communications 
device. For example, merchant 460 may request the mobile 
phone number of the communications device, or may 
request any other identifier ( e.g., a persistent identifier 
and/or a subscriber-unique alias) so as to obtain a measure 
of the creditworthiness of the subscriber. In turn, the mer­
chant may interact with a verifier ( e.g., identity verifier 230). 
Responsive to verification of the communications device in 
possession of the subscriber, the verifier may indicate such 
verification to the communications device. Following veri-
fication of the communications device, the verifier may form 
or create a tie or other type of attachment between the 
communications device and the merchant. Such a tie or other 
type of attachment may be indicated via merchant-assigned 
identifier 480, such as via an email address assigned to the 
mobile device by merchant 460. In particular embodiments, 
the tie or attachment between the mobile device and the Although not explicitly identified in FIG. 4A, a trustwor­

thiness score or trustworthiness measure for a subscriber 
account identifier, a persistent identifier, and/or a subscriber­
unique alias may be developed utilizing additional intelli­
gence layers for associated identifiers and devices. For 
example, in addition to utilizing associations between, for 
example, an authenticated real-world entity and a commu­
nications device to determine additional aspects of a digital 
identity, probabilistic methods can be employed utilizing, 
for example, cross-device networks. Such networks may, for 
example, use a Mobile Advertising identification, a Wi-Fi IP 
address to associate devices, a subscription to a Virtual 
Private Network (VPN) to enhance links between aspects of 
a digital identity. In another example, geolocation may be 
utilized to increase confidence that a real-world identity is 
(indeed) in contact with an IP address known ( or at least 
suspected) to be operating proximate ( e.g., less than 0.5 km) 
to the geolocation of the real-world entity. In another 
example, if a real-world identity can be located within a 
particular ZIP Code, and such as ZIP Code is known to 
envelop certain IP addresses, confidence that the real-world 
identity is (indeed) communicating with the IP address can 
be enhanced. In other instances, a trustworthiness score or a 
trustworthiness measure may be enhanced utilizing data that 
suggests a real-world identity is within the same household 
(e.g. street address) of other, perhaps authenticated real­
world identities. In some instances, determining that mem­
bers of the household utilize the same or similar IP address 
may bring about such increases in trustworthiness score/ 
measures. 

merchant (in an electronic or digital domain) may be 
40 attached ( or appended) to the subscriber account identity 

(e.g., also in electronic or digital domain) corresponding to 
real-world identity 490. 

FIG. 5 is a diagram showing an identity network in an 
electronic or digital domain that is tied to a subscriber's 

45 real-world identify via a subscriber account identifier, 
according to an embodiment 500. FIG. 5 shows a relation­
ship among the subscriber account identifier (e.g., a mobile 
telephone number), which forms a tie between the subscrib­
er's real-world identity and the subscriber's identity in a 

50 digital or electronic domain. It should be noted, however, 
that in other embodiments, a persistent identifier or a sub­
scriber-unique alias may be utilized to form a tie between the 
subscriber's real-world identity and the subscriber's identity 
in a digital or electronic domain. Thus, in FIG. 5, the 

55 subscriber's communications device is first utilized to form 
the tie between the device from the real-world identity of a 
subscriber (e.g., a mobile subscriber) to an electronic or 
digital domain. Following such formation of a tie or link 
between the real-world and the electronic or digital domain, 

60 interactions between a real-world identity and various logi­
cal entities, such as the subscriber's email addresses, can be 
utilized to gain insights with respect to the various online 
behaviors of the real-world identity as such behaviors reflect 
into the digital or electronic domain. In the example of FIG. 

65 5, electronically determined event related to the subscriber 
account identifier 1-303-555-1212 and email address 510 
(JSmith957@gmail.com) provides a tie between such email 

Case 1:26-cv-01325-UNA     Document 1-1     Filed 10/14/26     Page 26 of 38 PageID #: 45



US 12,058,528 B2 
21 22 

New Holstein Wisc.), such probability-based approaches 
may rarely result in an accurate match being electronically 
determined between a real-world entity and an email aspect 
of a digital identity in a digital or electronic domain. In some 

address, utilizing Gmail as the provider, and the subscriber 
account identifier. Likewise, electronically determining an 
event between the real-world identity corresponding to 
1-303-555-1212 and twitter handle 310B (JS@hotdog_157) 
indicates formation of a tie between the subscriber account 
identifier 1-303-555-1212 and twitter.com. 

5 instances, attempting to match twitter handle 310B (e.g., 
JS@hotdog_l 57), may be impossible or virtually impos­
sible. Thus, it may be appreciated that interactions between a 

real-world identity (e.g., a user, mobile subscriber, persona) 
and an aspect of an electronic or digital domain, such as a 
real-world identity interacting with an email address, a 10 

social network account, twitter account, or any other inter­
action among numerous possible interactions by way of a 
communications device, may permit strengthening of ties 
between a node (representing an aspect) of an identity 
network. Such strengthened ties may enhance trustworthi- 15 

ness of a real-world identity. For example, if a link between 
a real-world subscriber and the email address 
jsmith456@gmail.com is determined to be merely a tenuous 
or unverified link, successive interactions may boost or 
strengthen the link between the real-world subscriber and 20 

jsmith456@gmail.com. Such strengthening of links in an 
electronic or digital domain may enhance trustworthiness of 
a real-world identity. On the other hand, if a real-world 
identity regularly ( e.g. in accordance with a historical norm) 
interacts with various aspects of an electronic or digital 25 

domain (e.g., accesses email, social networks, etc. on a 
regular basis, such as more than five per day) and then 
refrains from doing so for an extended period of time (e.g., 
accesses email and/or social network accounts less than once 
per week) such absences may degrade the link between the 30 

digital identity of the subscriber and, for example, 
jsmith456@gmail.com. Such degradations may negatively 
impact the trustworthiness of the real-world subscriber cor­
responding to the digital identity. Accordingly, it may be 
appreciated that a subscriber's trustworthiness may fluctuate 35 

in real-time (or in near-real-time), such as to occasionally 
increase in value and decrease in value, in response to the 
subscriber interactions with aspects of the identity network 

FIG. 7 is a diagram showing changes in ties between or 
among aspects of a subscriber's identity network in an 
electronic or digital domain, according to an embodiment 
700. As shown in FIG. 7, responsive to verification of 
proof-of-possession of a device, such as communications 
device 102 co-located with subscriber 205, ties or other 
attachments among aspects of a digital identity in an elec­
tronic or digital domain may result in increased confidence 
in ascertaining aspects of a subscriber's electronic or digital 
domain. For example, responsive to verification of the 
position of a communications device by a particular sub­
scriber, such as by way of establishing a tie between the 
subscriber account identifier (e.g., 1-303-5551212) and real­
world identity John Smith, correctly identifying additional 
ties in an electronic or digital domain may be possible. 

Hence, as shown in FIG. 7, responsive to a real-world 
identity of subscriber 305A (John Smith) being verifiably in 
possession of, or co-located with, a particular communica­
tions device ( e.g., a communications device corresponding 
to a specific subscriber account identifier, telephone number, 
persistent identifier, subscriber-unique alias, etc.), further 
interactions involving the communications device can 
authoritatively establish links between the real-world iden­
tity and email providers. For example, following electronic 
determination of a particular communications device access­
ing email address 510 (jsmith957@gmail.com), it may be 
straightforward to recognize that the real-world identity for 
subscriber 305A (John Smith) can be linked with email 
provider 705 (Google.com) via such email address. Email 
provider 705 may correspond to digital identity 805, which 
is an aspect of subscriber 305 a in an electronic or digital 
domain. In another example, following the electronic deter­
mination of a particular communications device accessing 
the twitter feed utilizing twitter handle 310B 
(JS@hotdog_l 57), it may be straightforward to recognize 
that the real-world identity for subscriber 305A (John Smith) 
can be linked with twitter.com via the JS@hotdog_l 57 
handle. As a consequence of the formation of authoritative 
links among aspects of a digital identity, additional aspects 
of a real-world identity can be formed. Accordingly, as 
shown in FIG. 7, responsive to subscriber account identifier 
405A (1-303-555-1212) being concretely or authoritatively 

in a digital domain. Such fluctuation in real-time trustwor­
thiness of a real-world identity may range in graduated 40 

levels that may range from a real-world entity being com­
pletely (or virtually) unverified/unauthenticated to a real­
world identity being completely verified/authenticated. In 
some instances, a real-world identity corresponding to a 
subscriber may undergo large and nearly instantaneous 45 

degradations in trustworthiness, perhaps in response to the 
subscriber visiting websites or interacting with devices, 
known to be utilized for transmission of, for example, 
malware or utilized for engaging in other types of potentially 
dangerous behavior. 

FIG. 6 is a diagram showing an identity network in an 
electronic or digital domain showing ties among various 
aspects of a subscriber's identity network, according to an 
embodiment 600. In the embodiment of FIG. 6, which 
involves attempting to match email address 510 of a sub- 55 

scriber in an electronic or digital domain 
(jsmith957@gmail.com) with a real-world identity, such as 
subscriber 305A (John Smith), subscriber 305C (Judy 
Smith), subscriber 605 (Jackson S. Mith), may employ fuzzy 

50 linked with subscriber 305A (John Smith), an address of 
subscriber 305A (John Smith) can also be authoritatively 
determined. 

or imprecise logic which may, for example, lead to potential 60 

possibilities for matching among real-world identities and, 
for example, an email address. Accordingly, although it may 
be possible to determine name and address, of an subscriber, 
such as John Smith living at address 610 (e.g., 123 Main 
Street, Columbus, Ohio), Judy Smith living at address 615 65 

( e.g., 245 Second Street, Los Angeles Calif.), and Jackson S. 
Mith living at address 620 (e.g., 8115, Madeup Boulevard, 

FIG. 8 is a diagram showing modifications to an identity 
network in an electronic or digital domain, according to an 
embodiment 800. As indicated in FIG. 8, following a tie 
being made among aspects of an identity in an electronic or 
digital domain, a tie between a real-world identity and 
digital identity may utilize an aspect other than a subscriber 
account identifier. For example, as shown in FIG. 8, sub­
scriber account identifier 1-303-555-1212 may no longer 
represent an exclusive conduit or tie between real-world 
subscriber 305A (John Smith) and, for example, twitter 
handle 310B (JS@hotdog_157) and/or email address 510 
(jsmith957@gmail.com). Rather, as shown in FIG. 8, in 
view of electronic determinations of interactions between 
the real-world identity of subscriber 305A (John Smith) and 
a particular mobile device ( e.g., a device having a telephone 
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same household and/or having a common (post office) 
mailing address. In particular embodiments, determining 
that John Smith, Jenny Smith, and Patricia Smith share or 
occupy the same household, may involve electronically 

number of 303-555-1212) additional ties in an identity 
network may stem from a particular communications device 
having a subscriber account identifier, for example. Accord­
ingly, further revisions of the identity network of FIG. 8 may 
have no reliance on, and may thus exclude, the subscriber 
account number. In the example of FIG. 8, email addresses 
510 and Twitter handle 310B of the real-life subscriber 305A 
(John Smith) may be authoritatively linked with a commu­
nications device located with subscriber 305A (John Smith) 
rather than with a subscriber account identifier of such 10 

5 determining an IP address of the router or other Wi-Fi 
device, for example, if such Wi-Fi devices are utilized to 
provide network conductivity to the members of the house­
hold. Additionally, as shown in FIG. 11, logical group 1130 

communications device. 
FIG. 9 is a diagram showing modifications to an identity 

network in an electronic or digital domain responsive to use 

(ancillary devices) may comprise devices operated by mem­
ber 1115 (John Smith), such as device 1135 (a smart TV), 
device 1140 (a laptop computer), and device 1145 (an iPad), 
which, for example, may share John Smith's username and 
password. In this context, and "ancillary device" refers to an 
electronic device ( e.g., smart TV 1135, laptop computer of a one-time password, according to an embodiment 900. In 

FIG. 9, responsive to a social network (e.g., Facebook) 
transmitting a one-time password to a communications 
device co-located with real-world identity 820 (e.g., user: 
John Smith) a particular URL can be tied or bound directly 

15 1140, iPad 1145) that is owned or otherwise curated a 
subscriber, such as John Smith. An "ancillary device" may 
also refer to an IOT device, such as a an automated garage 
door opener, sensor, or other device controlled and are 
curated by a subscriber. 

FIG. 12 is an identity network showing interactions to 
modify ties in a subscriber's identity and electronic digital 
domain, according to an embodiment 1200. As shown in 
FIG. 12, members of household 1105 (the Smith household) 
having a physical address 1110 (123 Main Street). Members 

to real-world identity 820 (John Smith). For example, com­
munications device 905 ( device XYZ) may be utilized to 20 

access a social network (Facebook) via a username and/or 
password corresponding to a subscriber. Social network 810 
may be linked to subscriber identifier 405A, which corre­
sponds to subscriber identifier 303-555-1212. However, 
responsive to one-time Facebook password 815 being con­
veyed to a communications device corresponding to sub­
scriber account identifier 303-555-1212, the one-time pass­
word may provide the authoritative link between social 
network 810 (Facebook) and subscriber account identifier 
405A. Additionally, responsive to subscriber account iden­
tifier 405A having a strong tie to social network 810, 
subscriber account identifier 405A may now be used to 
provide a tie to subscriber 305A (John Smith). Additionally, 

25 of household 1105 may all utilize, at least time to time, a 
landline/wireline telephone corresponding to a telephone 
number of 303-555-0123. In the embodiment of FIG. 12, 
even though the landline/wireline telephone may be regis­
tered in the name of John Smith, all members of the Smith 

30 household may be grouped as users of one or more ancillary 
devices (e.g., a landline/wireline telephone). Such ancillary 
devices, such as landline 1210, is physically located within 
the confines of the Smith household and under the care/ 

by way of a tie between subscriber account identifier 405A 
and subscriber 305A (John Smith), other digital identities 35 

can be determined, perhaps with increased authority. 
FIG. 10 is a diagram showing a generalized identity 

network in an electronic or digital domain, according to an 
embodiment 1000. As shown in FIG. 10, responsive to 
establishing a plurality of ties between a real-world identity 40 

(e.g., via a subscriber account identifier, a persistent iden­
tifier, and/or a subscriber-unique alias) and an identity in an 
electronic or digital domain, logical groupings may be 
established in the electronic or digital domain. For example, 
as shown in FIG. 10, subscriber 305A (John Smith) repre- 45 

sented in an electronic or digital domain may be represented 
by identities 1010 (digital identities) as well as devices 1005. 
Within a grouping of digital identities, social network 810 
(Facebook) may be represented along with a user name 
associated with subscriber 305A having a particular user- 50 

name (User: John Smith). Likewise, in an electronic or 
digital domain, subscriber 305 (John Smith) may be repre­
sented via a grouping of devices 1005 comprising identifiers 
for ancillary devices owned or at least curated by subscriber 
305A (John Smith) such as device 905 (device XYZ). 55 

Formation of such logical groupings (e.g., social network 
groupings, device groupings, and so forth) can bring about 
expansion of coverage of a digital identity and an electronic 
or digital domain. 

FIG. 11, shows additional identity networks in an elec- 60 

tronic or digital domain, according to an embodiment 1100. 
In the embodiment of FIG. 11, in response to electronic 
determination that various members of household 1105 
("Smith" household) may be residing at a similar or even 
identical IP address, such as may be the case in response to 65 

member 1115 (John Smith), member 1120 (Jenny Smith), 
and member 1125 (Patricia Smith) sharing or occupying the 

duration of John, Jenny, and/or Patricia Smith. Accordingly, 
a direct tie may be made between household 1105 (the Smith 
household) and landline 1210 (corresponding to 303-555-
0123). Further, landline 1210, along with mobile 1207, may 
form members of phones group 1205. 

It may be appreciated that such expansions in customer 
relations management data may be achieved when querying 
any member of a particular household. Accordingly, identity 
networks can be expanded within households, increasing the 
overall knowledge possessed by a customer relations man­
agement system. Accordingly, by leveraging the digital-to-
real-world connection, it becomes possible to create a 
domain-spanning network that ties digital identities and 
real-world identities. 

In FIG. 13, computing device 702 may provide one or 
more sources of executable computer instructions in the 
form of physical states and/or signals (e.g., stored in 
memory states), for example. Computing device 1302 may 
communicate with computing device 1304 by way of a 
network connection, such as via network 1308, for example. 
As previously mentioned, a connection, while physical, may 
be virtual while not necessarily being tangible. Although 
computing device 1304 of FIG. 13 shows various tangible, 
physical components, claimed subject matter is not limited 
to a computing devices having only these tangible compo­
nents as other implementations and/or embodiments may 
include alternative arrangements that may comprise addi­
tional tangible components or fewer tangible components, 
for example, that function differently while achieving simi­
lar results. Rather, examples are provided merely as illus­
trations. It is not intended that claimed subject matter be 
limited in scope to illustrative examples. 

Memory 1322 may comprise any non-transitory storage 
medium. Memory 1322 may comprise, for example, primary 
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memory 1324 and secondary memory 1326, additional 
memory circuits may be used. Memory 1322 may comprise, 
for example, random access memory, read only memory, 
etc., such as in the form of one or more storage devices 
and/or systems, such as, for example, a disk drive including 
an optical disc drive, a tape drive, a solid-state memory 
drive, etc., just to name a few examples. 

Memory 1322 may comprise one or more articles utilized 
to store a program of executable computer instructions. For 
example, processor 1320 may fetch executable instructions 
from memory and proceed to execute the fetched instruc­
tions. Memory 1322 may also comprise a memory controller 
for accessing device readable-medium 1340 that may carry 
and/or make accessible digital content, which may include 
code, and/or instructions, for example, executable by pro­
cessor 1320 and/or some other device, such as a controller, 
as one example, capable of executing computer instructions, 
for example. Under direction of processor 1320, a non­
transitory memory, such as memory cells storing physical 
states ( e.g., memory states), comprising, for example, a 
program of executable computer instructions, may be 
executed by processor 1320 and able to generate signals to 
be communicated via a network, for example, as previously 
described. Generated signals may also be stored in memory, 
also previously suggested. 

26 
puting procedure and/or process. By way of example, but 
not limitation, processor 1320 may comprise one or more 
processors, such as controllers, microprocessors, microcon­
trollers, application specific integrated circuits, digital signal 

5 processors, programmable logic devices, field program­
mable gate arrays, the like, or any combination thereof. In 
various implementations and/or embodiments, processor 
1320 may perform signal processing, typically substantially 
in accordance with fetched executable computer instruc-

10 tions, such as to manipulate signals and/or states, to con­
struct signals and/or states, etc., with signals and/or states 
generated in such a marmer to be communicated and/or 
stored in memory, for example. 

FIG. 13 also illustrates device 1304 as including a com-
15 ponent 1332 operable with input/output devices, communi­

cation interface 1330, and communication bus 1315, for 
example, so that signals and/or states may be appropriately 
communicated between devices, such as device 1304 and an 
input device and/or device 1304 and an output device. A user 

20 may make use of an input device, such as a computer mouse, 
stylus, track ball, keyboard, and/or any other similar device 
capable of receiving user actions and/or motions as input 
signals. Likewise, for a device having speech to text capa­
bility, a user may speak to generate input signals. Likewise, 

25 a user may make use of an output device, such as a display, 
a printer, etc., and/or any other device capable of providing 
signals and/or generating stimuli for a user, such as visual 
stimuli, audio stimuli and/or other similar stimuli. 

Memory 1322 may store electronic files and/or electronic 
documents, such as relating to one or more users, and may 
also comprise a machine-readable medium that may carry 
and/or make accessible content, including code and/or 
instructions, for example, executable by processor 1320 30 

and/or some other device, such as a controller, as one 
example, capable of executing computer instructions, for 
example. As previously mentioned, the term electronic file 
and/or the term electronic document are used throughout this 
document to refer to a set of stored memory states and/or a 35 

set of physical signals associated in a manner so as to 
thereby form an electronic file and/or an electronic docu­
ment. That is, it is not meant to implicitly reference a 
particular syntax, format and/or approach used, for example, 
with respect to a set of associated memory states and/or a set 40 

of associated physical signals. It is further noted an asso­
ciation of memory states, for example, may be in a logical 
sense and not necessarily in a tangible, physical sense. Thus, 
although signal and/or state components of an electronic file 
and/or electronic document, are to be associated logically, 45 

storage thereof, for example, may reside in one or more 
different places in a tangible, physical memory, in an 
embodiment. 

Example Implementation 

A possible plan (among numerous possible plans) for 
implementation of a communications device information 
identity network may include the use of a database for 
providing graphs in an electronic or digital domain, which 
correspond to identity networks. However, in some 
instances, while such a database they be utilized to store an 
entirety of parameters corresponding to numerous real­
world identities, relationships, and/or nodes corresponding 
to aspects of a real-world identity, it may be appreciated that 
modeling such identity networks can become computation-
ally inefficient, especially in response to modeling certain 
types of relationships. 

For example, in a graph database suitable for modeling 
identity networks, communications devices may be more 
tightly tied or attached to a real-world identity (e.g., user, 
subscriber, persona, etc.) via a device and SIM card. How­
ever, a SIM card may store parameters that relate or tie back 
to a communication services carrier. Accordingly, modeling Algorithmic descriptions and/or symbolic representations 

are examples of techniques used by those of ordinary skill in 
the signal processing and/or related arts to convey the 
substance of their work to others skilled in the art. An 
algorithm is, in the context of the present patent application, 
and generally, is considered to be a self-consistent sequence 

50 real-world identities in an electronic or digital domain, such 
as corresponding to a ported device having a tie or other type 
of relationship with a new communication services carrier 
(such as by way of porting to a new communication services 
carrier) may point or be directed toward a new carrier. 

In an example implementation, however, may give rise to 
an identity graph for a first communication services carrier 
may comprise, for example, over 100,000,000 edges. Such 
a large number of edges may result in such a node unduly 
inefficient sense, at least in some implementations, a graph 

of operations and/or similar signal processing leading to a 55 

desired result. In the context of the present patent applica­
tion, operations and/or processing involve physical manipu­
lation of physical quantities. Typically, although not neces­
sarily, such quantities may take the form of electrical and/or 
magnetic signals and/or states capable of being stored, 
transferred, combined, compared, processed and/or other­
wise manipulated, for example, as electronic signals and/or 
states making up components of various forms of digital 
content, such as signal measurements, text, images, video, 
audio, etc. 

60 databases suitable for modeling an identity network may 
operate most efficiently when no node includes more than a 
few dozen edges or relationships connected between or 
among nodes. 

Additionally, it is possible that certain nodes of the graph 
65 to comprise or referring to sensitive content ( e.g., personally 

identify information). In some instances, databases for pro­
viding graphs that correspond to identity networks may not 

Processor 1320 may comprise one or more circuits, such 
as digital circuits, to perform at least a portion of a com-
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be configured to operate in a manner that protects highly 
sensitive data, such as personally identifiable information, 
account numbers, etc. Further, applying parameters related 

28 
a document databases, again keyed or triggered by a smaller 
set of keys ( e.g., PID, PFA, etc.) or an address identifier key, 
for example. Finally, large groupings of normalized data can 
be stored in relational databases. Thus, for example, in an 

5 instant such as described above, in which greater than 
100,000,000 phone numbers may share a single communi­
cation services carrier, the data can be stored and related 
through a relational database, which does not suffer from 
slowdowns based, at least in part, on a large number of 

to transactions in the graph database may introduce addi­
tional inefficiency. For example, a communications device 
that authenticates numerous times ( e.g., between 10 and 30 
times) may give rise to a threshold at which a graph 
corresponding to an identity network may approach, for 
example, tens of thousands of nodes ( e.g., wherein each 
transaction may represent an aspect of electronic or digital 
identity) and edges (representing relationships between 
aspects of an electronic or digital entity) for a single sub­
scriber. Accordingly, it may be appreciated that such a 
system could introduce process efficiencies especially as 
such relate to recovery of an identity in electronic or digital 15 

domain. 

10 occurrences of related data. 

Thus, a hybrid system may be constructed, in which 
sensitive content is not stored within the graph (representing 
the identity network) directly. Rather, sensitive content or 
parameters may be stored in databases separate from data- 20 

bases utilized to store parameters related to subscriber 
identity networks. For example, transactional data may be 
best suited for storage within a transactional database, such 
as Hadoop, or Cassandra. Such databases are specifically 
designed around time-stamped, transactional data in large 25 

quantities, tied to a single key lookup (such as, in this 
instance, the persona or phone identifier, such as PID or PF A 
values.). 

Hadoop refers to a distributed computing system, which 
employs a map-reduce type of architecture. In the context of 30 

the present patent application, the terms map-reduce archi­
tecture and/or similar terms are intended to refer to a 
distributed computing system implementation and/or 
embodiment for processing and/or for generating larger sets 
of signal samples employing map and/or reduce operations 35 

for a parallel, distributed process performed over a network 
of devices. A map operation and/or similar terms refer to 
processing of signals (e.g., signal samples) to generate one 
or more key-value pairs and to distribute the one or more 
pairs to one or more devices of the system ( e.g., network). 40 

A reduce operation and/or similar terms refer to processing 
of signals ( e.g., signal samples) via a summary operation 
( e.g., such as counting the number of real-world of identities 

Thus, by leveraging a hybrid system, utilizing databases 
specialized for particular types of data, it may be possible to 
optimize certain aspects of database management of identity 
networks so as to permit overall storage with increased 
speed. 

A phone number, for example, or any other type of 
subscriber account identifier found through authentication, 
or a personal identifier such as a merchant's customer ID, 
can be initially found in the graph database that represents 
an identity network. Finding such an identifier may be 
utilized to recover the persona or phone identifier corre-
sponding to a real-world identity (e.g., subscriber, user, 
persona, etc.). In turn, such an identifier may be utilized as 
the key to the other databases, retrieving transactional data 
to enable building of a current picture of trust. Document 
data to build the underlying real-world identity and the 
identity in an electronic or digital domain corresponding to 
the real-world identity, and (as needed) relational data may 
be used to extract a picture of large and otherwise unwieldy 
connections. 

Thus, such "separation of responsibility," in which a 
plurality of databases may be permitted to perform optimally 
as a function of datatypes stored within each database, may 
permit optimal operation and management of a large-scale 
system of identity networks. Further, since each query can 
be performed in parallel with other queries, rapid association 
of all needed data corresponding to a real-world identity 
may provide a complete picture of a real-world identity, and 
time periods that do not exceed 50 milliseconds. 

Accordingly, in an implementation, in response to a 
subscriber account identifier ( e.g., a telephone number, 
persistent ID, and/or a subscriber-unique alias) being sent to 
an identity verifier in connection with any type of authen­
tication, auditing, and/or verification operation, the phone 
number, being unique or at least virtually unique, may bring 
about a rapid lookup in the graph database, typically per-
formed in under 10 ms. The subscriber account identifier 
edge nodes associated with the identifier, or aspects of a 
digital identity network, can be retrieved virtually instantly, 

50 and can be extended to retrieve the connected real-world 

in a queue, yielding frequencies of subscriber account iden­
tifiers, persistent identifiers, etc.). A system may employ 45 

such an architecture, such as by marshaling distributed 
server devices, executing various tasks in parallel, and/or 
managing communications, such as signal transfers, 
between various parts of the system ( e.g., network), in an 
embodiment. Hadoop refers to an open source implementa­
tion and/or embodiment of a map-reduce type architecture 
(available from the Apache Software Foundation, 1901 
Munsey Drive, Forrest Hill, MD, 21050-2747), but may 
include other aspects, such as the Hadoop distributed file 
system (HDFS) (available from the Apache Software Faun- 55 

dation, 1901 Munsey Drive, Forrest Hill, MD, 21050-2747). 
In general, therefore, "Hadoop" and/or similar terms ( e.g., 
"Hadoop-type," etc.) refer to an implementation and/or 
embodiment of a scheduler for executing larger processing 
jobs using a map-reduce architecture over a distributed 60 

system. Furthermore, in the context of the present patent 
application, use of the term "Hadoop" is intended to include 
versions, presently kuown and/or to be later developed. 

In addition, large quantities of textual data may be best 
stored in document databases, so the persona nodes in the 65 

electronic or digital domain need not contain a large history 
of data. In these instances, such data can instead be stored in 

identity as part of the initial search with little to no overhead. 
In general, it may be appreciated that in many instances 
accessing an identity graph in an electronic or digital domain 
may occur in non-real-time scenarios. Thus, even in 
response to a large number of entities, such as greater than 
1000 (which may be relatively uncommon) accessing an 
identity graph in an electronic or digital domain need not 
represent any type of bottleneck in a subscriber authentica­
tion process. 

In particular embodiments, responsive to a primary real­
world entity node being retrieved from a node of an elec­
tronic or digital domain may be associated with keying 
parameters so as to permit retrieval of personally identifiable 
information, for example, from additional (secured) data­
bases. For example, a retrieved key may permit retrieval of 
documents from a document database, and a PFA (Payfone 
Alias) or other subscriber-unique identifier may be utilized 
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tangible components are tangibly in direct physical contact. 
Nonetheless, "coupled" is also used to mean that two or 
more tangible components and/or the like are not necessarily 
tangibly in direct physical contact, but are able to co-

to identify and/or retrieve parameters relevant to databases 
that store transactions records. Thus, parameters relevant to 
various aspects of a subscriber's electronic or digital domain 
may be retrieved nearly instantaneously, and thus be ready 
for use on a real-time basis. In cases in which trustworthi­
ness parameters, trust scores, etc. are to be provided, sepa­
rate transactional and document databases may be utilized to 
supply requested parameters. 

In an instance in which a customer passes a customer ID 
(e.g., such as a transaction signed by a merchant), transac­
tional parameters may be stored in a relational database, as 
each merchant could have thousands to millions of customer 
IDs. However, in a relational database, a customer ID may 
map directly to a real-world entity ID, which may represent 
a unique identifier of a node in a graph database representing 
the identity network in an electronic or digital domain. 
Accordingly, such maps may represent a series of brief 
accesses of unique identification parameters, which may 
characterize a number of aspects of a real-world subscriber. 
Accordingly, as described hereinabove, responsive to a 
real-world identifier (e.g., a subscriber account identifier, a 
persistent identifier, a subscriber-unique alias, etc.) has been 
obtained, relevant parameters data may be obtained in 
durations typically measured in single-digit milliseconds. 
Accordingly, it may be appreciated that parameters regard­
ing a large number of subscribers may be obtained in a small 
fraction of a second. 

5 operate, liaise, and/or interact, such as, for example, by 
being "optically coupled." Likewise, the term "coupled" is 
also understood to mean indirectly connected. It is further 
noted, in the context of the present patent application, since 
memory, such as a memory component and/or memory 

10 states, is intended to be non-transitory, the term physical, at 
least if used in relation to memory necessarily implies that 
such memory components and/or memory states, continuing 
with the example, are tangible. 

Unless otherwise indicated, in the context of the present 
15 patent application, the term "or" if used to associate a list, 

such as A, B, or C, is intended to mean A, B, and C, here 
used in the inclusive sense, as well as A, B, or C, here used 
in the exclusive sense. With this understanding, "and" is 
used in the inclusive sense and intended to mean A, B, and 

20 C; whereas "and/or" can be used in an abundance of caution 
to make clear that all of the foregoing meanings are 
intended, although such usage is not required. In addition, 
the term "one or more" and/or similar terms is used to 
describe any feature, structure, characteristic, and/or the like 

In one instance, utilizing a simple, relatively rudimentary 
system, between 25,000 and 50,000 transactions per second 
are possible, while conducting database operations within 
normal parameters. Thus, the methodology outlined above is 
believed to be powerful yet highly performant. 

25 in the singular, "and/or" is also used to describe a plurality 
and/or some other combination of features, structures, char­
acteristics, and/or the like. Likewise, the term "based on" 
and/or similar terms are understood as not necessarily 
intending to convey an exhaustive list of factors, but to allow 

30 for existence of additional factors not necessarily expressly 
described. 

In the context of the present patent application, the term 
"connection," the term "component" and/or similar terms 
are intended to be physical, but are not necessarily always 35 

tangible. Whether or not these terms refer to tangible subject 
matter, thus, may vary in a particular context of usage. As an 
example, a tangible connection and/or tangible connection 
path may be made, such as by a tangible, electrical connec­
tion, such as an electrically conductive path comprising 40 

metal or other conductor, that is able to conduct electrical 
current between two tangible components. Likewise, a tan­
gible connection path may be at least partially affected 
and/or controlled, such that, as is typical, a tangible con­
nection path may be open or closed, at times resulting from 45 

influence of one or more externally derived signals, such as 
external currents and/or voltages, such as for an electrical 
switch. Non-limiting illustrations of an electrical switch 
include a transistor, a diode, etc. However, a "connection" 
and/or "component," in a particular context of usage, like- 50 

wise, although physical, can also be non-tangible, such as a 
connection between a client and a server over a network, 
particularly a wireless network, which generally refers to the 
ability for the client and server to transmit, receive, and/or 
exchange communications, as discussed in more detail later. 55 

In a particular context of usage, such as a particular 
context in which tangible components are being discussed, 
therefore, the terms "coupled" and "connected" are used in 
a manner so that the terms are not synonymous. Similar 
terms may also be used in a manner in which a similar 60 

intention is exhibited. Thus, "connected" is used to indicate 
that two or more tangible components and/or the like, for 
example, are tangibly in direct physical contact. Thus, using 
the previous example, two tangible components that are 
electrically connected are physically connected via a tan- 65 

gible electrical connection, as previously discussed. How­
ever, "coupled," is used to mean that potentially two or more 

Furthermore, it is intended, for a situation that relates to 
implementation of claimed subject matter and is subject to 
testing, measurement, and/or specification regarding degree, 
that the particular situation be understood in the following 
manner. As an example, in a given situation, assume a value 
of a physical property is to be measured. If alternatively 
reasonable approaches to testing, measurement, and/or 
specification regarding degree, at least with respect to the 
property, continuing with the example, is reasonably likely 
to occur to one of ordinary skill, at least for implementation 
purposes, claimed subject matter is intended to cover those 
alternatively reasonable approaches unless otherwise 
expressly indicated. As an example, if a plot of measure­
ments over a region is produced and implementation of 
claimed subject matter refers to employing a measurement 
of slope over the region, but a variety of reasonable and 
alternative techniques to estimate the slope over that region 
exist, claimed subject matter is intended to cover those 
reasonable alternative techniques unless otherwise expressly 
indicated. 

To the extent claimed subject matter is related to one or 
more particular measurements, such as with regard to physi­
cal manifestations capable of being measured physically, 
such as, without limit, temperature, pressure, voltage, cur­
rent, electromagnetic radiation, etc., it is believed that 
claimed subject matter does not fall with the abstract idea 
judicial exception to statutory subject matter. Rather, it is 
asserted, that physical measurements are not mental steps 
and, likewise, are not abstract ideas. 

It is noted, nonetheless, that a typical measurement model 
employed is that one or more measurements may respec­
tively comprise a sum of at least two components. Thus, for 
a given measurement, for example, one component may 
comprise a deterministic component, which in an ideal 
sense, may comprise a physical value ( e.g., sought via one 
or more measurements), often in the form of one or more 
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from being of a "type" and/or being "like," (such as being 
an "optical-type" or being "optical-like," for example) if the 
minor variations are sufficiently minor so that the feature, 
structure, characteristic, and/or the like would still be con-

signals, signal samples and/or states, and one component 
may comprise a random component, which may have a 
variety of sources that may be challenging to quantify. At 
times, for example, lack of measurement precision may 
affect a given measurement. Thus, for claimed subject 
matter, a statistical or stochastic model may be used in 
addition to a deterministic model as an approach to identi­
fication and/or prediction regarding one or more measure­
ment values that may relate to claimed subject matter. 

5 sidered to be substantially present with such variations also 
present. Thus, continuing with this example, the terms 
optical-type and/or optical-like properties are necessarily 
intended to include optical properties. Likewise, the terms 
electrical-type and/or electrical-like properties, as another 

For example, a relatively large number of measurements 
may be collected to better estimate a deterministic compo­
nent. Likewise, if measurements vary, which may typically 
occur, it may be that some portion of a variance may be 
explained as a deterministic component, while some portion 
of a variance may be explained as a random component. 
Typically, it is desirable to have stochastic variance associ­
ated with measurements be relatively small, if feasible. That 

10 example, are necessarily intended to include electrical prop­
erties. It should be noted that the specification of the present 
patent application merely provides one or more illustrative 
examples and claimed subject matter is intended to not be 
limited to one or more illustrative examples; however, again, 

15 as has always been the case with respect to the specification 
of a patent application, particular context of description 
and/or usage provides helpful guidance regarding reason­
able inferences to be drawn. is, typically, it may be preferable to be able to account for a 

reasonable portion of measurement variation in a determin­
istic manner, rather than a stochastic matter as an aid to 20 

identification and/or predictability. 
Along these lines, a variety of techniques have come into 

use so that one or more measurements may be processed to 
better estimate an underlying deterministic component, as 
well as to estimate potentially random components. These 25 

techniques, of course, may vary with details surrounding a 
given situation. Typically, however, more complex problems 
may involve use of more complex techniques. In this regard, 
as alluded to above, one or more measurements of physical 
manifestations may be modelled deterministically and/or 30 

stochastically. Employing a model permits collected mea­
surements to potentially be identified and/or processed, 
and/or potentially permits estimation and/or prediction of an 
underlying deterministic component, for example, with 
respect to later measurements to be taken. A given estimate 35 

may not be a perfect estimate; however, in general, it is 
expected that on average one or more estimates may better 
reflect an underlying deterministic component, for example, 
if random components that may be included in one or more 
obtained measurements, are considered. Practically speak- 40 

ing, of course, it is desirable to be able to generate, such as 
through estimation approaches, a physically meaningful 
model of processes affecting measurements to be taken. 

In some situations, however, as indicated, potential influ­
ences may be complex. Therefore, seeking to understand 45 

appropriate factors to consider may be particularly challeng­
ing. In such situations, it is, therefore, not unusual to employ 
heuristics with respect to generating one or more estimates. 
Heuristics refers to use of experience related approaches that 
may reflect realized processes and/or realized results, such 50 

as with respect to use of historical measurements, for 
example. Heuristics, for example, may be employed in 
situations where more analytical approaches may be overly 
complex and/or nearly intractable. Thus, regarding claimed 
subject matter, an innovative feature may include, in an 55 

example embodiment, heuristics that may be employed, for 
example, to estimate and/or predict one or more measure­
ments. 

It is further noted that the terms "type" and/or "like," if 
used, such as with a feature, structure, characteristic, and/or 60 

the like, using "optical" or "electrical" as simple examples, 
means at least partially of and/or relating to the feature, 
structure, characteristic, and/or the like in such a way that 
presence of minor variations, even variations that might 
otherwise not be considered fully consistent with the feature, 65 

structure, characteristic, and/or the like, do not in general 
prevent the feature, structure, characteristic, and/or the like 

With advances in technology, it has become more typical 
to employ distributed computing and/or communication 
approaches in which portions of a process, such as signal 
processing of signal samples, for example, may be allocated 
among various devices, including one or more client devices 
and/or one or more server devices, via a computing and/or 
communications network, for example. A network may 
comprise two or more devices, such as network devices 
and/or computing devices, and/or may couple devices, such 
as network devices and/or computing devices, so that signal 
communications, such as in the form of signal packets 
and/or signal frames (e.g., comprising one or more signal 
samples), for example, may be exchanged, such as between 
a server device and/or a client device, as well as other types 
of devices, including between wired and/or wireless devices 
coupled via a wired and/or wireless network, for example. 

In the context of the present patent application, the term 
network device refers to any device capable of communi­
cating via and/or as part of a network and may comprise a 
computing device. While network devices may be capable of 
communicating signals (e.g., signal packets and/or frames), 
such as via a wired and/or wireless network, they may also 
be capable of performing operations associated with a 
computing device, such as arithmetic and/or logic opera­
tions, processing and/or storing operations (e.g., storing 
signal samples), such as in memory as tangible, physical 
memory states, and/or may, for example, operate as a server 
device and/or a client device in various embodiments. Net-
work devices capable of operating as a server device, a client 
device and/or otherwise, may include, as examples, dedi­
cated rack-mounted servers, desktop computers, laptop 
computers, set top boxes, tablets, netbooks, smart phones, 
wearable devices, integrated devices combining two or more 
features of the foregoing devices, and/or the like, or any 
combination thereof. As mentioned, signal packets and/or 
frames, for example, may be exchanged, such as between a 
server device and/or a client device, as well as other types 
of devices, including between wired and/or wireless devices 
coupled via a wired and/or wireless network, for example, or 
any combination thereof. It is noted that the terms, server, 
server device, server computing device, server computing 
platform and/or similar terms are used interchangeably. 
Similarly, the terms client, client device, client computing 
device, client computing platform and/or similar terms are 
also used interchangeably. While in some instances, for ease 
of description, these terms may be used in the singular, such 
as by referring to a "client device" or a "server device," the 
description is intended to encompass one or more client 
devices and/or one or more server devices, as appropriate. 
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Along similar lines, references to a "database" are under­
stood to mean, one or more databases and/or portions 
thereof, as appropriate. 

It should be understood that for ease of description, a 
network device (also referred to as a networking device) 
may be embodied and/or described in terms of a computing 
device and vice-versa. However, it should further be under­
stood that this description should in no way be construed so 
that claimed subject matter is limited to one embodiment, 
such as a computing device exclusively and/or a network 
device exclusively, but, instead, may be embodied as a 
variety of devices or combinations thereof, including, for 
example, one or more illustrative examples. 

A network may also include now known, and/or to be later 
developed arrangements, derivatives, and/or improvements, 
including, for example, past, present and/or future mass 
storage, such as network attached storage (NAS), a storage 
area network (SAN), and/or other forms of device readable 
media, for example. A network may include a portion of the 
Internet, one or more local area networks (LANs), one or 
more wide area networks (WANs), wire-line type connec­
tions, wireless type connections, other connections, or any 
combination thereof. Thus, a network may be worldwide in 
scope and/or extent. Likewise, sub-networks, such as may 
employ differing architectures and/or may be substantially 
compliant and/or substantially compatible with differing 
protocols, such as network computing and/or communica­
tions protocols ( e.g., network protocols), may interoperate 
within a larger network. 

34 
without limitation, all or a portion of the Internet. Thus, for 
example, a private network "in the cloud" may refer to a 
private network that comprises a subset of the Internet. 
Although signal packet and/or frame communications ( e.g. 

5 signal communications) may employ intermediate devices 
of intermediate nodes to exchange signal packets and/or 
signal frames, those intermediate devices may not necessar­
ily be included in the private network by not being a source 
or designated destination for one or more signal packets 

10 and/or signal frames, for example. It is understood in the 
context of the present patent application that a private 
network may direct outgoing signal communications to 
devices not in the private network, but devices outside the 
private network may not necessarily be able to direct 

15 inbound signal communications to devices included in the 
private network. 

The Internet refers to a decentralized global network of 
interoperable networks that comply with the Internet Proto­
col (IP). It is noted that there are several versions of the 

20 Internet Protocol. The term Internet Protocol, IP, and/or 
similar terms are intended to refer to any version, now 
known and/or to be later developed. The Internet includes 
local area networks (LANs), wide area networks (WANs), 
wireless networks, and/or long haul public networks that, for 

25 example, may allow signal packets and/or frames to be 
communicated between LANs. The term World Wide Web 

In the context of the present patent application, the term 30 

sub-network and/or similar terms, if used, for example, with 
respect to a network, refers to the network and/or a part 
thereof. Sub-networks may also comprise links, such as 
physical links, connecting and/or coupling nodes, so as to be 
capable to communicate signal packets and/or frames 35 

between devices of particular nodes, including via wired 
links, wireless links, or combinations thereof. Various types 

(WWW or Web) and/or similar terms may also be used, 
although it refers to a part of the Internet that complies with 
the Hypertext Transfer Protocol (HTTP). For example, net­
work devices may engage in an HTTP session through an 
exchange of appropriately substantially compatible and/or 
substantially compliant signal packets and/or frames. It is 
noted that there are several versions of the Hypertext Trans­
fer Protocol. The term Hypertext Transfer Protocol, HTTP, 
and/or similar terms are intended to refer to any version, 
now known and/or to be later developed. It is likewise noted 
that in various places in this document substitution of the 
term Internet with the term World Wide Web ("Web") may 
be made without a significant departure in meaning and may, 
therefore, also be understood in that manner if the statement 
would remain correct with such a substitution. 

of devices, such as network devices and/or computing 
devices, may be made available so that device interoper­
ability is enabled and/or, in at least some instances, may be 40 

transparent. In the context of the present patent application, 
the term "transparent," if used with respect to devices of a 
network, refers to devices communicating via the network in 
which the devices are able to communicate via one or more 
intermediate devices, such as one or more intermediate 
nodes, but without the communicating devices necessarily 
specifying the one or more intermediate nodes and/or the 
one or more intermediate devices of the one or more 

Although claimed subject matter is not in particular 
limited in scope to the Internet and/or to the Web; nonethe­
less, the Internet and/or the Web may without limitation 

45 provide a useful example of an embodiment at least for 
purposes of illustration. As indicated, the Internet and/or the 
Web may comprise a worldwide system of interoperable 
networks, including interoperable devices within those net-

intermediate nodes and/or, thus, may include within the 
network the devices communicating via the one or more 50 

intermediate nodes and/or the one or more intermediate 

works. The Internet and/or Web has evolved to a public, 
self-sustaining facility accessible to potentially billions of 
people or more worldwide. Also, in an embodiment, and as 

devices of the one or more intermediate nodes, but may 
engage in signal communications as if such intermediate 
nodes and/or intermediate devices are not necessarily 
involved. For example, a router may provide a link and/or 
connection between otherwise separate and/or independent 
LANs. 

In the context of the present patent application, a "private 
network" refers to a particular, limited set of devices, such 
as network devices and/or computing devices, able to com­
municate with other devices, such as network devices and/or 
computing devices, in the particular, limited set, such as via 
signal packet and/or signal frame communications, for 
example, without a need for re-routing and/or redirecting 
signal communications. A private network may comprise a 
stand-alone network; however, a private network may also 
comprise a subset of a larger network, such as, for example, 

mentioned above, the terms "WWW" and/or "Web" refer to 
a part of the Internet that complies with the Hypertext 
Transfer Protocol. The Internet and/or the Web, therefore, in 

55 the context of the present patent application, may comprise 
a service that organizes stored digital content, such as, for 
example, text, images, video, etc., through the use of hyper­
media, for example. It is noted that a network, such as the 
Internet and/or Web, may be employed to store electronic 

60 files and/or electronic documents. 
A Hyper Text Markup Language ("HTML"), for example, 

may be utilized to specify digital content and/or to specify 
a format thereof, such as in the form of an electronic file 
and/or an electronic document, such as a Web page, Web 

65 site, etc., for example. An Extensible Markup Language 
("XML") may also be utilized to specify digital content 
and/or to specify a format thereof, such as in the form of an 
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electronic file and/or an electronic document, such as a Web 
page, Web site, etc., in an embodiment. Of course, HTML 
and/or XML are merely examples of "markup" languages, 
provided as non-limiting illustrations. Furthermore, HTML 
and/or XML are intended to refer to any version, now known 
and/or to be later developed, of these languages. Likewise, 
claimed subject matter are not intended to be limited to 
examples provided as illustrations, of course. 

In the context of the present patent application, the term 
"Web site" and/or similar terms refer to Web pages that are 
associated electronically to form a particular collection 
thereof. Also, in the context of the present patent application, 
"Web page" and/or similar terms refer to an electronic file 
and/or an electronic document accessible via a network, 
including by specifying a URL for accessibility via the Web, 
in an example embodiment. As alluded to above, in one or 
more embodiments, a Web page may comprise digital con­
tent coded (e.g., via computer instructions) using one or 
more languages, such as, for example, markup languages, 
including HTML and/or XML, although claimed subject 
matter is not limited in scope in this respect. Also, in one or 
more embodiments, application developers may write code 
(e.g., computer instructions) in the form of JavaScript (or 
other programming languages), for example, executable by 
a computing device to provide digital content to populate an 
electronic document and/or an electronic file in an appro­
priate format, such as for use in a particular application, for 
example. Use of the term "JavaScript" and/or similar terms 
intended to refer to one or more particular programming 
languages are intended to refer to any version of the one or 
more programming languages identified, now known and/or 
to be later developed. Thus, JavaScript is merely an example 
programming language. As was mentioned, claimed subject 
matter is not intended to be limited to examples and/or 
illustrations. 

In the context of the present patent application, the terms 
"entry," "electronic entry," "document," "electronic docu­
ment," "content,", "digital content," "item," and/or similar 
terms are meant to refer to signals and/or states in a physical 
format, such as a digital signal and/or digital state format, 
e.g., that may be perceived by a user if displayed, played, 
tactilely generated, etc. and/or otherwise executed by a 
device, such as a digital device, including, for example, a 
computing device, but otherwise might not necessarily be 
readily perceivable by humans ( e.g., if in a digital format). 
Likewise, in the context of the present patent application, 
digital content provided to a user in a form so that the user 
is able to readily perceive the underlying content itself ( e.g., 
content presented in a form consumable by a human, such as 
hearing audio, feeling tactile sensations and/or seeing 
images, as examples) is referred to, with respect to the user, 
as "consuming" digital content, "consumption" of digital 
content, "consumable" digital content and/or similar terms. 
For one or more embodiments, an electronic document 
and/or an electronic file may comprise a Web page of code 
(e.g., computer instructions) in a markup language executed 
or to be executed by a computing and/or networking device, 
for example. In another embodiment, an electronic docu­
ment and/or electronic file may comprise a portion and/or a 
region of a Web page. However, claimed subject matter is 
not intended to be limited in these respects. 

Also, for one or more embodiments, an electronic docu­
ment and/or electronic file may comprise a number of 
components. As previously indicated, in the context of the 
present patent application, a component is physical, but is 
not necessarily tangible. As an example, components with 
reference to an electronic document and/or electronic file, in 

36 
one or more embodiments, may comprise text, for example, 
in the form of physical signals and/or physical states ( e.g., 
capable of being physically displayed). Typically, memory 
states, for example, comprise tangible components, whereas 

5 physical signals are not necessarily tangible, although sig­
nals may become ( e.g., be made) tangible, such as if 
appearing on a tangible display, for example, as is not 
uncommon. Also, for one or more embodiments, compo­
nents with reference to an electronic document and/or elec-

10 tronic file may comprise a graphical object, such as, for 
example, an image, such as a digital image, and/or sub­
objects, including attributes thereof, which, again, comprise 
physical signals and/or physical states ( e.g., capable of being 
tangibly displayed). In an embodiment, digital content may 

15 comprise, for example, text, images, audio, video, and/or 
other types of electronic documents and/or electronic files, 
including portions thereof, for example. 

Also, in the context of the present patent application, the 
term parameters (e.g., one or more parameters) refer to 

20 material descriptive of a collection of signal samples, such 
as one or more electronic documents and/or electronic files, 
and exist in the form of physical signals and/or physical 
states, such as memory states. For example, one or more 
parameters, such as referring to an electronic document 

25 and/or an electronic file comprising an image, may include, 
as examples, time of day at which an image was captured, 
latitude and longitude of an image capture device, such as a 
camera, for example, etc. In another example, one or more 
parameters relevant to digital content, such as digital content 

30 comprising a technical article, as an example, may include 
one or more authors, for example. Claimed subject matter is 
intended to embrace meaningful, descriptive parameters in 
any format, so long as the one or more parameters comprise 
physical signals and/or states, which may include, as param-

35 eter examples, collection name (e.g., electronic file and/or 
electronic document identifier name), technique of creation, 
purpose of creation, time and date of creation, logical path 
if stored, coding formats ( e.g., type of computer instructions, 
such as a markup language) and/or standards and/or speci-

40 fications used so as to be protocol compliant ( e.g., meaning 
substantially compliant and/or substantially compatible) for 
one or more uses, and so forth. 

Signal packet communications and/or signal frame com­
munications, also referred to as signal packet transmissions 

45 and/or signal frame transmissions (or merely "signal pack­
ets" or "signal frames"), may be communicated between 
nodes of a network, where a node may comprise one or more 
network devices and/or one or more computing devices, for 
example. As an illustrative example, but without limitation, 

50 a node may comprise one or more sites employing a local 
network address, such as in a local network address space. 
Likewise, a device, such as a network device and/or a 
computing device, may be associated with that node. It is 
also noted that in the context of this patent application, the 

55 term "transmission" is intended as another term for a type of 
signal communication that may occur in any one of a variety 
of situations. Thus, it is not intended to imply a particular 
directionality of communication and/or a particular initiat­
ing end of a communication path for the "transmission" 

60 communication. For example, the mere use of the term in 
and of itself is not intended, in the context of the present 
patent application, to have particular implications with 
respect to the one or more signals being communicated, such 
as, for example, whether the signals are being communi-

65 cated "to" a particular device, whether the signals are being 
communicated "from" a particular device, and/or regarding 
which end of a communication path may be initiating 
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QsNet, RS-232, SPX, System Network Architecture, Token 
Ring, USB, and/or X.25. A network and/or sub-network may 
employ, for example, a version, now known and/or later to 
be developed, of the following: TCP/IP, UDP, DECnet, 

communication, such as, for example, in a "push type" of 
signal transfer or in a "pull type" of signal transfer. In the 
context of the present patent application, push and/or pull 
type signal transfers are distinguished by which end of a 
communications path initiates signal transfer. 

Thus, a signal packet and/or frame may, as an example, be 
communicated via a communication channel and/or a com­
munication path, such as comprising a portion of the Internet 
and/or the Web, from a site via an access node coupled to the 
Internet or vice-versa. Likewise, a signal packet and/or 
frame may be forwarded via network nodes to a target site 
coupled to a local network, for example. A signal packet 
and/or frame communicated via the Internet and/or the Web, 

5 NetBEUI, IPX, AppleTalk and/or the like. Versions of the 
Internet Protocol (IP) may include IPv4, IPv6, and/or other 
later to be developed versions. 

In one example embodiment, as shown in FIG. 13, a 
system embodiment may comprise a local network (e.g., 

for example, may be routed via a path, such as either being 
"pushed" or "pulled," comprising one or more gateways, 
servers, etc. that may, for example, route a signal packet 
and/or frame, such as, for example, substantially in accor­
dance with a target and/or destination address and availabil-

10 device 1304 and medium 1340) and/or another type of 
network, such as a computing and/or communications net­
work. For purposes of illustration, therefore, FIG. 13 shows 
an embodiment 1300 of a system that may be employed to 
implement either type or both types of networks. Network 

ity of a network path of network nodes to the target and/or 
destination address. Although the Internet and/or the Web 
comprise a network of interoperable networks, not all of 
those interoperable networks are necessarily available and/ 

15 1308 may comprise one or more network connections, links, 
processes, services, applications, and/or resources to facili­
tate and/or support communications, such as an exchange of 
communication signals, for example, between a computing 
device, such as 1302, and another computing device, such as 

or accessible to the public. 
In the context of the particular patent application, a 

network protocol, such as for communicating between 
devices of a network, may be characterized, at least in part, 
substantially in accordance with a layered description, such 

20 1306, which may, for example, comprise one or more client 
computing devices and/or one or more server computing 
device. By way of example, but not limitation, network 1308 
may comprise wireless and/or wired communication links, 
telephone and/or telecommunications systems, Wi-Fi net-

25 works, Wi-MAX networks, the Internet, a local area network 
(LAN), a wide area network (WAN), or any combinations 
thereof. 

as the so-called Open Systems Interconnection (OSI) seven­
layer type of approach and/or description. A network com­
puting and/or communications protocol (also referred to as 30 

a network protocol) refers to a set of signaling conventions, 
such as for communication transmissions, for example, as 
may take place between and/or among devices in a network. 

Example devices in FIG. 13 may comprise features, for 
example, of a client computing device and/or a server 
computing device, in an embodiment. It is further noted that 
the term computing device, in general, whether employed as 
a client and/or as a server, or otherwise, refers at least to a 
processor and a memory connected by a communication 
bus. Likewise, in the context of the present patent applica­
tion at least, this is understood to refer to sufficient structure 
within the meaning of 35 USC § 112 (f) so that it is 
specifically intended that 35 USC§ 112 (f) not be implicated 
by use of the term "computing device" and/or similar terms; 
however, if it is determined, for some reason not immedi-

In the context of the present patent application, the term 
"between" and/or similar terms are understood to include 35 

"among" if appropriate for the particular usage and vice­
versa. Likewise, in the context of the present patent appli­
cation, the terms "compatible with," "comply with" and/or 
similar terms are understood to respectively include sub­
stantial compatibility and/or substantial compliance. 40 ately apparent, that the foregoing understanding cannot 

stand and that 35 USC § 112 (f), therefore, necessarily is 
implicated by the use of the term "computing device" and/or 
similar terms, then, it is intended, pursuant to that statutory 

A network protocol, such as protocols characterized sub­
stantially in accordance with the aforementioned OSI 
description, has several layers. These layers are referred to 
as a network stack. Various types of communications ( e.g., 
transmissions), such as network communications, may occur 45 

across various layers. The lowest level layer in a network 
stack, such as the so-called physical layer, may characterize 
how symbols (e.g., bits and/or bytes) are communicated as 
one or more signals (and/or signal samples) via a physical 
medium (e.g., twisted pair copper wire, coaxial cable, fiber 50 

optic cable, wireless air interface, combinations thereof, 
etc.). Progressing to higher-level layers in a network proto-
col stack, additional operations and/or features may be 
available via engaging in communications that are substan­
tially compatible and/or substantially compliant with a par- 55 

ticular network protocol at these higher-level layers. For 
example, higher-level layers of a network protocol may, for 
example, affect device permissions, user permissions, etc. 

A network and/or sub-network, in an embodiment, may 
communicate via signal packets and/or signal frames, such 60 

via participating digital devices and may be substantially 
compliant and/or substantially compatible with, but is not 
limited to, now known and/or to be developed, versions of 
any of the following network protocol stacks: ARCNET, 
AppleTalk, ATM, Bluetooth, DECnet, Ethernet, FDDI, 65 

Frame Relay, HIPPI, IEEE 1394, IEEE 802.11, IEEE-488, 
Internet Protocol Suite, IPX, Myrinet, OSI Protocol Suite, 

section, that corresponding structure, material and/or acts for 
performing one or more functions be understood and be 
interpreted to be described at least in FIG. 13 and in the text 
associated with the foregoing figure of the present patent 
application. 

FIG. 14 is a flowchart for a method forming an identity 
network representation of a communications device sub­
scriber, according to an embodiment (1400). It should be 
noted that the disclosed embodiments, such as the embodi­
ment of FIG. 14, are intended to embrace numerous varia­
tions, including methods that may include actions in addi-
tion to those depicted in the figures, actions performed in an 
order different than those depicted in the figures, as well as 
methods including fewer steps than those depicted. The 
method of FIG. 14 begins at 1405, which includes trans­
mitting a message to a communications device, such as 
communications device 102, for example. The method may 
continue at 1410, which includes receiving a signal, in 
response to the transmitted message, to verify that a sub­
scriber having a real-world identity is co-located with the 
communications device. 1415 may include establishing, in 
an electronic or digital domain, two or more nodes of an 
identity network corresponding to aspects of the real-world 
identity of the subscriber. The identity network may be 
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attached or tied to the real-world identity via a persistent 
identifier, and the two or more nodes of the identity network 
may be linked via one or more relationships. 

In the preceding description, various aspects of claimed 
subject matter have been described. For purposes of expla­
nation, specifics, such as amounts, systems and/or configu­
rations, as examples, were set forth. In other instances, 
well-known features were omitted and/or simplified so as 
not to obscure claimed subject matter. While certain features 
have been illustrated and/or described herein, many modi­
fications, substitutions, changes and/or equivalents will now 
occur to those skilled in the art. It is, therefore, to be 
understood that the appended claims are intended to cover 
all modifications and/or changes as fall within claimed 
subject matter. 

It has proven convenient at times, principally for reasons 
of common usage, to refer to such physical signals and/or 
physical states as bits, values, elements, parameters, sym­
bols, characters, terms, numbers, numerals, measurements, 
content and/or the like. It should be understood, however, 
that all of these and/or similar terms are to be associated with 
appropriate physical quantities and are merely convenient 
labels. Unless specifically stated otherwise, as apparent from 
the preceding discussion, it is appreciated that throughout 
this specification discussions utilizing terms such as "pro­
cessing," "computing," "calculating," "determining", 
"establishing", "obtaining", "identifying", "selecting", 
"generating", and/or the like may refer to actions and/or 
processes of a specific apparatus, such as a special purpose 
computer and/or a similar special purpose computing and/or 
network device. In the context of this specification, there­
fore, a special purpose computer and/or a similar special 
purpose computing and/or network device is capable of 
processing, manipulating and/or transforming signals and/or 
states, typically in the form of physical electronic and/or 
magnetic quantities, within memories, registers, and/or other 
storage devices, processing devices, and/or display devices 
of the special purpose computer and/or similar special 
purpose computing and/or network device. In the context of 
this particular patent application, as mentioned, the term 
"specific apparatus" therefore includes a general purpose 
computing and/or network device, such as a general purpose 
computer, once it is prograrmned to perform particular 
functions, such as pursuant to program software instructions. 

For one or more embodiments, a device, such as a 
computing device and/or networking device, may comprise, 
for example, any of a wide range of digital electronic 
devices, including, but not limited to, desktop and/or note­
book computers, high-definition televisions, digital versatile 
disc (DVD) and/or other optical disc players and/or record­

40 
keyboard, mass storage, one or more accelerometers, one or 
more gyroscopes, global positioning system (GPS) and/or 
other location-identifying type capability, and/or a display 
with a higher degree of functionality, such as a touch-

5 sensitive color 2D or 3D display, for example. 
A computing and/or network device may include and/or 

may execute a variety of now known and/or to be developed 
operating systems, derivatives and/or versions thereof, 
including computer operating systems, such as Windows, 

10 iOS, Linux, a mobile operating system, such as iOS, 
Android, Windows Mobile, and/or the like. A computing 
device and/or network device may include and/or may 
execute a variety of possible applications, such as a client 
software application enabling communication with other 

15 devices. For example, one or more messages (e.g., content) 
may be communicated, such as via one or more protocols, 
now known and/or later to be developed, suitable for com­
munication of email, short message service (SMS), and/or 
multimedia message service (MMS), including via a net-

20 work, such as a social network, formed at least in part by a 
portion of a computing and/or communications network, 
including, but not limited to, an Internet service provider, a 
social network platform, just to provide a few examples. A 
computing and/or network device may also include execut-

25 able computer instructions to process and/or communicate 
digital content, such as, for example, textual content, digital 
multimedia content, and/or the like. A computing and/or 
network device may also include executable computer 
instructions to perform a variety of possible tasks, such as 

30 browsing, searching, playing various forms of digital con­
tent, including locally stored and/or streamed video, and/or 
games such as, but not limited to, fantasy sports leagues. The 
foregoing is provided merely to illustrate that claimed 
subject matter is intended to include a wide range of possible 

35 features and/or capabilities. 
In some circumstances, operation of a memory device, 

such as a change in state from a binary one to a binary zero 
or vice-versa, for example, may comprise a transformation, 
such as a physical transformation. With particular types of 

40 memory devices, such a physical transformation may com­
prise a physical transformation of an article to a different 
state or thing. For example, but without limitation, for some 
types of memory devices, a change in state may involve an 
accumulation and/or storage of charge or a release of stored 

45 charge. Likewise, in other memory devices, a change of state 
may comprise a physical change, such as a transformation in 
magnetic orientation. Likewise, a physical change may 
comprise a transformation in molecular structure, such as 
from crystalline form to amorphous form or vice-versa. In 

50 still other memory devices, a change in physical state may 
involve quantum mechanical phenomena, such as, superpo­
sition, entanglement, and/or the like, which may involve 
quantum bits ( qubits ), for example. The foregoing is not 
intended to be an exhaustive list of all examples in which a 

ers, game consoles, satellite television receivers, cellular 
telephones, tablet devices, wearable devices, personal digital 
assistants, mobile audio and/or video playback and/or 
recording devices, Internet of Things (IOT) type devices, or 
any combination of the foregoing. Further, unless specifi­
cally stated otherwise, a process as described, such as with 
reference to flow diagrams and/or otherwise, may also be 
executed and/or affected, in whole or in part, by a computing 
device and/or a network device. A device, such as a com­
puting device and/or network device, may vary in terms of 60 

capabilities and/or features. Claimed subject matter is 
intended to cover a wide range of potential variations. For 
example, a device may include a numeric keypad and/or 
other display oflimited functionality, such as a monochrome 
liquid crystal display (LCD) for displaying text, for 65 

example. In contrast, however, as another example, a web­
enabled device may include a physical and/or a virtual 

55 change in state from a binary one to a binary zero or 
vice-versa in a memory device may comprise a transforma­
tion, such as a physical, but non-transitory, transformation. 
Rather, the foregoing is intended as illustrative examples. 

What is claimed is: 
1. A method comprising: 
receiving, by an identity verifier computing device from 

a communications device, a signal to verify a sub­
scriber is co-located with a communications device, 
wherein the subscriber has a real-world identity; 

establishing, by the identity verifier computing device, a 
plurality of nodes of an identity network, wherein: 
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the identity network exists in an electronic or digital 
domain, 

the identity network is associated with the real-world 
identity via a persistent identifier, 

each node in the plurality of nodes is associated with 5 

the persistent identifier via a set of links, and 
each link in the set of links includes a trustworthiness 

parameter; 
responsive to a first set of interactions by a first aspect of 

a set of aspects with at least a first node of the plurality 10 

of nodes, updating, by the identity verifier computing 
device, a first trustworthiness parameter of a first link 
between a second node of the plurality of nodes and a 
second aspect of the set of aspects; and 15 

transmitting, by the identity verifier computing device to 
the communications device, a verification that the 
subscriber is co-located with the communications 
device, wherein the verification is based, at least in part, 
on the first link. 

2. The method of claim 1, wherein the persistent identifier 
comprises a subscriber-account identifier. 

3. The method of claim 1, 
wherein the set of aspects comprises one or more of: 
an electronic mail address of the real-world identity, 
an Internet protocol address of the real-world identity, 
a wireline telephone number of the real-world identity, 
an identifier of an ancillary device, 
an institutional account of the real-world identity, 
a healthcare account, and/or 
a transaction account of the real-world identity. 
4. The method of claim 3, further comprising: 
establishing one or more additional links between or 

20 

25 

30 

among the plurality of nodes of the identity network 
35 

responsive to one or more electronically determined 
events with respect to the real-world identity. 

5. The method of claim 4, wherein the one or more 
electronically determined events with respect to the real­
world identity correspond to one or more of a second set of 40 

interactions between the real-world identity and one or more 
aspects of the set of aspects. 

6. The method of claim 5, further comprising: 
assigning a confidence score to the real-world identity in 

the electronic or digital domain; and 
revising the confidence score based, at least in part, on the 

one or more of the second set of interactions between 
the real-world identity and the one or more aspects of 
the set of aspects. 

45 

7. The method of claim 6, wherein the confidence score is 50 

based, at least in part, on one or more deterministic events 
with respect to the communications device. 

8. The method of claim 6, further comprising accessing a 
data store to detect one or more deterministic events in 
relation to historical norms with respect to the communica- 55 

tions device. 

42 
10. The method of claim 1, further comprising: 
revising the plurality of nodes of the identity network to 

exclude the persistent identifier. 
11. The method of claim 1, further comprising: 
grouping the plurality of nodes of the identity network 

into one or more relationship groups, wherein the one 
or more relationship groups comprise one or more of: 

a content group, 
a transactions group, 
a financial group, 
a family group, 
a household group, 
a group associated with a physical address of the sub-

scriber, 
a social network group, and/or 
a merchant group. 
12. An apparatus comprising: 
at least one processor of an identity verifier computing 

device coupled to at least one memory device of the 
identity verifier computing device to: 

receive, by the identity verifier computing device, a signal 
to verify a subscriber is co-located with a communica­
tions device, wherein the subscriber has a real-world 
identity; 

establish, by the identity verifier computing device, a 
plurality of nodes of an identity network, wherein: 
the identity network exists in an electronic or digital 

domain; 
the identity network is associated with the real-world 

identity via a persistent identifier, 
each node in the plurality of nodes is associated with 

the persistent identifier via a set of links, and 
each link in the set of links includes a trustworthiness 

parameter; 
responsive to a first set of interactions by a first aspect of 

a set of aspects with at least a first node of the plurality 
of nodes, update, by the identity verifier computing 
device, a first trustworthiness parameter of a first link 
between a second node of the plurality of nodes and a 
second aspect of the set of aspects; and 

transmit, by the identity verifier computing device to the 
communications device, a verification that the sub­
scriber is co-located with the communications device, 
wherein the verification is based, at least in part, on the 
first link. 

13. The apparatus of claim 12, wherein the persistent 
identifier comprises a subscriber account identifier. 

14. The apparatus of claim 12, wherein the set of aspects 
comprises one or more of: 

an electronic mail address of the real-world identity, 
an Internet protocol address of the real-world identity, 
a wireline telephone number of the real-world identity, 
an identifier of an ancillary device, 
an institutional account of the real-world identity, 
a healthcare account, and/or 
a transaction account of the real-world identity. 
15. The apparatus of claim 14, wherein the at least one 

processor coupled of the identity verifier computing device 
to the at least one memory device of the identity verifier 

9. The method of claim 8, wherein the one or more 
deterministic events with respect to the communications 
device correspond to an online event, and wherein the online 
event comprises one or more of: 

a reassignment of a subscriber account identifier from a 
first communication services carrier to a second com­
munication services carrier, 

a purchase or replacement of the communications device, 
a removal and/or replacement of a subscriber identity 

module (SIM), and/or 

60 computing device are additionally to establish one or more 
additional links between or among the plurality of nodes of 
the identity network responsive to one or more electronically 
determined events with respect to the real-world identity, 
wherein the one or more electronically determined events 

a password reset of the communications device. 

65 with respect to the real-world identity correspond to one or 
more of a second set of interactions between the real-world 
identity and one or more aspects of the set of aspects. 
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16. The apparatus of claim 15, wherein the at least one 
processor of the identity verifier computing device coupled 
to the at least one memory device of the identity verifier 
computing device are further to: 

assign a confidence score to the real-world identity in the 5 

electronic or digital domain based at least in part on one 
or more deterministic events with respect to the com­
munications device; and 

revise the confidence score based, at least in part, on the 
one or more of the second set of interactions between 10 

the real-world identity and the one or more aspects of 
the set of aspects. 

17. The apparatus of claim 16, wherein the at least one 
processor of the identity verifier computing device coupled 
to the at least one memory device of the identity verifier 
computing device are further to access a data store to detect 
one or more deterministic events in relation to historical 
norms with respect to the communications device. 

18. The apparatus of claim 17, wherein the one or more 
deterministic events with respect to the communications 
device correspond to an online event, and wherein the online 
event comprises one or more of: 

a reassignment of a subscriber account identifier from a 
first communication services carrier to a second com-
munication services carrier, 

a purchase or replacement of the communications device 
a removal and/or replacement of a subscriber identit; 

module (SIM), and/or 

15 

20 

25 

44 
between a second node of the plurality of nodes and a 
second aspect of the set of aspects; and 

transmit, by the identity verifier computing device to the 
communications device, a verification that the sub­
scriber is co-located with the communications device 
wherein the verification is based, at least in part, on th~ 
first link. 

20. The article of claim 19, wherein the stored instructions 
are additionally operable to revise the plurality of nodes of 
the identity network to exclude the persistent identifier. 

21. !he article of claim 19, wherein the set of aspects 
compnses one or more of: 

an electronic mail address of the real-world identity, 
an I_nte7net protocol address of the real-world identity, 
a wJrelme telephone number of the real-world identity, 
an identifier of an ancillary device, 
an institutional account of the real-world identity, 
a healthcare account, and/or 
a transaction account of the real-world identity. 
22. The article of claim 21, wherein the stored instructions 

are additionally operable to establish one or more additional 
links between or among the plurality of nodes of the identity 
network responsive to one or more electronically determined 
events with respect to the real-world identity, wherein the 
one or more electronically determined events with respect to 
the real-world identity correspond to one or more of a 
second set of interactions between the real-world identity 
and one or more aspects of the set of aspects. 

23. The article of claim 22, wherein stored instructions are 
additionally operable to: a password reset of the communications device. 

19. An article comprising: 
30 assign a confidence score to the real-world identity in the 

a non-transitory storage medium having instructions 
stored thereon which, when executed by a processor of 
an identity verifier computing device coupled to at least 
one memory of the identity verifier computing device, 35 
are operable to: 

receive, by an identity verifier computing device, a signal 
to verify a subscriber is co-located with a communica­
tions device, wherein the subscriber has a real-world 
identity; 

establish, by the identity verifier computing device, a 
plurality of nodes of an identity network, wherein: 
the identity network exists in an electronic or digital 

domain; 

40 

the identity network is associated with the real-world 45 
identity via a persistent identifier, 

each node in the plurality of nodes is associated with 
the persistent identifier via a set of links, and 

each link in the set of links includes a trustworthiness 
parameter; 50 

responsive to a first set of interactions by a first aspect of 
a set of aspects with at least a first node of the plurality 
of nodes, update, by the identity verifier computing 
device, a first trustworthiness parameter of a first link 

electronic or digital domain based at least in part on one 
or more deterministic events with respect to the com­
munications device; and 

revise the confidence score based, at least in part, on the 
one or more of the second set of interactions between 
the real-world identity and the one or more aspects of 
the set of aspects. 

24. The article of claim 23, wherein the stored instructions 
are additionally operable to access a data store to detect one 
or more deterministic events in relation to historical norms 
with respect to the communications device. 

25. The article of claim 24, wherein the one or more 
deterministic events with respect to the communications 
device correspond to an online event, and wherein the online 
event comprises one or more of: 

a reassignment of a subscriber account identifier from a 
first communication services carrier to a second com­
munication services carrier, 

a purchase or replacement of the communications device 
a removal and/or replacement of a subscriber identi~ 

module (SIM), and/or 
a password reset of the communications device. 

* * * * * 
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eters into a graphical user interface of the communications 
device. The method may further include transmitting, to the 
communications device, one or more signals to provide a 
complement of subscriber parameters. 

20 Claims, 5 Drawing Sheets 
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TRANSMITTING A COMPLEMENT OF USER 
PARAMETERS TO A COMMUNICATIONS 

DEVICE 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application is a continuation of U.S. application Ser. 
No. 17 /570,335, filed 

Jan. 6, 2022, which claims the benefit of the priority date 
of U.S. provisional patent application No. 63/134,914, filed 
Jan. 7, 2021. The content of these applications is incorpo­
rated herein by reference in its entirety and for all purposes. 

BACKGROUND 

1. Field 

The present disclosure relates generally to approaches for 
receiving signals, at a communications device, which relate 
to parameters of a subscriber co-located with the commu­
nications device, in which at least certain parameters are to 
be displayed on a user interface of the device. 

2. Information 

The World Wide Web or simply the Web, as provided by 
the Internet, has grown rapidly in recent years at least 
partially in response to the relative ease by which a wide 
variety of types of transactions can be performed or enabled 

2 
the communications device transmitted via a communica­
tions network. The method also includes transmitting, to the 
communications network, a request for one or more param­
eters unique to a subscriber of the communications network. 

5 The method also includes processing signals indicative of 
the requested one or more parameters in response to the 
subscriber entering the one or more parameters into a 
graphical user interface of the communications device. The 
method also includes transmitting, to the communications 

10 device, one or more signals to provide a complement of 
subscriber parameters. 

Particular embodiments of the method may further 
include receiving a captured image of one or more machine­
readable layouts, via the communications device, prior to 

15 transmitting the identifier. In particular embodiments, the 
one or more machine-readable layouts are arranged as a 
quick response (QR) code. In particular embodiments, the 
identifier of the communications device may be obtained in 
response to accessing a subscriber identity module (SIM) of 

20 a communications device. In particular embodiments, the 
identifier of the communications device may include an 
international mobile subscriber identifier (IMSI), an inter­
national mobile electronic identifier (IMEI), or a mobile 
station international subscriber directory number 

25 (MSISDN), or any combination thereof. In particular 
embodiments, the communications network forms a part of 
a mobile cellular communications network. In particular 
embodiments, the one or more parameters unique to the 
subscriber includes at least one of a portion of a social 

30 security number and a date-of-birth. Particular embodiments 
may include transmitting to the communications device, one 
or more numerical values to the subscriber. In particular 
embodiments, the one or more numerical values may cor­
respond to a credit value requested by the subscriber. In 

via the Internet. As a consequence of widely available 
Internet connections, including connections to the Internet 
facilitated by mobile cellular communication services, a 
mobile subscriber may shop and/or browse for virtually any 
product and/or service utilizing a mobile communications 
device. Further, it may be appreciated that such an ability to 
shop and/or browse via a mobile communications device 
may involve only a portion or aspect of an overall mobile 
device-facilitated shopping ecosphere. Other aspects of a 
device-facilitated shopping ecosphere involve an ability to 40 

apply for and to obtain credit that can be used for the 
purchase of goods and services, and so forth. 

35 particular embodiments, the one or more numerical values 
may include a credit limit and/or an incentive amount. In 
particular embodiments, the complement of subscriber 
parameters includes, at least, a physical address of the 
subscriber. 

Another general aspect refers to an apparatus that includes 
a processor coupled to a memory to initiate reception of an 
authentication request, transmitted by a subscriber co-lo­
cated with a communications device, to populate a graphical 
user interface of the communications device with a comple-

However, it may also be appreciated that certain types of 
mobile communications devices, such as handheld mobile 
cellular telephones, tablet computing devices, and other 
mobile communications devices that operate without suit­
ably-sized keyboard, for example, may present data-entry 
challenges to users. For example, a subscriber attempting to 
complete an application for credit utilizing a handheld 
mobile communications device (e.g., a smart phone, tablet 
computing device, etc.) may find it time-consuming and 
frustrating to enter a name, current address, past address( es), 
present employer, past employer(s), credit history, etc., 
utilizing a small touchscreen. Further, such data entry, 
utilizing small-form keyboards/keypads, may easily intro­
duce errors which may, in tum, bring about the need for a 
subscriber to re-enter personal data so that the credit appli­
cation, for example, can be completed. Thus, attempts to 
increase the ease and efficiency by which users can enter 
parameters into smaller-sized keyboards/keypads of, for 
example, handheld mobile communications devices, contin­
ues to be an active area of investigation. 

SUMMARY 

One general aspect concerns a method, which includes 
obtaining, from a communications device, an identifier of 

45 ment of parameters indicative of the subscriber. The appa­
ratus is also to initiate access of a data store to determine, 
responsive to receipt of the authentication request, in which 
the complement of parameters is indicative of the subscriber 
co-located with the communications device. The apparatus 

50 is also to initiate transmission of the complement of param­
eters indicative of the subscriber to the communications 
device. 

In particular embodiments, the processor coupled to the 
memory is additionally to initiate determination of a mea-

55 sure of trust corresponding to the communications device in 
response to one or more accesses of the data store. In 
particular embodiments, the processor coupled to the 
memory is additionally to initiate processing of signals that 
represent a captured image of one or more machine-readable 

60 layouts transmitted by the communications device. In par­
ticular embodiments, the transmission initiated by the pro­
cessor includes one or more signals indicative of a physical 
address of the subscriber. In particular embodiments the 
authentication request includes parameters indicative of an 

65 image of a quick response (QR) code captured by an 
imaging device accessible to the communications device. In 
particular embodiments, the authentication request includes 
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an international mobile subscriber identifier (IMSI), an 
international mobile electronic identifier (IMEI), or a mobile 
subscriber international subscriber identification number 
(MSISDN), or any combination thereof. 

Another general aspect refers to an article including a 
non-transitory storage medium having instructions stored 
thereon executable by a special-purpose computing platform 
to receive signals indicative of an identifier of a communi­
cations device from a communications network. The execut­
able instructions may be additionally to bring about trans­
mission, to the communications network, of a request for 
one or more parameters unique to a subscriber of the 
communications network. The executable instructions are 
additionally to bring about reception, from the communica­
tions network, of signals indicative of the requested one or 
more parameters. The executable instructions may be addi­
tionally to bring about transmission, to a mobile communi­
cations device, of one or more signals indicative of a 
complement of parameters indicative of the subscriber. 

In particular embodiments, the complement of parameters 
of the subscriber includes parameters indicative of a physi­
cal address of to the subscriber. The non-transitory storage 
medium includes instructions to determine a measure of 
trustworthiness of the communications device. In particular 
embodiments, the complement of parameters indicative of 
the subscriber may be accompanied by one or more numeri­
cal values transmitted to the subscriber. In particular 
embodiments, the one or more numerical values transmitted 
to the subscriber may include a credit value requested by the 
subscriber and/or an incentive amount. In particular embodi­
ments, the communications network forms part of a mobile 
cellular communications network. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Claimed subject matter is particularly pointed out and 
distinctly claimed in the concluding portion of the specifi­
cation. However, both as to organization and/or method of 
operation, features, and/or advantages thereof, it may best be 
understood by reference to the following detailed descrip­
tion if read with the accompanying drawings in which: 

FIG. 1 is a diagram of a communications device situated 
within a cellular communications infrastructure, according 
to various embodiments. 

FIG. 2 shows a subscriber interacting with an aspect of a 
cellular communications network, within a cellular commu­
nications infrastructure, to obtain a compliment of sub­
scriber parameters, according to an embodiment. 

FIG. 3 shows a message flow diagram in a method of 
transmitting a complement of subscriber parameters to a 
communications device, according to an embodiment. 

FIG. 4A shows a communications device displaying an 
interface to accept a complement of subscriber parameters, 
according to an embodiment. 

FIG. 4B shows a communications device displaying a 
user interface into which a complement of subscriber param­
eters has been pre-filled into the user interface, according to 
an embodiment. 

4 
Reference is made in the following detailed description to 

the accompanying drawings, which form a part hereof, 
wherein like numerals may designate like parts throughout 
that are corresponding and/or analogous. It will be appreci-

5 ated that the figures have not necessarily been drawn to 
scale, such as for simplicity and/or clarity of illustration. For 
example, dimensions of some aspects may be exaggerated 
relative to others, one or more aspects, properties, etc. may 
be omitted, such as for ease of discussion, or the like. 

10 Further, it is to be understood that other embodiments may 
be utilized. Furthermore, structural and/or other changes 
may be made without departing from claimed subject matter. 
References throughout this specification to "claimed subject 
matter" refer to subject matter intended to be covered by one 

15 or more claims, or any portion thereof, and are not neces­
sarily intended to refer to a complete claim set, to a 
particular combination of claim sets ( e.g., method claims, 
apparatus claims, etc.), or to a particular claim. 

20 DETAILED DESCRIPTION 

References throughout this specification to one imple­
mentation, an implementation, one embodiment, an embodi­
ment, and/or the like means that a particular feature, struc-

25 ture, characteristic, and/or the like described in relation to a 
particular implementation and/or embodiment is included in 
at least one implementation and/or embodiment of claimed 
subject matter. Thus, appearances of such phrases, for 
example, in various places throughout this specification, are 

30 not necessarily intended to refer to the same implementation 
and/or embodiment or to any one particular implementation 
and/or embodiment. Furthermore, it is to be understood that 
particular features, structures, characteristics, and/or the like 
described, are capable of being combined in various ways in 

35 one or more implementations and/or embodiments and, 
therefore, are within intended claim scope. In general, of 
course, for the specification of a patent application, these 
and other issues have a potential to vary in a particular 
context of usage. In other words, throughout the disclosure, 

40 particular context of description and/or usage provides guid­
ance regarding reasonable inferences to be drawn; however, 
likewise, the term "in this context" in general without further 
qualification refers at least to the context of the present 

45 

patent application. 
As previously alluded to, in an environment in which 

electronic communication devices, mobile cellular tele­
phones, voice over Internet protocol (VoIP) communications 
devices, etc., have become ubiquitous, a communications 
device subscriber may wish to perform an electronic or 

50 digital transaction. Such electronic or digital transactions 
may comprise completing an application for credit, engag­
ing in an electronic financial transaction, purchasing a 
product or service, applying for a loan, completing one or 
more forms of an application for healthcare or while visiting 

55 a health provider's office, and completing many other types 
of electronic documents. To facilitate such transactions, a 
subscriber co-located with a personal electronic communi­
cations device may establish an identity, such as may be 
established in connection with an electronic communica-

FIG. 5 shows a process of transmitting a complement of 60 

subscriber parameters to a communications device, accord-
tions device subscriber account, such as with a cellular or 
mobile communications device services carrier, a VoIP 
services provider, or with any other type of communication 
services carrier. Establishment of an device subscriber 
account for use with a communications device, utilizing, for 

ing to an embodiment. 
FIG. 6 is a diagram showing a computing environment, 

according to an embodiment. 
FIG. 7 shows a flowchart for a process of transmitting a 65 

complement of subscriber parameters to a communications 
device, according to an embodiment. 

example, a subscriber account identifier, may permit the 
identity of an subscriber attempting to engage in an elec-
tronic or digital transaction to be authenticated, authorized, 
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and/or verified. In some instances, given the nature of 
electronic or digital transactions, such as in an environment 
in which electronic or digital transactions may be initiated 
via a communications device at any time and at any location, 
it may be useful to be able to verify and/or authenticating the 
subscriber relatively quickly, such as in a real-time or 
near-real-time manner. 

6 
context. Other aspects of verifying and/or authenticating a 
mobile subscriber are described in greater detail later. For 
example, in an embodiment, verifying and/or authenticating 
a transacting party may relate to an account (e.g., a mobile 

5 account) and a subscriber (e.g., a mobile subscriber). Fur­
ther, a subscriber account is one example of a type of 
subscriber account, especially in a networked electronic 
commerce environment, although claimed subject matter is 
not intended to be limited to online accounts or to mobile 

As a general matter, verification of a transacting party, 
such as via use of a communications device, may be 
desirable in response to an institution or organization (e.g., 10 

third party, etc.) seeking to determine the identity of a 
transacting party (e.g., a mobile subscriber). Verification of 

accounts. Rather, the term "account" or "subscriber 
account" in this context refers to a formal business arrange­
ment between an entity, person, or other type of transacting 
party, and a provider of the account in order to accomplish 
a business purpose, for example. The term "account" is 

a transacting party may involve establishing a correspon­
dence and/or association of the transacting party with a 
persistent subscriber account identifier, as demonstrated 15 

below through illustrative examples. In this context, a cor­
respondence, association, and/or similar terms refer to a 
persistent, continuing and objectively verifiable relationship 
between a transacting party in possession of, for example, a 
particular communications device (such as a mobile com- 20 

munications device). Thus, a unique subscriber account 
identifier may be employed to signify and/or identify a 
particular transacting party. In this context, the term "mobile 
communications device identity" and/or similar terms refer 

intended to be broadly interpreted as an arrangement that 
provides certain privileges. In this context, such privileges 
may involve access to credit, so as to permit the purchase of 
goods or services, access to privileged content, such as 
premium entertainment content (e.g., premium sports, cin­
ema, or other entertainment content). Also in this context, 
the term "privileged content" is intended to be interpreted 
broadly and to encompass any type of content available 
exclusively to certain individuals and/or certain entities in 
response to supplying certain credentials. Also in this con­
text the term "parameter" refers to a numerical or other 
measurable factor capable of defining a system and/or sets 

to an identity that relies on a mobile communications device 25 

account relationship (also referred to as a correspondence 
and/or association) of a subscriber as a source of authenti­
cating, authorizing, and/or verifying a transacting party and 

conditions for operation of a system. Thus, for example, a set 
of parameters may include data or information stored via a 
non-transitory memory that form or define, at least in part, 
an electronic representation of the state of a subscriber. 

Likewise, an account may comprise attributes associated 
with or corresponding to the account. In this context, the 
term "subscriber account identifier" refers to a unique 
descriptor or feature associated with the account that defines 

is capable of being verified by another (e.g., a third-party 
auditing, authorizing and/or verifying entity). The term 30 

"mobile subscriber device account" and/or similar terms in 
this context refer to a mobile communication services pro­
vider account. The terms "mobile communications device 
services provider," "mobile communications device carrier," 
"mobile network operator" may be used interchangeably. 
Furthermore, in this context, the term "mobile device ser­
vices carrier," "telecommunication services carrier," "ser­
vice carrier," or simply "carrier" may refer to an entity of a 
communications infrastructure that provides wired and/or 
wireless communication services to the general public for a 
consideration, such as a monthly subscription fee. 

35 certain aspects of the account. For example, as nonlimiting 
illustrations, with respect to a mobile device subscriber, a 
subscriber account identifier may include a mobile telephone 
number, a mobile subscriber-unique alias, an international 
mobile subscriber identifier (IMSI), Integrated Circuit Card 

40 Identifier (ICC ID), a mobile services and/or other type of 
identifier (e.g., a unique identifier) employed in connection 
with the particular mobile network operator or the mobile 
communication services provider. Mobile communications 
networks may include those compatible or compliant with a 

Thus, a carrier ( e.g., a telecommunication services carrier) 
may comprise a mobile communication services provider 
and/or mobile network operator. However, there are 
examples of carriers that may not correspond to mobile 
communications device services providers and/or mobile 
network operators. Such instances may include wireline 
services providers (for example, providers of services oper­
ating within the public switched telephone network or 
PSTN), which include wireline services for rotary dial 
telephones and/or telephones utilizing, for example, dual 
tone multi-frequency (DTMF) signaling. Accordingly, the 
terms "services carrier" or simply "carrier" may be used in 
place of a communication services carrier, such as a provider 
of mobile communication services and/or wireline telephone 
services provider without a loss in meaning and/or under­
standing. In a given situation, particular context of usage 
indicate if a term is being used in its most general sense or 
in a narrow sense, such as referring to a mobile communi­
cations device services provider, wireline services provider, 
mobile paging services provider, or mobile network opera­
tor, for example. 

It is noted that while a correspondence or association 
between a transacting party and a communications device 
need not be long-term, such correspondence or association 
between a transacting party and a communications device 
should imply some amount of persistence to be of use in this 

45 Global System for Mobile Communications (GSM) com­
munications network, for example. Other examples of 
mobile subscriber account identifiers may include an Inter­
national Mobile Equipment Identifier (IMEI), Mobile Sta­
tion International Subscriber Directory Number (MSISDN), 

50 a mobile equipment identifier or any other identifier a 
mobile billing account number/identifier. 

As discussed herein, a subscriber co-located with a com­
munications device may apply for an account, such as a 
credit account, for example, or any other type of account that 

55 imparts or confers particular privileges to the subscriber. In 
many instances, to obtain such privileges, a communications 
device subscriber may be required to complete an applica­
tion, such as an application for an account, an application for 
credit, and application for an increase in credit, or any other 

60 type of formal request involving the subscriber supplying 
subscriber-specific information, data, parameters, and so 
forth. However, as previously alluded to, completing an 
application for such privileges (e.g., a line of credit) may 
involve the subscriber interacting with a user interface of a 

65 communications device having a small-form keyboard, key­
pad, etc. Such data entry, utilizing small-form keyboards/ 
keypads, may easily introduce errors which may, in turn, 
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bring about the need for a subscriber to re-enter personal 
data so that the credit application, for example, can be 
completed. 

8 
credit from a financial institution, merchant, or other type of 
institution may be accompanied by the institution providing 
an incentive bonus or an incentive award, for example, 
based on subscriber-unique parameters, as discussed further Thus, in particular embodiments, a complement of sub­

scriber-specific parameters may be conveyed to a commu­
nications device, so as to facilitate the relatively effortless 
completion of various user interface activities. For example, 

5 hereinbelow. 

as may be involved in the completion of a credit application, 
a subscriber may be requested to enter a complement of 
parameters into an online application via a communications 10 

device. In certain embodiments, a subscriber faced with the 
task of entering a complement of subscriber-specific param­
eters (e.g., name, address, Social Security number, date-of­
birth, past/present addresses, past/present employers, etc.) 
may need only engage in a few simple operations, via a 15 

communications device, so that a user interface ( e.g., a 
graphical user interface) of the communications device may 
be populated or pre-filled with a complement of subscriber­
specific parameters. In particular embodiments, an authen­
ticator may access a centralized repository subscriber 20 

parameters so that a complement of subscriber parameters 
may be transmitted to the communications device. In par­
ticular embodiments, transmission of a complement of sub­
scriber parameters, or significant portion thereof, may be 
automatically (e.g., without subscriber input) transmitted to 25 

a subscriber's communications device. A communications 
device may operate to automatically (e.g., without sub­
scriber input) pre-fill, for example, a credit application. 
Transmission of a complement of subscriber parameters to 
a mobile communications device may involve conveying 30 

subscriber-specific parameters accessed from the centralized 
repository to the subscriber's mobile communications 
device. 

Some example methods, apparatuses, and/or articles of 
manufacture are disclosed herein that may be used, in whole 
or in part, to facilitate and/or support one or more operations 
and/or techniques that relate to transmitting a complement of 
subscriber parameters to a communications device. A 
complement of subscriber parameters transmitted to a com-
munications device may enable the device to populate or 
pre-fill, for example, an application (such as a credit appli­
cation), which may be displayed on the display of the 
communications device. Such techniques may be imple­
mented in connection with a processor-equipped cellular 
mobile communications device communicating with one or 
more computing devices via the one or more communication 
networks (such as cellular communications networks) uti­
lizing one or more communications protocols discussed 
herein. 

In this context, the term "article" refers to an article of 
manufacture as well as a data or memory structure having 
instructions stored thereon. The communications device 
may be utilized to verify and/or authenticate a transacting 
party, such as a party interacting with a communications 
device to complete an application, such as an application for 
credit. Such electronic or on-line transactions, which may 
herein be referred to as simply "transactions," may involve 
transactions related to one or more financial accounts, such 
as accounts that relate to a line of credit, a communication 
device services account (e.g. associated with a mobile 
communications device), a bank account, a brokerage 
account, and so forth. In this context, a "transacting party" In particular instances, transmission of a complement of 

subscriber parameters to a communications device from a 
centralized repository may occur responsive to capturing an 
image of a machine-readable layout ( e.g., a quick response 

35 refers to an entity, such as an individual subscriber, who may 
attempt to engage in, and/or facilitate, an electronic or 
on-line transaction. 

or "QR" code). Responsive to capturing such an image, one 
or more processors of a communications device ( e.g., a 
mobile communications device) may access a memory area 
of the communications device ( e.g., memory area within a 
subscriber identity module or "SIM"). Following such 
access, parameters accessed from or derived from the SIM 
can be transmitted to an identity verification service. An 
identity verification service may compile, such as from the 
centralized repository, the complement of subscriber param­
eters based, at least in part, on the parameters accessed from 
or derived from the SIM of the communications device. The 
complement of subscriber parameters may be transmitted to 
the communications device via a communications network. 
Following receipt of the complement of subscriber param­
eters, fields of an online application for credit, for example, 

Although the discussion that follows relates to any type of 
account, as a non-limiting illustration, accounts related to 

40 mobile communications devices may be used for illustra­
tion. However, it is understood, of course, that claimed 
subject matter is intended to not be limited to examples 
provided primarily for purposes of illustration, since such 
examples may be oversimplified for purposes of compre-

45 hension, for example. 
FIG. 1 is a diagram of a communications device situated 

within a cellular communications infrastructure, according 
to various embodiments. In FIG. 1 (embodiment 100) com­
munications 102 may transmit radio signals to, and receive 

50 radio signals from, a wireless communications network. In 
an example, communications device 102 may communicate 
with a cellular communications network by transmitting 
wireless signals to, and/or receiving wireless signals from, a 
cellular transceiver 110, which may comprise a wireless base 

can be populated or pre-filled with subscriber-specific 
parameters. A complement of such subscriber parameters 
transmitted to a communications device may give rise to the 
device populating or pre-filling, for example, an application 
(such as a credit application), which may be displayed on the 
display of the communications device. Consequently, the 
subscriber can quickly, and with minimal effort, complete an 
application for credit, obtain an increase in credit, obtain an 60 

incentive from a participating credit-issuing, for example. 
Further, by pre-filling a complement of subscriber param­
eters on a display of a communications device, data entry 
errors, typographical errors, errors in punctuation and syn­
tax, can be avoided so that a prospective account holder can 65 

be assured of a positive initial experience with a merchant or 
other institution. In particular embodiments, applications for 

55 transceiver subsystem (BTS), a Node B or an evolved 
NodeB (eNodeB), over wireless communication link 123. 
Similarly, communications device 102 may transmit wire­
less signals to, and/or receive wireless signals from, local 
transceiver 115 over wireless communication link 125. A 
local transceiver 115 may comprise an access point (AP), 
femtocell, Home Base Station, small cell base station, Home 
Node B (HNB) or Home eNodeB (HeNB) and may provide 
access to a wireless local area network (WLAN, e.g., IEEE 
802.11 network), a wireless personal area network (WPAN, 
e.g., Bluetooth® network) or a cellular network ( e.g. an LTE 
network or other wireless wide area network, such as those 
discussed herein). Of course, it should be understood that 
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these are merely examples of networks that may communi­
cate with a communications device over a wireless link, and 
claimed subject matter is not limited in this respect. In 
particular embodiments, cellular transceiver 110, local trans­
ceiver 115, and satellite 114 represent touchpoints, which 5 

permit device 102 to interact with network 130. 
Examples of network technologies that may support wire­

less communication link 123 are GSM, Code Division 
Multiple Access (CDMA), Wideband CDMA (WCDMA), 
Long Term Evolution LTE), High Rate Packet Data 10 

(HRPD). GSM, WCDMA and LTE are technologies defined 
by 3GPP. CDMA and HRPD are technologies defined by the 

10 
utilizing signals communicated across wireless communica­
tions chamiels. Accordingly, the term "signal" may refer to 
communications utilizing propagation of electromagnetic 
waves across wireless communications chamiels. Signals 
may be modulated to convey messages utilizing one or more 
techniques such as amplitude modulation, frequency modu-
lation, binary phase shift keying (BPSK), quaternary phase 
shift keying (QPSK) along with numerous other modulation 
techniques, and claimed subject matter is not limited in this 
respect. Accordingly, as used herein, the term "messages" 
refers to parameters, such as binary signal states, which may 
be encoded in a signal using one or more of the above­
identified modulation techniques. 

In particular implementations, and as discussed below, 
communications device 102 may comprise circuitry and 
processing resources capable of obtaining location related 
measurements ( e.g. for signals received from GPS or other 
Satellite Positioning System (SPS) satellites 114), cellular 
transceiver 110 or local transceiver 115 and possibly com-
puting a position fix or estimated location of communica­
tions device 102 based on these location related measure-
ments. In some implementations, location related 
measurements obtained by communications device 102 may 
be transferred to a location server such as an enhanced 

3rd Generation Partnership Project 2 (3GPP2). WCDMA is 
also part of the Universal Mobile Telecommunications Sys­
tem (UMTS) and may be supported by an HNB. Cellular 15 

transceivers 110 may comprise deployments of equipment 
providing subscriber access to a wireless telecommunication 
network for a service (e.g., under a service contract). In the 
embodiment of FIG. 1, a cellular transceiver 110 may 
perform functions of a cellular base station in servicing 20 

subscriber devices within a cell determined based, at least in 
part, on a range at which the cellular transceiver 110 is 
capable of providing access service. Examples of radio 
technologies that may support wireless communication link 
125 are IEEE 802.11, BT and LTE. 

In a particular implementation, cellular transceiver 110 
and local transceiver 115 may communicate with server 140, 
such as by way of network 130 via communication links 
145. Here, network 130 may comprise any combination of 
wired or wireless links and may include cellular transceiver 30 

110 and/or local transceiver 115 and/or server 140. In a 

25 serving mobile location center (E-SMLC) or SUPL location 
platform (SLP) ( e.g. which may comprise a server, such as 
server 140) after which the location server may estimate or 
determine an estimated location for communications device 

particular implementation, network 130 may comprise Inter­
net Protocol (IP) or other infrastructure capable of facilitat-
ing communication between communications device 102 at 

102 based on the measurements. In the presently illustrated 
example, location related measurements obtained by com­
munications device 102 may include measurements of sig-
nals (124) received from satellites belonging to an SPS or 
Global Navigation Satellite System (GNSS) such as GPS, 
GLONASS, Galileo or Beidou and/or may include measure-

35 ments of signal strengths of signals utilized in wireless 
communication links 123 and/or 125 received from terres-

a call source and server 140 through local transceiver 115 or 
cellular transceiver 110. In an embodiment, network 130 
may also facilitate communication between communications 
device 102, server 140 and a public switched telephone 
network, for example, through a suitable communications 
link. In another implementation, network 130 may comprise 40 

a cellular communication network infrastructure such as, for 
example, a base station controller or packet based or circuit 
based switching center (not shown) to facilitate cellular 
communication with communications device 102. In a par­
ticular implementation, network 130 may comprise local 45 

area network (LAN) elements such as WiFi APs, routers and 
bridges and may, in such an instance, comprise links to 
gateway elements that provide access to wide area networks 
such as the Internet. In other implementations, network 130 
may comprise a LAN and may or may not involve access to 50 

a wide area network but may not provide any such access (if 
supported) to communications device 102. In some imple­
mentations, network 130 may comprise multiple networks 
( e.g., one or more wireless networks and/or the Internet). In 
one implementation, network 130 may include one or more 55 

serving gateways or Packet Data Network gateways. In 
addition, one or more of server 140 may comprise an 
E-SMLC, a Secure User Plane Location (SUPL) Location 
Platform (SLP), a SUPL Location Center (SLC), a SUPL 
Positioning Center (SPC), a Position Determining Entity 60 

(PDE) and/or a gateway mobile location center (GMLC), 
each of which may connect to one or more location retrieval 
functions (LRFs) and/or mobility management entities 
(MMEs) of network 130. 

In particular embodiments, communications between 65 

communications device 102 and cellular transmitter 110, 
satellite 114, local transceiver 115, and so forth may occur 

trial transmitters fixed at known locations ( e.g., such as 
cellular transceiver 110). 

Communications device 102 or a separate location server 
may obtain a location estimate for communications device 
102 based on location related measurements using any one 
of several position methods such as, for example, GNSS, 
Assisted GNSS (A-GNSS), Advanced Forward Link Trilat­
eration (AFLT), Observed Time Difference Of Arrival (OT­
DOA) or Enhanced Cell ID (E-CID) or combinations 
thereof. In some of these techniques ( e.g. A-GNSS, AFLT 
and OTDOA), pseudoranges or timing differences may be 
measured at communications device 102 relative to three or 
more terrestrial transmitters fixed at known locations or 
relative to four or more satellites with accurately known 
orbital data, or combinations thereof, based at least in part, 
on pilots, positioning reference signals (PRS) or other posi­
tioning related signals transmitted by the transmitters or 
satellites and received at communications device 102. Here, 
server 140 may be capable of providing positioning assis­
tance data to communications device 102 including, for 
example, information regarding signals to be measured ( e.g., 
signal timing), locations and identities of terrestrial trans­
mitters and/or signal, timing and orbital information for 
GNSS satellites to facilitate positioning techniques such as 
A-GNSS, AFLT, OTDOA and E-CID. For example, server 
140 may comprise an almanac to indicate locations and 
identities of cellular transceivers and/or local transceivers in 
a particular region or regions such as a particular venue, and 
may provide information descriptive of signals transmitted 
by a cellular base station or AP such as transmission power 
and signal timing. In the case of E-CID, communications 
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device 102 may obtain measurements of signal strengths for 
signals received from cellular transceiver 110 and/or local 
transceiver 115 and/or may obtain a round trip signal propa­
gation time (RTT) between communications device 102 and 
a cellular transceiver 110 or local transceiver 115. A com­
munications device 102 may use these measurements 
together with assistance data ( e.g. terrestrial almanac data or 
GNSS satellite data such as GNSS Almanac and/or GNSS 
Ephemeris information) received from server 140 to deter­
mine a location estimate for communications device 102 or 
may transfer the measurements to server 140 to perform the 
same determination. A call from communications device 102 
may be routed, based on the location of communications 
device 102, and connected to the public switched telephone 
network, for example, via wireless communication link 123 
and/or other communications links. 

A communicating device at a call source (e.g., commu­
nications device 102 of FIG. 1) may be referred to by any 
name corresponding to a cellphone, smartphone, laptop, 
tablet, PDA, tracking device or some other portable or 
movable device. Typically, though not necessarily, a com­
munications device may support wireless communication 
such as using GSM, WCDMA, LTE, CDMA, HRPD, WiFi, 

12 
advertise, just as an example, that a subscriber may obtain a 
credit card, for example, or other instrument, which may 
allow subscriber 205 to obtain a credit value (e.g., a credit 
limit) or other privileges at the department store. In particu-

5 lar embodiments, subscriber 205 may obtain any other type 
of numerical value (other than a credit value). Machine­
readable layout 210 may represent a two-dimensional bar­
code; however, in other embodiments, machine-readable 
layout 210 may represent any other type of machine-read-

10 able entity, such as a one-dimensional bar-code, or any other 
type of machine-recognizable or computer-recognizable pat­
tern. Machine-readable layout 210 may be positioned nearby 
any other type of human-readable placard, for example, and 
claimed subject matter is not limited in this respect. In other 

15 instances, machine-readable layout 210 comprises a stand­
alone machine-readable layout, presented on a placard, on 
the page of the magazine, or any other location readable by 
a camera device of communications device 102. 

As shown in FIG. 2, subscriber 205 may situate commu-
20 nications device 102 so as to permit viewing and/or image 

capture of machine-readable layout 210 utilizing a camera of 
communications device 102. In the embodiment of FIG. 2, 
machine-readable layout 210 may be utilized in conjunction 
with a human-readable placard, which indicates to subscrib-BT, WiMax, etc.A communications device may also support 

wireless communication using a wireless LAN (WLAN), 
DSL or packet cable for example. A communications device 
may comprise a single entity or may comprise multiple 
entities such as in a personal area network where a sub­
scriber may employ audio, video and/or data I/O devices 
and/or body sensors and a separate wireline or wireless 30 

modem. An estimate of a location of a communications 
device ( e.g., communications device 102) may be referred to 

25 ers ( e.g., subscriber 205), that a subscriber may initiate 
application for a credit account, for example, beginning with 
capturing an image of machine-readable layout 210, or by 
otherwise bringing machine-readable layout 210 into view 
of a camera of communications device 102. In the embodi-
ment of FIG. 2, communications device 102 may execute a 
computer process, which may, in response to capturing or 
viewing an image of machine-readable layout 210, connect 
with a uniform resource locator (URL) via a browser oper­
ating on communications device 102. In some instances, the 

as a location, location estimate, location fix, fix, position, 
position estimate or position fix, and may be geographic, 
thus providing location coordinates for the communications 35 

device ( e.g., latitude and longitude) which may or may not 
include an altitude component ( e.g., height above sea level, 
height above or depth below ground level, floor level or 
basement level). 

URL may correspond to a bank or other type of financial 
institution, which may permit subscriber 205 to complete an 
application for credit. 

In addition to a browser program instructing communi­
cations device 102 to connect, via a browser, to a website 
corresponding to a bank or other type of financial institution, 
a computer process executing on device 102 may access a 

The architecture of the cellular communications network 40 

described in relation to FIG. 1 may comprise a generic 
architecture that is capable of accommodating a variety of 
outdoor and indoor location solutions including the standard 
SUPL user plane location solution defined by the Open 
Mobile Alliance (OMA) and standard control plane location 
solutions defined by 3GPP and 3GPP2. For example, server 
140 may function as (i) a SUPL location platform to support 
the SUPL location solution, (ii) an E-SMLC to support the 
3GPP control plane location solution with LTE access on 
wireless communication link 123 or 125, or (iii) a Stand­
alone Serving Mobile Location Center (SAS) to support the 
3GPP Control Plane Location solution for UMTS. 

memory storage device, such as a SIM card, to obtain an 
identifier of the communications device. In particular 
embodiments, an identifier of a communications device may 

45 comprise a subscriber account identifier (e.g., a telephone 
number), International Mobile Subscriber Identifier (IMSI), 
an International Mobile Electronic Identifier (IMEI), or a 
Mobile Station International Subscriber Directory Number 
(MSISDN), or any combination thereof. An identifier of a 

50 communications device 102 may be transmitted to cellular 
transceiver 110 along with a request to initiate completion of 
a credit application, or an application to enter into any other 
type of agreement with, for example, a bank or financial 
institution. 

In view of the communications infrastructure shown and 
described in reference to FIG. 1, more particular embodi­
ments directed toward transmitting a complement of sub- 55 

scriber parameters to a communications device are discussed 
hereinbelow. Hence, FIG. 2 shows a subscriber interacting 
with an aspect of a cellular communications network, within 

As shown in FIG. 2, an identifier may be conveyed 
through one or more communication links, such as indicated 
by network 145. An identifier may be provided to client 225, 
which may correspond to a financial institution, such as a 
bank or any other institution. Responsive to receipt of an a cellular communications infrastructure, to obtain a com­

pliment of subscriber parameters, according to an embodi­
ment 200. In the embodiment of FIG. 2, subscriber 205 may 
be located at any point within cellular communications of 
cellular transceiver 110. In the embodiment of FIG. 2, 
subscriber 205 may be presently located in a department 
store, just as an example, within view of machine-readable 
layout 210. Machine-readable layout 210 may be positioned, 
for example, near a human-readable placard, which may 

60 identifier, client 225 may query identity verifier 228, which 
may, in tum, access device database 230. In the embodiment 
of FIG. 2, device database 230 may include records of 
various deterministic events, such as records of number 
porting of communications device 102, records related to 

65 removal/replacement of a SIM, instances of password resets 
of a communications device, records of communications 
device tenure, and so forth. Device database 230 may 
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a process to complete an application, subscriber 205 may 
capture an image of machine-readable layout 210, which 
may correspond to a quick response (QR) code. Responsive 
to capture of the machine-readable layout, a memory device 

include records that relate to other aspects of the behavior of 
subscriber 205 with respect to a communications device, and 
claimed subject matter is not limited in this respect. In 
addition to various historical events stored within device 
database 230, the database may include records referring to 5 of communications device 102 may be queried, resulting in 

an identifier of device 102 being transmitted to cellular 
transceiver 110. In particular instances, transmission of an 
identifier of communications device 102 may be accompa­
nied with an indication that subscriber 205 wishes to com-

the "velocity" of a historical event, which may represent a 
rate or a frequency of occurrence of an online or off-line 
deterministic event with respect to time. For example, a 
subscriber's phone number-porting events may occur with a 
velocity of one event per one-year period. In other examples, 10 

deterministic events having a velocity aspect may refer to 
the rate (perhaps in occurrences per year) that a subscriber 
removes/replaces a SIM, replaces a communications device, 
resets or obtains a password, or may relate to any other 
online or off-line deterministic event. Further, various his- 15 

torical events stored within device database 230, with 
respect to communications device 102, may additionally 
pertain to browsing habits of subscriber 205, shopping 
habits of subscriber 205, and so forth. 

In response to receipt of an identifier from communica- 20 

tions device 102, via cellular transceiver 110, network 145, 
and client 225, identity verifier 228 may transmit a comple­
ment of subscriber parameters to client 225. In particular 
embodiments, identity verifier 228 may transmit a sub­
scriber name, physical address (e.g., street address, city, 25 

town, municipality, ZIP Code, etc.) along with other sub­
scriber parameters, which may include Social Security num­
ber. In other embodiments, identity verifier 228 may addi­
tionally transmit past physical addresses, current/past 
employer parameters, and a host of subscriber parameters, 30 

and claimed subject matter is not limited in this respect. 
Following receipt of a complement of subscriber param­

eters, client 225 may transmit a request to communications 
device 102 for one or more additional identifying param­
eters. For example, an identifying parameter may comprise 35 

a Social Security number, or portion thereof ( e.g., last four 
digits) for display to subscriber 205. Responsive to receipt 
of such request, subscriber 205 may enter the one or more 
additional identifying parameters ( e.g., last four digits of 
Social Security number), which may operate to provide 40 

verification and/or authentication of subscriber 205. Follow-

plete an application, such as a credit application. Following 
determination of parameters specific to subscriber 205, 
client 225 may request, at least in certain instances, a single 
parameter to be verified by subscriber 205 ( e.g., last four 
digits of Social Security number). Responsive to confirma-
tion of the single parameter by subscriber 205, a credit 
application may be pre-filled (e.g., pre-populated) with a 
complement of subscriber-specific parameters. In particular 
embodiments, subscriber 205 may simply select to "submit" 
the pre-filled credit application. Accordingly, in such a 
scenario, an application, such as a credit application, can be 
completed responsive to actuating six ( 6) selectors of a user 
interface of a cellular communications device, such as 
(selection 1) actuating a camera to capture an image of 
layout 210, (selections 2-5) entering four digits of a Social 
Security number, followed by (selection 6) actuating a 
"submit" selector. 

Although not specifically discussed in reference to FIG. 2, 
following an identity verification process, such as involving 
identity verifier 228, the eligibility of subscriber 205 for 
pre-fill of a credit application, for example, may be deter­
mined. In an example, responsive to completion of an 
authentication process performed by an identity verifier, a 
complement of subscriber parameters may be transmitted to 
a communications device. Identity verification may take 
place utilizing one or more parameters stored in ( or derived 
from) a SIM of a communications device, or may take place 
utilizing a subscriber's verified telephone number, a sub­
scriber's persistent identifier, or utilizing any other type of 
subscriber account identification number. Alternatively, 
authentication of a communications device may take place 
responsive to an identity verifier transmitting a one-time 
short messaging system (SMS) passcode to a communica­
tions device. In such instances, an identity verifier may 
determine whether a subscriber is eligible for an automatic 

ing subscriber 205 entering the one or more additional 
identifying parameters into a user interface of communica­
tions device 102, the one or more additional identifying 
parameters may be transmitted, via communications link 
123, cellular transceiver 110, and network 145 to client 225. 
Responsive to receipt of the one or more additional identi­
fying parameters, client 225 may determine that subscriber 
205 is the authentic (e.g., verified) owner of communica­
tions device 102, and/or that communications 102 is co­
located with subscriber 205. Client 225 may make additional 
determinations based on the one or more additional identi­
fying parameters, and claimed subject matter is not limited 
in this respect. 

45 (e.g., without subscriber input) pre-fill of a form such as 
e-commerce checkout, digital sign-up, or an application for 
a service. In addition to determining whether a particular 
subscriber is eligible for pre-fill of a credit application, an 
identity verifier, cooperating with a computing resource of a 

Client 225 may then transmit a complement of subscriber 
parameters for display utilizing a user interface of commu­
nications device 102. Accordingly, subscriber 205 may need 
only double check and/or verify that an application, such as 
an application for credit, has been pre-filled/populated by 
the parameters transmitted by client 225. At such point, 
subscriber 205 may perhaps depress a "submit" selector, 
which may, in turn, convey the pre-filled/populated credit 
application to client 225. 

It may be appreciated that in the embodiment of FIG. 2, 
to complete an application, such as an application for credit, 
for example, subscriber 205 need only minimally interact 
with a communications device 102. For example, to initiate 

50 credit issuer, may transmit one or more incentives to a 
subscriber, so as to entice the subscriber to complete and 
submit a credit application. In some instances, such incen­
tives may be based, at least in part, on a subscriber's taxable 
income, discretionary income, demographics, credit history, 

55 credit score, spending history with a particular merchant, 
lifetime spending potential with a merchant, etc., and 
claimed subject matter is intended to embrace all such 
factors that may influence an incentive. 

In particular embodiments, eligibility may be determined 
60 utilizing flexible, client-defined rules and/or guidelines. For 

example, eligibility for pre-fill of a form may be determined 
utilizing (but not limited to) criteria such as data attributes, 
which, for example, may include name/address, Social 
Security number, date-of-birth, household ID (e.g., last 

65 name of perhaps multiple subscribers living at a common 
physical address, etc. Eligibility for pre-fill of a form may 
also be dependent upon reputational scoring, which may 
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correspond to the reputation of communications device 102 
and/or subscriber 205. For example, a trustworthiness score 

16 
selection) in which the subscriber continues a checkout, 
digital sign-up, or applications. 

or other measure of trustworthiness may be utilized in 
computing reputational scoring. Eligibility for pre-fill of a 
form may also be dependent upon demographic attributes of 5 

a subscriber, such as the subscriber's chronological age, ZIP 
Code of residence, taxable income, and so forth. Eligibility 

(3) Responsive to a determination that a subscriber has 
been considered to be eligible, but does not choose a 
pre-fill or auto-fill option, the potential subscriber may 
choose to manually complete a form such as e-com-
merce checkout, digital sign-up, or application, 
whether the potential subscriber is eligible for the 
pre-fill experience. In such instances, an identity veri­
fier may verify manually-entered parameters utilizing 
identity verification, in which parameters may be 

for pre-fill of a form may also be dependent upon parameters 
related to a communication services provider account, an 
account type, a device and/or subscriber account identifier 10 

(e.g., telephone number) tenure, trustworthiness score, etc. 
Eligibility for pre-fill of a form may also be dependent upon 
industry-specific attributes of a subscriber. For example, in 

obtained from communication services providers, 
credit bureaus, and/or prepaid processors. In such 
instances, matching algorithms may be applied to 
parameters obtained utilizing, for example, fuzzy 
matching, gender, inversions, old but valid addresses, 
householding for family plans etc., and claimed subject 
matter is intended to embrace all such approaches. 

In particular embodiments, following completion of the 

an e-commerce environment, creating an account may 
involve, perhaps exclusively, parameters such as a sub- 15 

scriber name, address, phone number ( or other type of 
subscriber account identifier, persistent identifier, sub­
scriber-unique identifier, and so forth). In particular regu­
lated industries, such as financial services or communication 
services carriers, creating an account may involve entry of 
parameters such as name, address, phone number ( or other 
type of subscriber account identifier) Social Security num­
ber, date of birth, etc. Such parameters may fulfill know your 
customer (KYC) regulatory requirements for new account 
origination. Eligibility for pre-fill of a form may also utilize 
industry-specific scoring or computed metrics, which may 
include a lifetime value ( e.g., covering a period of one year, 
two years, three years, etc.) based upon past transactional 
and/or purchase history. Such industry-specific scoring may 
include financial scoring such as credit-worthiness, whether 

20 form, and following subsequent processing of the form, a 
client (e.g., an identity verifier) may utilize eligibility crite­
ria to further simplify application processes. Such simplifi­
cations may be utilized by financial services institutions to 
provide access to a predetermined line of credit at account 

25 origination, a payment network adding a newly-obtained 
credit card directly to a mobile wallet for immediate use, a 
retailer offering an incentive for first time use of a new store 
private label or co-brand credit card, a mobile communica­
tion services provider offering a free or reduced-fee trial of 

30 new services such as music subscription, satellite radio, etc., 
and claimed subject matter is not limited in this respect. at an individual level, and anonymized individual level, or at 

and anonymized aggregate level. Such industry-specific 
scoring may include behavioral interaction such as repeat 
visits, community engagement, or client-derived reputation 
scores. Eligibility for pre-fill of a form may include incen­
tive scoring, which may relate to client-specified attributes 
and/or scoring, such as lifetime value or creditworthiness, 
which may result in client-specified incentives to be dis­
played with pre-fill or an automatic ( e.g., without subscriber 
input) fill selector. In particular embodiments, providing 
such incentives may encourage a subscriber to complete, for 
example, a credit application in an e-commerce checkout or 
a digital sign-up application. Eligibility for pre-fill of a form 
may include geographic scoring, which may relate to 
whether a phone is currently located within a client-specific 
radius (e.g., 1 km, 5 km, 10 km, 25 km, 50 km, etc.) of a 
physical address associated with a communication services 
account or physical address ( or sharing the same IP address 
as associated device such as a laptop, tablet, desktop or 
personal computer, smart TV, etc. 

In particular embodiments, in response to determination 
of eligibility, a number of outcomes may result: 

(1) Responsive to a subscriber being determined to be 
eligible, the pre-fill or auto-fill (e.g., without subscriber 
input) selector may be presented in a user interface of 
a communications device as an option to complete the 
form such as e-commerce checkout, digital sign-up, or 
application. Following selection of the selector, an 
identity verifier may fetch subscriber parameters from 
communication services providers, credit bureaus, and/ 
or prepaid processors, etc., so as to complete a credit 
account application on behalf of the consumer. 

(2) Responsive to a determination that a subscriber may 
not be eligible for pre-fill, there may be little or 
negligible interruption to the subscriber experience. In 
such a scenario, a pre-fill or auto-fill selector may not 
be displayed (or may be displayed as a grayed-out 

As previously noted, client-specified incentives may be 
displayed with pre-fill or with an automatic fill selector ( e.g., 
without user interface), which may encourage a subscriber to 

35 complete a credit application, for example. In particular 
embodiments, a client-specified incentive may include a 
numerical value corresponding to a predetermined bonus 
amount, for example, which may be given or awarded to the 
subscriber in response to the subscriber opening a credit 

40 account. A numerical value corresponding to a predeter­
mined bonus amount may be awarded to a subscriber based, 
at least in part, on reported taxable income ( or an estimate 
of taxable income), a subscriber's reported discretionary 
income ( or an estimate of discretionary income), a measure 

45 of a subscriber's standing as an influencer of a social 
network ( e.g., social network activity, number of followers, 
number of posts, etc.), marital status, Fair Isaac Corporation 
(FICO) score, and/or a measure of the subscriber's past 
spending history (or history of other engagements) with a 

50 certain merchant or with an affiliated merchant, an estimate 
of a subscriber's potential future (e.g., lifetime) spending 
with a certain merchant, a record of a subscriber having 
credit accounts with certain banks and/or lending institu­
tions, etc. A numerical value of predetermined bonus award 

55 amount may be based on other factors and/or characteristics 
of a subscriber, and claimed subject matter is not limited in 
this respect. 

FIG. 3 shows a message flow diagram in a method of 
transmitting a complement of subscriber parameters to a 

60 communications device, according to an embodiment 300. 
The diagram of FIG. 3 begins with subscriber 205 interact­
ing with a communications device, such as device 102 of 
FIG. 2, so as to access an identifier on a SIM of device 102. 
As described in FIG. 2, an identifier stored on a SIM may be 

65 accessed responsive to a camera of communications device 
102 capturing an image of machine-readable layout 210. As 
mentioned with respect to FIG. 2, capture of machine-
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readable layout 210 may permit communications device 102 
to connect (e.g., via a browser-based session) with a bank or 
other type of financial institution to permit subscriber 205 to 
complete an application for credit, apply for increased 
credit, or initiate any other application for a privilege to be 5 

granted (e.g., borrowing funds, obtaining a line of credit, 
etc.). 

Responsive to receipt of the complement of subscriber 
parameters at communications device 102, device 102 may 
pre-fill (populate) fields of an application or other type of 
form, perhaps for use in connection with obtaining credit by 
subscriber 205. Subscriber 205 may merely verify the 
entries of a pre-filled form displayed via a display of 
communications device 102. Subscriber 205 may then actu­
ate a "submit" selector, which may operate to convey a 
completed credit application (e.g., completed application 
340), for example, via network 130 to client 225. Upon 
receipt of a completed credit application, for example, client 

Responsive to identifier 305 being accessed from a SIM 
of a communications device, perhaps in response to sub­
scriber 205 capturing an image of machine-readable layout 10 

210, identifier 305 may be conveyed via link 123 (of FIG. 2) 
through cellular transceiver 110, and through network 130. 
Identifier 305 may then be presented to client 225, which 
may represent a bank, credit union, or other type of insti- 15 
tution capable of providing loans, lines of credit, access to 
privileged/premium content (e.g., for a fee), etc. Client 225 
may pass identifier 305 to identity verifier 228. Identity 
verifier 228 may, in tum, access device database 230, which 
may provide complement 310 (e.g., name, current/past 20 

addresses, current/past employers, phone number, and so 
forth). Complement 310 may additionally include one or 
more additional identifying parameters for confirmation/ 
verification by subscriber 205. Complement 310 may be 
stored, at least temporarily, within a memory structure at 25 

client 225. 

225 may compute a credit amount and/or compute any other 
amount or parameter, and forward such amount to subscriber 
205 for display on a display of communications device 102. 

Credit amount 350 may be computed based, at least in 
part, on score 312 computed by (or in cooperation with) 
identity verifier 228 responsive to accessing device database 
230. In particular embodiments, responsive to device data­
base 230 indicating that communications device 102 can be 
considered to be relatively trustworthy, such as following a 
determination that fraudulent events have not occurred in 
connection with device 102, score 312 may comprise a 
relatively high number. Conversely, responsive to device 
database 230 indicating that communications device 102 can 
be considered relatively untrustworthy, such as following a 
determination that fraudulent events have occurred in con-

In the embodiment of FIG. 3, device database 230 may 
additionally supply a trustworthiness score with respect to 
communications device 102. In particular embodiments, a 
trustworthiness score may be computed in response to 
determining events, which may occur with respect to com­
munications device 102. Such events may correspond to a 
length of time that a subscriber 205 has been in possession 
of communications device 102 ( e.g., device tenure), whether 
communications device 102 has been recently ported (e.g., 
involving a telephone number or other subscriber account 
identifier) from a first communications service carrier to a 
second communications service carrier, whether a one-time 
password has been utilized to reset account parameters 
accessed by communications device 102, as well as any 
number of additional online or off-line events involving 
device 102. A trustworthiness score may be computed uti­
lizing a history of other deterministic events, and claimed 
subject matter is not limited in this respect. 

Client 225 may pass additional parameters request 315, 
via network 130, to subscriber 205. In the embodiment of 
FIG. 3, an additional parameters request may correspond to 
a parameter perhaps known only to a select few individuals, 
such as subscriber 205. Such parameters may include a 
portion of a Social Security number ( e.g., the last four digits) 
or any other parameter, such as mother's maiden name, 
name of childhood friend, city of birth, or any other param­
eter generally not known to others, and claimed subject 
matter is intended to embrace all such parameters. Respon­
sive to receipt of a request for additional data, which may be 
displayed via a display of ( or coupled to) communications 
device 102, subscriber 205 may provide requested param­
eters 320. Requested parameters 320 may propagate through 
network 130 for receipt by client 225. Responsive to receipt 
of the requested parameters 320, client 225 may compare 
requested parameters 320 with a parameter known only to 
subscriber 205, for example, to determine if a match exists. 
Responsive to detection of a match, client 225 may deter­
mine that subscriber 205 has been authenticated. Accord­
ingly, client 225 may transmit a complement of subscriber 
parameters (e.g. subscriber parameter complement 330) to 
communications device 102 for review by subscriber 205. 

nection with device 102, score 312 may comprise a rela­
tively low number. 

FIG. 4A shows a communications device displaying an 
30 interface to accept a complement of subscriber parameters, 

according to an embodiment 400. As depicted in FIG. 4A, 
communications device 102 comprises image capture device 
402, which may correspond to a camera, for example. In an 
embodiment, a subscriber, such as subscriber 205 of FIG. 2, 

35 may position machine-readable layout 210 into the field-of­
view of image capture device 402. Responsive to machine­
readable layout 210 being positioned within the field-of­
view of image capture device 402, a process ( e.g., an 
application program interface) executing on a processor of 

40 communications device 102 may be directed to connect to a 
URL for the purpose of initiating a credit application. In 
alternative embodiments, communications device 102 may 
be directed to connect to a URL for the purpose of initiating 
any other type of application, such as an application to 

45 upgrade credit (e.g., increase a credit value or credit limit), 
an application to obtain premium content, or any other type 
of application, and claimed subject matter is not limited in 
this respect. 

Following communications device 102 being connected 
50 to a URL to facilitate initiation of a browser-based session, 

a computer program executing on a processor of communi­
cations device 102 may access an identifier stored on SIM 
403. In some embodiments, an identifier stored on SIM 403 
may comprise a subscriber account identifier (e.g., a tele-

55 phone number), International Mobile Subscriber Identifier 
(IMSI), an International Mobile Electronic Identifier 
(IMEI), or a Mobile Station International Subscriber Direc­
tory Number (MSISDN), or any combination thereof. The 
identifier may be conveyed through a cellular communica-

60 tions network, such as described with reference to FIG. 1, to 
a client (e.g., client 225 of FIG. 2), which may correspond 
to a bank, financial clearinghouse, or other type of institution 
involved in extending credit, providing premium content, or 
fighting other types of privileges to subscribers. In tum, 

65 client 225 may contact an identity verification service (e.g., 
identity verifier 228), who may access a device database 
(e.g., device database 230) to obtain parameters specific to 
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the subscriber 205 co-located with communications device 
102. In some embodiments, device database 230 may also 
provide a trustworthiness score or other measure of trust­
worthiness, with respect to communications device 102, 
based, at least in part, on records of historical events 
involving communications device 102. Such records may 
include instances of reassignment of subscriber account 
identifiers (e.g., telephone numbers) from a first communi­
cations service carrier to a second communications service 
carrier, tenure of device 102, instances of password resets 
with respect to device 102, removal or replacement of a SIM 
(e.g., SIM 403), along with other behavioral aspects with 
respect to device 102. 

FIG. 4B shows a communications device displaying a 
user interface into which a complement of subscriber param­
eters has been pre-filled into the user interface, according to 
an embodiment. In response to a client (e.g., client 225 of 
FIG. 2) determining a complement of subscriber-specific 
parameters corresponding to an identifier accessed from 
SIM 403, a blank application form, such as indicated in FIG. 

20 
Security number, mother's maiden name, etc. At 515, in 
response to receiving a response from subscriber 205 for one 
or more additional parameters, a client, such as client 225 of 
FIG. 2, may determine if a match exists between the one or 

5 more additional parameters and the name, address, and other 
parameters obtained from an identity verification service 
(e.g., identity verifier 228 of FIG. 2). 515 may include 
processing of signals indicative of the requested one or more 
parameters provided in response to the subscriber entering 

10 the one or more parameters into a graphical user interface of 
the communications device. For example, at 515, the last 
four digits of a Social Security number accessed from device 
database 230 may be compared with the last four digits 
supplied by a subscriber 205 in response to the request for 

15 one or more parameters (such as described in reference to 
510). 

At 520, responsive to a match existing between the last 
four digits of a Social Security number (for example) 
provided by a subscriber and (again, for example) the last 

20 four digits of a Social Security number provided by a device 
database, a client may transmit, to the communications 
device, one or more signals to provide a complement of 
subscriber parameters. A complement of subscriber param­
eters may be utilized to pre-fill an application form, or other 

4A, may be pre-filled with subscriber-specific parameters. 
Such parameters may include subscriber's full name, past 
and/or present addresses, past and/or present employers, and 
other specific parameters. In particular embodiments, pre­
filled application 405 may be displayed on a display of 
communications device 102 within seconds (e.g., 10 sec­
onds, 20 seconds, 30 seconds, 60 seconds, 90 seconds) of 
subscriber 205 capturing an image of machine-readable 
layout 210. In particular embodiments, an intermediate 
operation, not explicitly indicated in FIGS. 4A/4B may 30 

involve subscriber 205 verifying one or more additional 
parameters, such as the last four digits of a Social Security 
number (just to name an example) as an approach toward 
validating and/or a verifying the identity of subscriber 205, 
prior to conveying the complement of subscriber-specific 35 

parameters indicated as pre-filled application 405. In par­
ticular embodiments, a subscriber may actuate submit selec-

25 type of form, displayed on a display of a communications 
device located with subscriber 205. 

FIG. 6 is a diagram showing a computing environment, 
according to an embodiment 600. In the embodiment of FIG. 
6, first and third devices 602 and 606 may be capable of 
rendering a graphical user interface (GUI) for a network 
device, such as server device 140 of FIG. 1, so that a 
subscriber utilizing a communications device ( e.g., a mobile 
communications device) may engage in system use. Device 
604 may potentially serve a similar function in this illustra­
tion. Likewise, in FIG. 6, computing device 602 ('first 
device' in FIG. 6) may interface with computing device 604 
('second device' in FIG. 6), which may, for example, also 
comprise features of a client computing device and/or a 
server computing device, in an embodiment. Processor (e.g., 
processing device) 620 and memory 622, which may com­
prise primary memory 624 and secondary memory 626, may 

tor 407, so as to submit the completed credit application to 
a lending institution or its representative. 

communicate by way of a communication interface 630, for 
example. The term "computing device," in the context of the 
present patent application, refers to a system and/or a device, 

FIG. 5 shows a process of transmitting a complement of 40 

subscriber parameters to a device, according to an embodi­
ment 500. It should be noted that the disclosed embodi­
ments, such as the embodiment of FIG. 5, are intended to 
embrace numerous variations, including methods that may 
include actions in addition to those depicted in the figures, 
actions performed in an order different than those depicted 

45 such as a computing apparatus that includes a capability to 
process ( e.g., perform computations) and/or store digital 
content, such as electronic files, electronic documents, mea­
surements, text, images, video, audio, etc. in the form of 
signals and/or states. Thus, a computing device, in the 

in the figures, as well as methods including fewer steps than 
those depicted. The method of FIG. 5 begins at 505, which 
includes obtaining, from a communications device (e.g., a 
mobile communications device), an identifier of the com­
munications device transmitted via a communications net­
work. 505 may involve a subscriber (such as subscriber 205 
of FIG. 2) capturing an image of a machine-readable layout 
in order to initiate an application for credit, or an application 
for any other type of privilege including upgrading an 
existing line of credit, obtaining access to privileged content, 
etc. attempting to initiate an electronic or digital transaction, 
such as an electronic financial transaction, by contacting a 
bank, brokerage, or other institution. 505 may additionally 
include a communications device transmitting an identifier, 
such as accessed from a SIM of a communications device. 

At 510, responsive to a client (such as client 225 of FIG. 
2) obtaining name, address, and other parameters of sub­
scriber 205, a client may transmit, to the communications 
network, a request for one or more parameters unique to a 
subscriber of a communications network ( e.g., subscriber 
205). Such parameters may include a date of birth, Social 

50 context of the present patent application, may comprise 
hardware, software, firmware, or any combination thereof 
( other than software per se ). Computing device 604, as 
depicted in FIG. 6, is merely one example, and claimed 
subject matter is not limited in scope to this particular 

55 example. 
In FIG. 6, computing device 602 may provide one or more 

sources of executable computer instructions in the form of 
physical states and/or signals ( e.g., stored in memory states), 
for example. Computing device 602 may communicate with 

60 computing device 604 by way of a network connection, such 
as via network 608, for example. As previously mentioned, 
a connection, while physical, may be virtual while not 
necessarily being tangible. Although computing device 604 
of FIG. 6 shows various tangible, physical components, 

65 claimed subject matter is not limited to a computing devices 
having only these tangible components as other implemen­
tations and/or embodiments may include alternative 
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arrangements that may comprise additional tangible com­
ponents or fewer tangible components, for example, that 
function differently while achieving similar results. Rather, 
examples are provided merely as illustrations. It is not 
intended that claimed subject matter be limited in scope to 5 

illustrative examples. 
Memory 622 may comprise any non-transitory storage 

mechanism. Memory 622 may comprise, for example, pri­
mary memory 624 and secondary memory 626, additional 
memory circuits, mechanisms, or combinations thereof may 10 

be used. Memory 622 may comprise, for example, random 
access memory, read only memory, etc., such as in the form 
of one or more storage devices and/or systems, such as, for 
example, a disk drive including an optical disc drive, a tape 
drive, a solid-state memory drive, etc., just to name a few 15 

examples. 
Memory 622 may comprise one or more articles utilized 

to store a program of executable computer instructions. For 
example, processor 620 may fetch executable instructions 
from memory and proceed to execute the fetched instruc- 20 

tions. Memory 622 may also comprise a memory controller 
for accessing device readable-medium 640 that may carry 
and/or make accessible digital content, which may include 
code, and/or instructions, for example, executable by pro­
cessor 620 and/or some other device, such as a controller, as 25 

one example, capable of executing computer instructions, 
for example. Under direction of processor 620, a non­
transitory memory, such as memory cells storing physical 
states ( e.g., memory states), comprising, for example, a 
program of executable computer instructions, may be 30 

executed by processor 620 and able to generate signals to be 
communicated via a network, for example, as previously 
described. Generated signals may also be stored in memory, 
also previously suggested. 

Memory 622 may store electronic files and/or electronic 35 

documents, such as relating to one or more subscribers, and 
may also comprise a machine-readable medium that may 
carry and/or make accessible content, including code and/or 
instructions, for example, executable by processor 620 and/ 
or some other device, such as a controller, as one example, 40 

capable of executing computer instructions, for example. As 
previously mentioned, the term electronic file and/or the 
term electronic document are used throughout this document 
to refer to a set of stored memory states and/or a set of 
physical signals associated in a manner so as to thereby form 45 

an electronic file and/or an electronic document. That is, it 
is not meant to implicitly reference a particular syntax, 
format and/or approach used, for example, with respect to a 
set of associated memory states and/or a set of associated 
physical signals. It is further noted an association of memory 50 

states, for example, may be in a logical sense and not 
necessarily in a tangible, physical sense. Thus, although 
signal and/or state components of an electronic file and/or 
electronic document, are to be associated logically, storage 
thereof, for example, may reside in one or more different 55 

places in a tangible, physical memory, in an embodiment. 
Algorithmic descriptions and/or symbolic representations 

are examples of techniques used by those of ordinary skill in 
the signal processing and/or related arts to convey the 
substance of their work to others skilled in the art. An 60 

22 
magnetic signals and/or states capable of being stored, 
transferred, combined, compared, processed and/or other­
wise manipulated, for example, as electronic signals and/or 
states making up components of various forms of digital 
content, such as signal measurements, text, images, video, 
audio, etc. 

Processor 620 may comprise one or more circuits, such as 
digital circuits, to perform at least a portion of a computing 
procedure and/or process. By way of example, but not 
limitation, processor 620 may comprise one or more pro­
cessors, such as controllers, micro-processors, micro-con­
trollers, application specific integrated circuits, digital signal 
processors, programmable logic devices, field program-
mable gate arrays, the like, or any combination thereof. In 
various implementations and/or embodiments, processor 
620 may perform signal processing, typically substantially 
in accordance with fetched executable computer instruc­
tions, such as to manipulate signals and/or states, to con-
struct signals and/or states, etc., with signals and/or states 
generated in such a manner to be communicated and/or 
stored in memory, for example. 

FIG. 6 also illustrates device 604 as including a compo­
nent 632 operable with input/output devices, and commu­
nication bus 615, for example, so that signals and/or states 
may be appropriately communicated between devices, such 
as device 604 and an input device and/or device 604 and an 
output device. A subscriber may make use of an input 
device, such as a computer mouse, stylus, track ball, key­
board, and/or any other similar device capable of receiving 
subscriber actions and/or motions as input signals. Likewise, 
for a device having speech to text capability, a subscriber 
may speak to generate input signals. Likewise, a subscriber 
may make use of an output device, such as a display, a 
printer, etc., and/or any other device capable of providing 
signals and/or generating stimuli for a subscriber, such as 
visual stimuli, audio stimuli and/or other similar stimuli. 

FIG. 7 shows a flowchart for a process of transmitting a 
complement of subscriber parameters to a communications 
device, according to an embodiment 700. The process of 
FIG. 7 may begin at 705, which may include a subscriber) 
visiting an application page of a merchant or financial 
institution affiliated with the merchant. 705 may involve a 
subscriber locating a machine-readable layout (e.g., 
machine-readable layout 210) within the field-of-view of an 
imaging device 402 (e.g., a camera) of communications 
device 102. The process may proceed with an instant authen­
tication subprocess (1) in which a subscriber may be deter­
mined to be eligible and a pre-fill or auto-filled selector is 
presented in a user interface of communications device 102 
as in 715. Following selection of a selector to pre-fill or 
auto-fill an application, pre-filled application 405 may be 
displayed on a display of communications device 102. 

Responsive to a determination that a subscriber may not 
be eligible for pre-fill or auto-fill, a pre-fill or auto-fill 
selector may not be displayed. In this instance, 715 may 
invoke a manual process (e.g., authentication (2)). Also at 
715, responsive to a determination that a potential subscriber 
is eligible for pre-fill or auto-fill, but chooses to manually 
complete and e-commerce checkout, digital sign-up or 
completion of a credit application, an identity verifier may 
verify manually-entered parameters utilizing identity veri­
fication. In such a scenario (e.g., authentication (3)), param­
eters may be obtained from communication services pro-

algorithm is, in the context of the present patent application, 
and generally, is considered to be a self-consistent sequence 
of operations and/or similar signal processing leading to a 
desired result. In the context of the present patent applica­
tion, operations and/or processing involve physical manipu­
lation of physical quantities. Typically, although not neces­
sarily, such quantities may take the form of electrical and/or 

65 viders, credit bureaus, and/or prepaid processors. In such 
instances, matching algorithms may be applied to param­
eters obtained utilizing, for example, fuzzy matching, gen-
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der, inversions, old but valid addresses, householding for 
family plans etc., and claimed subject matter is intended to 
embrace all such approaches. 

In a fallback subprocess, one or more alternative authen­
tication methods 720 may be performed. In a particular 
embodiment, as part of customer assessment 725 the sub­
scriber may be prompted to enter a telephone number or 
other type of subscriber account identifier. In response to 
receiving a subscriber account identifier (e.g., a telephone 
number) an identity verifier ( e.g. identity verifier 228 of FIG. 
2) may compute or obtain a trustworthiness measure (e.g., a 
trust score), such as at 725. Just as an example, in response 
to the computed or obtained trust score being greater than a 
predetermined value, a link may be conveyed, such as via 
SMS. Responsive to receipt of an SMS message, a sub­
scriber may select the link, resulting in verification of the 
communications device. Continuing with an example, in 
response to the computed or obtained trust score being less 
than the predetermined value, the subscriber may be directed 

24 
additional parameters, such as, for example, an identifier 
comprising the last four digits of a Social Security number, 
may be conveyed to the subscriber's communications 
device. Responsive to correct entry of the subscriber iden-

5 tifier ( e.g., the last four digits of a Social Security number), 
which matches the last four digits of a Social Security 
number stored, for example, in device database 230 of FIG. 
2, a complement of parameters may be transmitted to the 
communications device in the subscriber's possession (e.g., 

10 at 740). In particular embodiments up to 3 attempts (e.g., 
retries) to enter a parameter, such as the last four digits of a 
Social Security number, may be permitted. The complement 
of parameters may then be pre-filled into a form in the 
application process may be completed (e.g., at 755). The 

15 subscriber's customer ID, subscriber account identifier, or 
any other identifying number, such as a persistent identifier 
other than a telephone number, may undergo data processing 
(e.g., at 760) for entry into a database (e.g. 765) for future 
reference (e.g., at 760). 

to complete an application for credit (for example) utilizing 20 

a standard (e.g., manual entry) treatment or process. 
In particular embodiments, in response to determining 

that a subscriber is ineligible for pre-fill of, for example, an 
application for credit, the subscriber may be presented with 
a blank application form for manual entry (e.g., at 735). 
Responsive to the subscriber successfully (manually) enter-

Upon receipt of an authentication request, a verified 
mobile telephone number (or other type of subscriber 
account identifier) may be utilized as part of a real-time 
process to verify and/or authenticate a subscriber. Authen­
tication may be achieved via direct authentication utilizing 
parameters stored in, for example, device database 230, or 
via transmission of a one-time short messaging system 
(SMS) transmission of a passcode, and/or via transmission 
of a one-time passcode from, for example, a call center 
through a telephone call (e.g., a voice call) to a particular 
phone number. To ensure the security of such processes, 
such as described in reference to FIG. 2, a communications 
device and/or other ancillary devices may participate in an 
authentication process. The authentication process may 
make use of a temporary, time-limited (e.g., 1 second, 1 
minute, 1 hour, 1 day, etc.) identifier unique to a current 
authentication event. Such identifiers may include, but are 
not limited to, WIFI IP addresses, virtual private network 
(VPN) identifiers (e.g., VPN-IDs, etc.), and/or any other 
ancillary or like identifiers ( e.g., a browser cookie, a browser 
fingerprint, etc.) generated during an authentication subpro­
cess. In some embodiments, such identifiers may be passed 
between, for example, an identity verifier and a mobile 
device so as to maintain a linkage between individual steps 
of an authentication process. Use of such identifiers may 
prevent or at least reduce the occurrence of third parties 
submitting fraudulent requests in connection with ( or 
attempting to intervene within) an authentication process or 
event. If a request is made either with a fraudulent, incorrect 
identifier or after the expiration of the identifier (e.g., 1 
second, 1 minute, 1 hour, 1 day, etc.), the process, such as 
described in reference to FIG. 2, may be terminated. Ter­
mination of an authentication process may be followed by a 
fresh (e.g., repeated) authentication request. If repeated 
requests ( e.g., 2 requests, 3 requests, 5 requests, etc.) are 
made with fraudulent, incorrect, and/or expired identifiers 
unique to the current authentication event, within a certain 
time frame (e.g., 1 second, 1 minute, 1 hour, 1 day, etc.), the 
process, such as described in reference to FIG. 2, may be 
terminated and the subscriber may be temporarily blocked 
(e.g., 1 hour, 1 day, 1 month, 1 year, etc.) from initiating 
further authentication events. 

In response to an assessment (such as customer assess­
ment 725) indicating that a subscriber (such as subscriber 
205) is eligible for pre-fill (as described with respect to 710) 
a prompt (such as at 730) for the subscriber to enter 

25 ing a complement of parameters (e.g., non-pre-fill process 
745), such as phone number and personally identifiable 
information, an identity verification subprocess may be 
performed. Responsive to successful completion of identity 
verification based on manually-entered subscriber param-

30 eters, personally identifiable information may be utilized to 
complete the application process, the results of which may 
be stored in to a customer or subscriber database. A non­
pre-fill process (e.g., at 745) may be invoked responsive 
failure of an identity verification process (e.g., at 750). A 

35 non-pre-fill process (e.g., at 745) may involve use of paper 
credit applications, for example, transmitted to an issuing 
bank or other financial institution, utilizing a manually­
completed form. 

In addition to apparatuses and approaches toward trans-
40 mitting a complement of subscriber-unique parameters to a 

communications device, the foregoing provides illustrative 
examples of accounts in which a risk of fraud and/or 
unauthorized actions may exist. In accordance with such 
illustrative examples, a subscriber may attempt to access a 

45 bank account via a voice call, a web browser, or by utilizing 
a computer process executing on a communications device, 
for example, which may permit the subscriber to complete 
an application for credit. Thus, a bank, lender, brokerage 
firm, or any other type of financial institution, in response to 

50 the attempt to access the bank account, may employ an 
application prograniming interface (API) substantially com­
patible and/or substantially compliant with HTTP and/or 
HTTPS, including versions now known and/or to be later 
developed, and/or another suitable protocol ( e.g., now 

55 known and/or to later be developed). In the foregoing 
example, a subscriber may seek to take one or more actions 
with respect to an account, such as, for example, establishing 
an account, updating a credit value (e.g., credit limit) for an 
account, transferring funds, viewing a history of electronic 

60 or digital transactions, updating privileged content and/or 
parameters, etc. Further, a bank, lender, 

Thus, as suggested, a user may seek to obtain and/or 
access, for example, an online account. A third party, such as 
those who may provide such an account, may seek to 

65 provide an appropriate level of access control for such 
reasons as maintaining confidentiality of customer or sub­
scriber information. In an example, a software company 
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and/or product, such as a developer of tax-preparation 
software products, permit individual subscriber accounts to 
be established. It may also be appreciated that similar 
protections may be instituted in which confidentiality may 
not be an aspect. For example, with regard to management 
of certain types of privileged content and/or parameters, a 
user may seek to access such content in connection with an 
online subscription to a major newspaper. In another 
instance, a user may desire to access privileged content 
and/or parameters, whether such content corresponds to 
personalized content ( e.g., of a social media network) or 
does not correspond to personalized content, such as pre­
mium sports-related content. In another instance, a user may 

26 
matter, thus, may vary in a particular context of usage. As an 
example, a tangible connection and/or tangible connection 
path may be made, such as by a tangible, electrical connec­
tion, such as an electrically conductive path comprising 

5 metal or other conductor, that is able to conduct electrical 
current between two tangible components. Likewise, a tan­
gible connection path may be at least partially affected 
and/or controlled, such that, as is typical, a tangible con­
nection path may be open or closed, at times resulting from 

10 influence of one or more externally derived signals, such as 
external currents and/or voltages, such as for an electrical 
switch. Non-limiting illustrations of an electrical switch 
include a transistor, a diode, etc. However, a "connection" 
and/or "component," in a particular context of usage, like-be returning to a website, and accessing the website could be 

dependent, at least partially, on binding a user with a website 
and/or with an application, such as via an account for the 
user. In another example, a user may actuate a 'click-to-call' 
selector of a website and/or application to reach customer 
care. Thus, a third party may comprise a customer care 
facility of an enterprise, for example, such as a care facility 20 

of a bank, which may manage affairs related to new cus­
tomer credit accounts, changes to existing credit accounts, 
and/or manage a host of other matters related to customer 
credit. Yet another scenario may involve confidentiality 
associated with access to medical records of patients, such 

15 wise, although physical, can also be non-tangible, such as a 
connection between a client and a server over a network, 
particularly a wireless network, which generally refers to the 
ability for the client and server to transmit, receive, and/or 
exchange communications, as discussed in more detail later. 

In a particular context of usage, such as a particular 
context in which tangible components are being discussed, 
therefore, the terms "coupled" and "connected" are used in 
a manner so that the terms are not synonymous. Similar 
terms may also be used in a marmer in which a similar 

25 intention is exhibited. Thus, "connected" is used to indicate 
that two or more tangible components and/or the like, for 
example, are tangibly in direct physical contact. Thus, using 
the previous example, two tangible components that are 
electrically connected are physically connected via a tan-

as compliance with HIPAA, the Affordable Care Act, Elec­
tronic Medical Records, and/or other regulatory schemes. A 
variety of potential situations may arise in which a user may 
seek access to records, such as a patient, a company, such as 
for insurance, a hospital, a medical professional providing 
care, etc. Thus, again, a subscriber or authorized agent may 
log into a subscriber's medical record account that may exist 
online and/or be stored electronically, such as on a website. 
In particular scenarios, medical records access may be 
granted in response to a subscriber completing an applica­
tion in which proper credentials are to be supplied. As yet 
another example, a variety of corporate programs, including 
as examples, airline mileage accounts, gift cards, etc., in 
which value has been accumulated, may be managed as 
online accounts, which may be accessed in response to a 
subscriber completing an application for such access. Thus, 
all of the foregoing examples, and others, accounts are 
subject to risk associated with fraud and/or unauthorized 
actions by an unscrupulous individual. 

30 gible electrical connection, as previously discussed. How­
ever, "coupled," is used to mean that potentially two or more 
tangible components are tangibly in direct physical contact. 
Nonetheless, "coupled" is also used to mean that two or 
more tangible components and/or the like are not necessarily 

35 tangibly in direct physical contact, but are able to co­
operate, liaise, and/or interact, such as, for example, by 
being "optically coupled." Likewise, the term "coupled" is 
also understood to mean indirectly connected. It is further 
noted, in the context of the present patent application, since 

40 memory, such as a memory component and/or memory 
states, is intended to be non-transitory, the term physical, at 
least if used in relation to memory necessarily implies that 
such memory components and/or memory states, continuing 
with the example, are tangible. 

Thus, in possible scenarios, an unscrupulous individual 45 

may attempt, for example, to fraudulently obtain credit, for 
example, utilizing a communications device belonging to a 
different subscriber. However, by accessing a data store, a 
financial institution, for example, may challenge credentials 

Additionally, in the present patent application, in a par-
ticular context of usage, such as a situation in which tangible 
components (and/or similarly, tangible materials) are being 
discussed, a distinction exists between being "on" and being 
"over." As an example, deposition of a substance "on" a 

of the unscrupulous individual, such as by accessing a data 
store to detecting whether a transfer (e.g., a porting event) 
associated with the purported subscriber's account identifier 
has recently occurred. A data store may also provide an 
indication of a subscriber's communications device has 
undergone a replacement of a SIM, an indication of a 
subscriber's tenure of position of a communications device, 
whether a subscriber has recently reset a password (such as 
the receipt of a one-time password), or as engaged in any 
other activity related to a device that could indicate potential 
for fraudulent activity. Preventing fraudulent transactions 
may bring about a reduction in instances of identity theft, 
fraud related to credit cards or other instruments, circum­
venting of parental controls, and so on. 

In the context of the present patent application, the term 
"connection," the term "component" and/or similar terms 
are intended to be physical, but are not necessarily always 
tangible. Whether or not these terms refer to tangible subject 

50 substrate refers to a deposition involving direct physical and 
tangible contact without an intermediary, such as an inter­
mediary substance, between the substance deposited and the 
substrate in this latter example; nonetheless, deposition 
"over" a substrate, while understood to potentially include 

55 deposition "on" a substrate (since being "on" may also 
accurately be described as being "over"), is understood to 
include a situation in which one or more intermediaries, such 
as one or more intermediary substances, are present between 
the substance deposited and the substrate so that the sub-

60 stance deposited is not necessarily in direct physical and 
tangible contact with the substrate. 

A similar distinction is made in an appropriate particular 
context of usage, such as in which tangible materials and/or 
tangible components are discussed, between being 

65 "beneath" and being "under." While "beneath," in such a 
particular context of usage, is intended to necessarily imply 
physical and tangible contact (similar to "on," as just 

Case 1:26-cv-01325-UNA     Document 1-2     Filed 10/14/26     Page 23 of 28 PageID #: 80



US 12,200,816 B2 
27 

described), "under" potentially includes a situation in which 
there is direct physical and tangible contact, but does not 
necessarily imply direct physical and tangible contact, such 

28 
exist, claimed subject matter is intended to cover those 
reasonable alternative techniques unless otherwise expressly 
indicated. 

as if one or more intermediaries, such as one or more 
intermediary substances, are present. Thus, "on" is under- 5 

stood to mean "immediately over" and "beneath" is under­
stood to mean "immediately under." 

To the extent claimed subject matter is related to one or 
more particular measurements, such as with regard to physi­
cal manifestations capable of being measured physically, 
such as, without limit, temperature, pressure, voltage, cur­
rent, electromagnetic radiation, etc., it is believed that 
claimed subject matter does not fall with the abstract idea 

It is likewise appreciated that terms such as "over" and 
"under" are understood in a similar manner as the terms 
"up," "down," "top," "bottom," and so on, previously men­
tioned. These terms may be used to facilitate discussion, but 
are not intended to necessarily restrict scope of claimed 
subject matter. For example, the term "over," as an example, 
is not meant to suggest that claim scope is limited to only 
situations in which an embodiment is right side up, such as 
in comparison with the embodiment being upside down, for 
example. An example includes a flip chip, as one illustration, 
in which, for example, orientation at various times ( e.g., 
during fabrication) may not necessarily correspond to ori­
entation of a final product. Thus, if an object, as an example, 
is within applicable claim scope in a particular orientation, 
such as upside down, as one example, likewise, it is intended 
that the latter also be interpreted to be included within 
applicable claim scope in another orientation, such as right 
side up, again, as an example, and vice-versa, even if 
applicable literal claim language has the potential to be 
interpreted otherwise. Of course, again, as always has been 
the case in the specification of a patent application, particu­
lar context of description and/or usage provides helpful 
guidance regarding reasonable inferences to be drawn. 

Unless otherwise indicated, in the context of the present 
patent application, the term "or" if used to associate a list, 
such as A, B, or C, is intended to mean A, B, and C, here 
used in the inclusive sense, as well as A, B, or C, here used 
in the exclusive sense. With this understanding, "and" is 
used in the inclusive sense and intended to mean A, B, and 
C; whereas "and/or" can be used in an abundance of caution 
to make clear that all of the foregoing meanings are 
intended, although such usage is not required. In addition, 
the term "one or more" and/or similar terms is used to 
describe any feature, structure, characteristic, and/or the like 
in the singular, "and/or" is also used to describe a plurality 
and/or some other combination of features, structures, char­
acteristics, and/or the like. Likewise, the term "based on" 
and/or similar terms are understood as not necessarily 
intending to convey an exhaustive list of factors, but to allow 
for existence of additional factors not necessarily expressly 
described. 

Furthermore, it is intended, for a situation that relates to 
implementation of claimed subject matter and is subject to 
testing, measurement, and/or specification regarding degree, 
that the particular situation be understood in the following 
manner. As an example, in a given situation, assume a value 
of a physical property is to be measured. If alternatively 
reasonable approaches to testing, measurement, and/or 
specification regarding degree, at least with respect to the 
property, continuing with the example, is reasonably likely 
to occur to one of ordinary skill, at least for implementation 
purposes, claimed subject matter is intended to cover those 
alternatively reasonable approaches unless otherwise 
expressly indicated. As an example, if a plot of measure­
ments over a region is produced and implementation of 
claimed subject matter refers to employing a measurement 
of slope over the region, but a variety of reasonable and 
alternative techniques to estimate the slope over that region 

10 judicial exception to statutory subject matter. Rather, it is 
asserted, that physical measurements are not mental steps 
and, likewise, are not abstract ideas. 

It is noted, nonetheless, that a typical measurement model 
employed is that one or more measurements may respec-

15 tively comprise a sum of at least two components. Thus, for 
a given measurement, for example, one component may 
comprise a deterministic component, which in an ideal 
sense, may comprise a physical value ( e.g., sought via one 
or more measurements), often in the form of one or more 

20 signals, signal samples and/or states, and one component 
may comprise a random component, which may have a 
variety of sources that may be challenging to quantify. At 
times, for example, lack of measurement precision may 
affect a given measurement. Thus, for claimed subject 

25 matter, a statistical or stochastic model may be used in 
addition to a deterministic model as an approach to identi­
fication and/or prediction regarding one or more measure­
ment values that may relate to claimed subject matter. 

For example, a relatively large number of measurements 
30 may be collected to better estimate a deterministic compo­

nent. Likewise, if measurements vary, which may typically 
occur, it may be that some portion of a variance may be 
explained as a deterministic component, while some portion 
of a variance may be explained as a random component. 

35 Typically, it is desirable to have stochastic variance associ­
ated with measurements be relatively small, if feasible. That 
is, typically, it may be preferable to be able to account for a 
reasonable portion of measurement variation in a determin­
istic manner, rather than a stochastic matter as an aid to 

40 identification and/or predictability. 
Along these lines, a variety of techniques have come into 

use so that one or more measurements may be processed to 
better estimate an underlying deterministic component, as 
well as to estimate potentially random components. These 

45 techniques, of course, may vary with details surrounding a 
given situation. Typically, however, more complex problems 
may involve use of more complex techniques. In this regard, 
as alluded to above, one or more measurements of physical 
manifestations may be modeled deterministically and/or 

50 stochastically. Employing a model permits collected mea­
surements to potentially be identified and/or processed, 
and/or potentially permits estimation and/or prediction of an 
underlying deterministic component, for example, with 
respect to later measurements to be taken. A given estimate 

55 may not be a perfect estimate; however, in general, it is 
expected that on average one or more estimates may better 
reflect an underlying deterministic component, for example, 
if random components that may be included in one or more 
obtained measurements, are considered. Practically speak-

60 ing, of course, it is desirable to be able to generate, such as 
through estimation approaches, a physically meaningful 
model of processes affecting measurements to be taken. 

In some situations, however, as indicated, potential influ­
ences may be complex. Therefore, seeking to understand 

65 appropriate factors to consider may be particularly challeng­
ing. In such situations, it is, therefore, not unusual to employ 
heuristics with respect to generating one or more estimates. 
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Heuristics refers to use of experience related approaches that 
may reflect realized processes and/or realized results, such 
as with respect to use of historical measurements, for 
example. Heuristics, for example, may be employed in 
situations where more analytical approaches may be overly 
complex and/or nearly intractable. Thus, regarding claimed 
subject matter, an innovative feature may include, in an 
example embodiment, heuristics that may be employed, for 
example, to estimate and/or predict one or more measure­
ments. 

It is further noted that the terms "type" and/or "like," if 
used, such as with a feature, structure, characteristic, and/or 
the like, using "optical" or "electrical" as simple examples, 
means at least partially of and/or relating to the feature, 
structure, characteristic, and/or the like in such a way that 
presence of minor variations, even variations that might 
otherwise not be considered fully consistent with the feature, 
structure, characteristic, and/or the like, do not in general 
prevent the feature, structure, characteristic, and/or the like 
from being of a "type" and/or being "like," (such as being 
an "optical-type" or being "optical-like," for example) if the 
minor variations are sufficiently minor so that the feature, 
structure, characteristic, and/or the like would still be con­
sidered to be substantially present with such variations also 
present. Thus, continuing with this example, the terms 
optical-type and/or optical-like properties are necessarily 
intended to include optical properties. Likewise, the terms 
electrical-type and/or electrical-like properties, as another 
example, are necessarily intended to include electrical prop­
erties. It should be noted that the specification of the present 
patent application merely provides one or more illustrative 
examples and claimed subject matter is intended to not be 
limited to one or more illustrative examples; however, again, 
as has always been the case with respect to the specification 
of a patent application, particular context of description 
and/or usage provides helpful guidance regarding reason­
able inferences to be drawn. 

With advances in technology, it has become more typical 
to employ distributed computing and/or communication 
approaches in which portions of a process, such as signal 
processing of signal samples, for example, may be allocated 
among various devices, including one or more client devices 
and/or one or more server devices, via a computing and/or 
communications network, for example. A network may 
comprise two or more devices, such as network devices 
and/or computing devices, and/or may couple devices, such 

30 
cated rack-mounted servers, desktop computers, laptop 
computers, set top boxes, tablets, netbooks, smart phones, 
wearable devices, integrated devices combining two or more 
features of the foregoing devices, and/or the like, or any 

5 combination thereof. As mentioned, signal packets and/or 
frames, for example, may be exchanged, such as between a 
server device and/or a client device, as well as other types 
of devices, including between wired and/or wireless devices 
coupled via a wired and/or wireless network, for example, or 

10 any combination thereof. It is noted that the terms, server, 
server device, server computing device, server computing 
platform and/or similar terms are used interchangeably. 
Similarly, the terms client, client device, client computing 
device, client computing platform and/or similar terms are 

15 also used interchangeably. While in some instances, for ease 
of description, these terms may be used in the singular, such 
as by referring to a "client device" or a "server device," the 
description is intended to encompass one or more client 
devices and/or one or more server devices, as appropriate. 

20 Along similar lines, references to a "database" are under­
stood to mean, one or more databases and/or portions 
thereof, as appropriate. 

It should be understood that for ease of description, a 
network device ( also referred to as a networking device) 

25 may be embodied and/or described in terms of a computing 
device and vice-versa. However, it should further be under­
stood that this description should in no way be construed so 
that claimed subject matter is limited to one embodiment, 
such as only a computing device and/or only a network 

30 device, but, instead, may be embodied as a variety of devices 
or combinations thereof, including, for example, one or 
more illustrative examples. 

In the context of the present patent application, the term 
sub-network and/or similar terms, if used, for example, with 

35 respect to a network, refers to the network and/or a part 
thereof. Sub-networks may also comprise links, such as 
physical links, connecting and/or coupling nodes, so as to be 
capable to communicate signal packets and/or frames 
between devices of particular nodes, including via wired 

40 links, wireless links, or combinations thereof. Various types 
of devices, such as network devices and/or computing 
devices, may be made available so that device interoper­
ability is enabled and/or, in at least some instances, may be 
transparent. In the context of the present patent application, 

45 the term "transparent," if used with respect to devices of a 
network, refers to devices communicating via the network in 
which the devices are able to communicate via one or more 
intermediate devices, such as one or more intermediate 

as network devices and/or computing devices, so that signal 
communications, such as in the form of signal packets 
and/or signal frames (e.g., comprising one or more signal 
samples), for example, may be exchanged, such as between 50 

a server device and/or a client device, as well as other types 

nodes, but without the communicating devices necessarily 
specifying the one or more intermediate nodes and/or the 
one or more intermediate devices of the one or more 

of devices, including between wired and/or wireless devices 
coupled via a wired and/or wireless network, for example. 

In the context of the present patent application, the term 
network device refers to any device capable of communi- 55 

eating via and/or as part of a network and may comprise a 
computing device. While network devices may be capable of 
communicating signals (e.g., signal packets and/or frames), 
such as via a wired and/or wireless network, they may also 
be capable of performing operations associated with a 60 

computing device, such as arithmetic and/or logic opera­
tions, processing and/or storing operations (e.g., storing 
signal samples), such as in memory as tangible, physical 
memory states, and/or may, for example, operate as a server 
device and/or a client device in various embodiments. Net- 65 

work devices capable of operating as a server device, a client 
device and/or otherwise, may include, as examples, dedi-

intermediate nodes and/or, thus, may include within the 
network the devices communicating via the one or more 
intermediate nodes and/or the one or more intermediate 
devices of the one or more intermediate nodes, but may 
engage in signal communications as if such intermediate 
nodes and/or intermediate devices are not necessarily 
involved. For example, a router may provide a link and/or 
connection between otherwise separate and/or independent 
LANs. 

The term electronic file and/or the term electronic docu­
ment are used throughout this document to refer to a set of 
stored memory states and/or a set of physical signals asso­
ciated in a manner so as to thereby, at least logically, form 
a file (e.g., electronic) and/or an electronic document. That 
is, it is not meant to implicitly reference a particular syntax, 
format and/or approach used, for example, with respect to a 
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set of associated memory states and/or a set of associated 
physical signals. If a particular type of file storage format 
and/or syntax, for example, is intended, it is referenced 
expressly. It is further noted an association of memory states, 

32 
worldwide interoperability for microwave access 
(WiMAX). As suggested previously, a computing device 
and/or a networking device may also have a subscriber 
identity module (SIM) card, which, for example, may com­
prise a detachable or embedded smart card that is able to 
store subscription content of a user, and/or is also able to 
store a contact list. It is noted, as previously mentioned, that 
a SIM card may also be electronic in the sense that it may 
simply be sorted in a particular location in memory of the 

for example, may be in a logical sense and not necessarily 5 

in a tangible, physical sense. Thus, although signal and/or 
state components of a file and/or an electronic document, for 
example, are to be associated logically, storage thereof, for 
example, may reside in one or more different places in a 
tangible, physical memory, in an embodiment. 10 computing and/or networking device. A user may own the 

computing device and/or network device or may otherwise 
be a user, such as a primary user, for example. A device may 
be assigned an address by a wireless network operator, a 

Also, for one or more embodiments, an electronic docu­
ment and/or electronic file may comprise a number of 
components. As previously indicated, in the context of the 
present patent application, a component is physical, but is 
not necessarily tangible. As an example, components with 15 

reference to an electronic document and/or electronic file, in 
one or more embodiments, may comprise text, for example, 

wired network operator, and/or an Internet Service Provider 
(ISP). For example, an address may comprise a domestic or 
international telephone number, an Internet Protocol (IP) 
address, and/or one or more other identifiers. In other 
embodiments, a computing and/or communications network 
may be embodied as a wired network, wireless network, or 
any combinations thereof. 

in the form of physical signals and/or physical states ( e.g., 
capable of being physically displayed). Typically, memory 
states, for example, comprise tangible components, whereas 20 

physical signals are not necessarily tangible, although sig­
nals may become ( e.g., be made) tangible, such as if 
appearing on a tangible display, for example, as is common. 
Also, for one or more embodiments, components with 
reference to an electronic document and/or electronic file 25 

A computing and/or network device may include and/or 
may execute a variety of now known and/or to be developed 
operating systems, derivatives and/or versions thereof, 
including computer operating systems, such as Windows, 
iOS, Linux, a mobile operating system, such as iOS, 
Android, Windows Mobile, and/or the like. A computing may comprise a graphical object, such as, for example, an 

image, such as a digital image, and/or sub-objects, including 
attributes thereof, which, again, comprise physical signals 
and/or physical states (e.g., capable of being tangibly dis­
played). In an embodiment, digital content may comprise, 
for example, text, images, audio, video, and/or other types of 
electronic documents and/or electronic files, including por­
tions thereof, for example. 

For one or more embodiments, a device, such as a 
computing device and/or networking device, may comprise, 
for example, any of a wide range of digital electronic 
devices, including, but not limited to, desktop and/or note­
book computers, high-definition televisions, digital versatile 
disc (DVD) and/or other optical disc players and/or record­
ers, game consoles, satellite television receivers, cellular 
telephones, tablet devices, wearable devices, personal digital 
assistants, mobile audio and/or video playback and/or 
recording devices, Internet of Things (IoT) type devices, or 
any combination of the foregoing. Further, unless specifi­
cally stated otherwise, a process as described, such as with 
reference to flow diagrams and/or otherwise, may also be 
executed and/or affected, in whole or in part, by a computing 
device and/or a network device. A device, such as a com­
puting device and/or network device, may vary in terms of 
capabilities and/or features. Claimed subject matter is 
intended to cover a wide range of potential variations. For 
example, a device may include a numeric keypad and/or 
other display oflimited functionality, such as a monochrome 
liquid crystal display (LCD) for displaying text, for 
example. In contrast, however, as another example, a web­
enabled device may include a physical and/or a virtual 
keyboard, mass storage, one or more accelerometers, one or 
more gyroscopes, global positioning system (GPS) and/or 
other location-identifying type capability, and/or a display 
with a higher degree of functionality, such as a touch­
sensitive color 2D or 3D display, for example. 

device and/or network device may include and/or may 
execute a variety of possible applications, such as a client 
software application enabling communication with other 

30 devices. For example, one or more messages (e.g., content) 
may be communicated, such as via one or more protocols, 
now known and/or later to be developed, suitable for com­
munication of email, short message service (SMS), and/or 
multimedia message service (MMS), including via a net-

35 work, such as a social network, formed at least in part by a 
portion of a computing and/or communications network. A 
computing and/or network device may also include execut­
able computer instructions to process and/or communicate 
digital content, such as, for example, textual content, digital 

40 multimedia content, and/or the like. A computing and/or 
network device may also include executable computer 
instructions to perform a variety of possible tasks, such as 
browsing, searching, playing various forms of digital con­
tent, including locally stored and/or streamed video, and/or 

45 games such as, but not limited to, fantasy sports leagues. The 
foregoing is provided merely to illustrate that claimed 
subject matter is intended to include a wide range of possible 
features and/or capabilities. 

In the preceding description, various aspects of claimed 
50 subject matter have been described. For purposes of expla­

nation, specifics, such as amounts, systems and/or configu­
rations, as examples, were set forth. In other instances, 
well-known features were omitted and/or simplified so as 
not to obscure claimed subject matter. While certain features 

55 have been illustrated and/or described herein, many modi­
fications, substitutions, changes and/or equivalents will now 
occur to those skilled in the art. It is, therefore, to be 
understood that the appended claims are intended to cover 
all modifications and/or changes as fall within claimed 

60 subject matter. 

As suggested previously, communications between a 
computing device and/or a network device and a wireless 
network may be in accordance with known and/or to be 
developed network protocols including, for example, global 65 

system for mobile communications (GSM), enhanced data 
rate for GSM evolution (EDGE), 802.11 b/g/n/h, etc., and/or 

What is claimed is: 
1. A method comprising: 
electronically verifying, via a particular authentication 

operation at a computing device, possession of a com­
munications device by a subscriber of a communica­
tions network at least in part by: 
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receiving, from the communications device, an authen­
tication request that includes a time-limited-type 
identifier generated during the particular authentica­
tion operation, wherein the time-limited-type iden­
tifier is unique to the particular authentication opera- 5 

tion and is passed between the computing device and 
the communications device so as to maintain a 
linkage through a plurality of steps of the particular 
authentication operation, and 

determining that the time-limited-type identifier is 10 

valid based on a number of times the time-limited-

34 
9. The method of claim 1, wherein the determining the 

identity of the subscriber of the communications network 
comprises determining the identity from multiple identities 
of subscribers that have been associated with the commu-
nications device. 

10. The method of claim 1, wherein the complement set 
of PII comprises a complement to the received at least the 
portion of the PII, and wherein the received at least the 
portion of the PII comprises at least one of the following 
with respect to the subscriber: a full social security number 
(SSN); a partial SSN; a full date-of-birth (DOB); a partial 
DOB; a full name; a partial name; a full physical address; a 
partial physical address; a full employer name; a partial 
employer name; a full identification number assigned to the 

type identifier has been included in one or more 
authentication requests received within a recent time 
window; 

receiving, at the computing device via the communica­
tions network, at least a portion of personally identifi­
able information (PII) unique to the subscriber of the 
communications network; 

15 subscriber; a partial identification number assigned to the 
subscriber; or any combination thereof. 

determining, at the computing device, an identity of the 
subscriber of the communications network based, at 
least in part, on the received at least the portion of the 
PII; and 

communicating, via the communications network, a 
complement set of PII to be pre-filled on a display of 
the communications device based, at least in part, on 
the determined identity of the subscriber of the com­
munications network. 

2. The method of claim 1, wherein the electronically 
verifying possession of the communications device com­
prises electronically verifying possession of the communi­
cations device via one or more communications enabled by 
a subscriber identity module (SIM) of the communications 
device for the communications network. 

11. The method of claim 1, wherein additional content to 
be pre-filled on the display of the communications device 
comprises at least one of: financial content; business con-

20 tent; personal content; personalized content; medical con­
tent; or any combination thereof. 

12. The method of claim 1, wherein the communications 
network comprises a cellular communications network, at 
least in part, and wherein the communications device com-

25 prises a mobile communications device. 
13. The method of claim 1, wherein the pre-filling the 

complement set of PII on the display of the communications 
device is implemented via a browser-based session. 

14. The method of claim 13, wherein the browser-based 
30 session is initiated responsive to at least one of the follow­

ing: capturing an image of a machine-readable layout via an 
imaging device accessible to the communications device; 
the subscriber interacting with a user interface of the com-
munications device; or any combination thereof. 

3. The method of claim 2, wherein the one or more 35 

communications enabled by the SIM of the communications 
device comprise at least one of the following: 

15. The method of claim 14, wherein the machine­
readable layout comprises a quick response (QR) code, and 
wherein the user interface comprises a graphical user inter­
face (GUI). a Short Messaging Service (SMS) communication over 

the communications network; 
a communication between the communications device 

and a communication services carrier over the commu-
nications network; or 

any combination thereof. 

16. The method of claim 1, wherein the pre-filling the 
40 complement set of PII on the display of the communications 

device is implemented via a computer process executing on 
the communications device. 

4. The method of claim 3, wherein the SMS communi­
cation over the communications network comprises a one­
time passcode (OTP). 

5. The method of claim 3, wherein the communication 
between the communications device and the communication 

17. The method of claim 16, wherein the computer 
process is initiated responsive to capturing an image of a 

45 machine-readable layout via an imaging device accessible to 
the communications device, and wherein the computer pro­
cess comprises a client software application. 

services carrier comprises one or more secure communica­
tions to establish a communication channel between the 50 

communications device and the communication services 
earner. 

6. The method of claim 5, wherein the one or more secure 
communications is implemented at least in part via at least 
one of the following: a Secure User Plane Location (SUPL) 55 

Location Platform (SLP); a SUPL Location Center (SLC); a 
SUPL Positioning Center (SPC); a Position Determining 
Entity (PDE); a gateway mobile location center (GMLC); an 
Enhanced Serving Mobile Location Center (E-SMLC); or 
any combination thereof. 60 

7. The method of claim 2, wherein the SIM of the 
communications device comprises a detachable SIM card or 
an embedded SIM (eSIM) card. 

8. The method of claim 1, wherein the received at least the 
portion of the PII is provided by the subscriber of the 65 

communications network via a user interface of the com-
munications device. 

18. An apparatus comprising: 
a communication interface to communicate with a trans­

ceiver of a communications device via a communica­
tions network; and 

at least one processor coupled to a memory and to the 
communication interface, the communication interface 
and the at least one processor to: 
electronically verify, via a particular authentication 

operation, possession of the communications device 
by a subscriber of the communications network at 
least in part via: 
an acquisition, from the communications device, of 

a time-limited-type identifier generated during the 
particular authentication operation, wherein the 
time-limited-type identifier is unique to the par­
ticular authentication operation and is passed 
between the computing device and the communi-
cations device so as to maintain a linkage through 
a plurality of steps of the particular authentication 
operation, and 
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a determination that the time-limited-type identifier 
is valid based on a number of times the time­
limited-type identifier has been included in one or 
more authentication requests received within a 
recent time window; 5 

receive, via the communications network, at least a 
portion of personally identifiable information (PII) 
unique to the subscriber of the communications 
network; 

determine an identity of the subscriber of the commu-
10 

nications network based, at least in part, on the 
received at least the portion of the PII; and 

communicate, via the communications network, a 
complement set of PII to be pre-filled on a display of 
the communications device based, at least in part, on 
the determined identity of the subscriber of the 15 

communications network. 
19. The apparatus of claim 18, wherein possession of the 

communications device by the subscriber of the communi­
cations network is electronically verified via one or more 
communications enabled by a subscriber identity module 20 

(SIM) of the communications device for the communica­
tions network. 

20. A non-transitory storage medium having instructions 
executable by a special-purpose computing platform to: 

electronically verify, via a particular authentication opera- 25 

tion, possession of a communications device by a 
subscriber of a communications network at least in part 
vrn; 

36 
an acquisition, from the communications device, of a 

time-limited-type identifier generated during the par­
ticular authentication operation, wherein the time­
limited-type identifier is unique to the particular 
authentication operation and is passed between the 
computing device and the communications device so 
as to maintain a linkage through a plurality of steps 
of the particular authentication operation, and 

a determination that the time-limited-type identifier is 
valid based on a number of times the time-limited­
type identifier has been included in one or more 
authentication requests received within a recent time 
window; 

receive, via the communications network, at least a por­
tion of personally identifiable information (PII) unique 
to the subscriber of the communications network; 

determine an identity of the subscriber of the communi­
cations network based, at least in part, on the received 
at least the portion of the PII; and 

communicate, via the communications network, a 
complement set of PII to be pre-filled on a display of 
the communications device based, at least in part, on 
the determined identity of the subscriber of the com­
munications network. 

* * * * * 
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Exhibit C 

 

KYXStart’s Infringement of U.S. Patent No. 12,058,528 (“’528 Patent”) 

 

 

Exemplary Claim Exemplary Features in Accused Products 

[1pre] A method comprising: To the extent the preamble is limiting, the Accused Products include a method performed by an 

identity verifier computing device. 

For example, KYXStart operates a cloud-based identity verification platform accessible through a 

unified API that performs verification methods in real time. KYXStart’s platform, including its 

Trusted Autofill, Telco Intelligence, Person Verification, and Fraud Intelligence products, practices a 

verification method using an identity verifier computing device. The KYX API is a unified 

programmatic interface that orchestrates identity verification steps, including device possession 

verification, PII reception, identity determination, and pre-filling of identity data. 

 

“The KYX API delivers streamlined, scalable integration through a single token and endpoint, 

giving organizations access to premium verification services fine-tuned for regions across the 

globe.” 

Source: https://web.archive.org/web/20260921152306/https://www.kyxstart.com/ (homepage) 

“We built a unified platform that orchestrates thousands of data sources to verify identities in 

milliseconds, not days.” 

Source: https://web.archive.org/web/20260921144605/https://www.kyxstart.com/company 

“Modular solutions designed to scale. Activate only what you need, when you need it, through a 

single unified API.” 

Source: https://web.archive.org/web/20260921152306/https://www.kyxstart.com/ (homepage) 

“KYXStart provides one developer friendly API to run real time identity verification across 

countries and customer types.” 
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Exemplary Claim Exemplary Features in Accused Products 

Source: https://web.archive.org/web/20260921144654/https://www.kyxstart.com/person-verification  

[1a] receiving, by an identity 

verifier computing device 

from a communications 

device, a signal to verify a 

subscriber is co-located with 

a communications device, 

wherein the subscriber has a 

real-world identity; 

The Accused Products receive, by an identity verifier computing device from a communications 

device, a signal to verify a subscriber is co-located with a communications device, wherein the 

subscriber has a real-world identity. 

For example, KYXStart’s platform receives a request to verify identity of a subscriber co-locating 

with and using a communications device, such as a smartphone. KYXStart’s platform further 

performs real-time, electronic verification of phone number possession using carrier-grade data—

i.e., data originating from the communications network.  Furthermore, KYXStart’s platform further 

confirms the subscriber has a real-world identity by validating identity attributes such as name, date 

of birth, address, and phone linkage. 

 

“Leverage carrier data to verify phone number possession, check for SIM swaps, and validate 

user location history.” 

Source:  https://web.archive.org/web/20260921152306/https://www.kyxstart.com/ (homepage) 

“Carrier-grade phone intelligence: possession, SIM-swap, tenure, line type.” 

Source: https://www.kyxstart.ai/ (product page) 

“Use Telco Intelligence to validate phone possession and detect risky changes.” 

Source: https://web.archive.org/web/20260921144935/https://www.kyxstart.com/fintech   
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Exemplary Claim Exemplary Features in Accused Products 

    

Source: https://www.youtube.com/watch?v=meoKNa_C67A (showing that, on the left, user submits 

personal information to KYXStart’s platform for verification in the form of a verification request, 

shown on the right) 

“Score risk during signup, login, password reset, and payout setup  

· Detect suspicious devices and abnormal behavior in real time  

· Identify SIM swap and number porting risk before account takeover” 

Source: https://web.archive.org/web/20260921144935/https://www.kyxstart.com/fintech   

“Phone intelligence reads risk indicators tied to a number in real time—line type, activation age, 

reachability, SIM swap, and number portability.” 
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Exemplary Claim Exemplary Features in Accused Products 

Source: https://web.archive.org/web/20260921144947/https://www.kyxstart.com/blog/phone-

number-intelligence-fraud-risk-validation 

“KYXStart Person Verification is built for modern onboarding flows where speed matters and 

accuracy cannot slip. Our identity engine verifies key attributes using trusted sources and returns 

a clear match result with a confidence score. You can validate identity details such as name, date 

of birth, address, and phone linkage in seconds.” 

Source: https://web.archive.org/web/20260921144654/https://www.kyxstart.com/person-verification 

“KYXStart helps you confirm real identity in real time using authoritative identity data and 

intelligent sequencing.” 

Source: https://web.archive.org/web/20260921144654/https://www.kyxstart.com/person-verification  

“2) Replace ‘SMS-only’ with adaptive authentication 

· Prefer passkeys, app-based push, or FIDO2 for everyday authentication. 

· When SMS must be used (e.g., regulatory constraints, legacy systems), pair it with real-time 

number intelligence: recent SIM swap status, call-forwarding detection, number recycling, 

active/inactive state, and port-out activity within a cooling-off window. If signals look risky, step 

up to face-to-face verification or alternative factors.” 

Source: https://web.archive.org/web/20260921152237/https://www.kyxstart.com/blog/sim-swap-

fraud-2025-account-takeover 

“Best practices that keep results strong … 

Decouple checks from SMS OTP. 

SMS is useful, yet fragile. If a SIM swap pops, avoid sending codes to a compromised channel.” 

Source: https://web.archive.org/web/20260921144947/https:/www.kyxstart.com/blog/phone-number-

intelligence-fraud-risk-validation  

“How can phone intelligence help identify risks early? 
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Exemplary Claim Exemplary Features in Accused Products 

Phone intelligence reads risk indicators tied to a number in real time—line type, activation age, 

reachability, SIM swap, and number portability. Those signals surface potential fraud before 

funds move or credentials change. Teams can then step up authentication, hold a transaction, or 

route to review. The result is early detection without carpet-bombing good users with friction.” 

Source: https://web.archive.org/web/20260921144947/https:/www.kyxstart.com/blog/phone-number-

intelligence-fraud-risk-validation 

“What role does mobile identity play in fraud prevention? 

A mobile identity signal bridges the gap between a claimed person and their mobile number. 

Stability over time, activity on a legitimate mobile network, and consistent country data all 

support trust. When those signals wobble—fresh activation, VoIP where a mobile number is 

expected—you have cause to look closer. That’s how you stop identity theft and account takeover 

with less friction.” 

Source: https://web.archive.org/web/20260921144947/https:/www.kyxstart.com/blog/phone-number-

intelligence-fraud-risk-validation 

“What we are helping with our customers is in the entire digital life cycle.  So from onboarding, 

to doing a strong KYC or KYB, in case of business entities, to verifying is this really their 

payments. And we go one step further. We also verify, ‘Is this your email address or is this your 

phone number?’ And to take that thing one step further, we are connected to global telco network 

providers, but we also do proof of possession that when you get an one-time passcode or when 

you use our technology, which is silent mobile auth, we can also verify you're holding the phone 

as well. And we've done that globally.” 

Source: https://www.youtube.com/watch?v=ePH2g7viHwk at 11:37-12:19 

[1b] establishing, by the 

identity verifier computing 

device, a plurality of nodes of 

an identity network, wherein: 

The Accused Products establish a plurality of nodes of an identity network, wherein the network 

exists in an electronic or digital domain. 

For example, KYXStart’s platform is designed to “[c]ombine identity, payment, phone, fraud, and 

risk signals into one decision engine.”  Further, KYXStart’s platform establishes an identity network 

for each subscriber, where the network has multiple nodes tracking various aspects of the subscriber, 
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Exemplary Claim Exemplary Features in Accused Products 

the identity network exists in 

an electronic or digital 

domain, 

such as name, address, phone, email address, fraud risks, etc.  As KYXStart’s platform operates in 

the digital domain, the identify network exists in a digital domain. 

 

“Combine identity, payment, phone, fraud, and risk signals into one decision engine instead of 

relying on fragmented point solutions.” 

Source: https://www.kyxstart.ai/ 

“3) Add location intelligence that resists spoofing 

· Build a trusted-location graph for each customer—home, work, regular touchpoints. A request 

from a new place isn’t bad on its own; a request from a place that contradicts device telemetry or 

shows spoofing traces deserves friction. Illustratively, vendors show how tamper detection 

catches GPS spoofing and emulators that would otherwise pollute location signals.” 

Source: https://web.archive.org/web/20260921145014/https://www.kyxstart.com/blog/deepfake-

defense-futureproof-your-identity-verification  
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Exemplary Claim Exemplary Features in Accused Products 

 

Source: https://www.youtube.com/watch?v=meoKNa_C67A (showing that KYXStart’s platform 

includes an identity network for tracking subscriber James Smith) 

“Embrace new markets with modular identity and business verification. Open the door to more 

than 5 billion consumers in 195 countries. One platform, one API and one integration unlock 

access to 450 data sources in 43 languages.” 

Source: https://web.archive.org/web/20260921152306/https://www.kyxstart.com/  
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Exemplary Claim Exemplary Features in Accused Products 

“We built a unified platform that orchestrates thousands of data sources to verify identities in 

milliseconds, not days.” 

Source: https://web.archive.org/web/20260921144605/https://www.kyxstart.com/company  

“Keep it alive. … That backdrop argues for dynamic KYC refresh keyed to risk triggers—

name/address changes, abnormal device churn, or a shift in the user’s payment network graph.” 

Source: https://web.archive.org/web/20260921145022/https://www.kyxstart.com/blog/fbi-ic3-2024-

kyc-kyb-kyp-fraud-risk 

“Identity has become more and more contextual. And the more you think about it, it's in a digital 

journey. If you think about somebody's digital journey, right? When you are trying to market 

them, it's the same person. When you're trying to onboard them, it's the same person. When you're 

trying to let them experience your platform like make payments or move money or actually buy 

new stock ... Anyways, it's in my opinion, it has changed from a static way of looking at or just in 

point of time to a different signals that you can connect to identity. At KYXStart, I like to say that 

we are in the business of creating an identity fabric and not an identity verification.”  

Source: https://www.youtube.com/watch?v=nnjInlqn2Uk at 8:55-9:46 (emphasis added) 

“Your phone number is global, your social profile is global, and if you talk about your banking 

profile, that's also global. And those are the main networks that are globally connected, not your 

driver license, it’s not globally connected, right? Because your driver license will not work in 

India but your phone will work in India and UK, everywhere else, right? Your bank account will 

work in, let's just say, if you go to Singapore and you wanna spend, so it'll work in Singapore. So 

if you think about it, all those signals combined actually creates today's single identity fabric. And 

that's what I believe we are headed towards and that's what I believe that you're going to see.”  

Source: https://www.youtube.com/watch?v=nnjInlqn2Uk at 12:22-13:06 (emphasis added) 

[1c] the identity network is 

associated with the real-

world identity via a persistent 

identifier, 

The Accused Products establish a plurality of nodes of an identity network, wherein the network is 

associated with the real-world identity via a persistent identifier. 

Case 1:26-cv-01325-UNA     Document 1-3     Filed 10/14/26     Page 9 of 19 PageID #: 94

https://www.kyxstart.com/blog/fbi-ic3-2024-kyc-kyb-kyp-fraud-risk
https://www.kyxstart.com/blog/fbi-ic3-2024-kyc-kyb-kyp-fraud-risk
https://www.youtube.com/watch?v=nnjInlqn2Uk
https://www.youtube.com/watch?v=nnjInlqn2Uk


 

 

 

 

Exemplary Claim Exemplary Features in Accused Products 

For example, KYXStart’s platform includes, for each subscriber, an identity network that uses a 

persistent identifier to tie phone number(s) to a real-world identity. 

 

“We built a unified platform that orchestrates thousands of data sources to verify identities in 

milliseconds, not days.” 

Source: https://web.archive.org/web/20260921144605/https://www.kyxstart.com/company  

“Persistent identifiers (e.g., subscriber data elements) and prefill can reduce keying errors and 

spot inconsistencies early—say, a phone number that can’t be tied to the asserted identity or a 

device with a thin history trying to open high-limit accounts.” 

Source: https://web.archive.org/web/20260921145022/https://www.kyxstart.com/blog/fbi-ic3-2024-

kyc-kyb-kyp-fraud-risk 

“You need an evolving picture of who the customer is, what devices and phone numbers they use, 

and how those signals change over time.” 

Source: https://web.archive.org/web/20260921145022/https://www.kyxstart.com/blog/fbi-ic3-2024-

kyc-kyb-kyp-fraud-risk 

“Identity has become more and more contextual. And the more you think about it, it's in a digital 

journey. If you think about somebody's digital journey, right? When you are trying to market 

them, it's the same person. When you're trying to onboard them, it's the same person. When you're 

trying to let them experience your platform like make payments or move money or actually buy 

new stock ... Anyways, it's in my opinion, it has changed from a static way of looking at or just in 

point of time to a different signals that you can connect to identity. At KYXStart, I like to say that 

we are in the business of creating an identity fabric and not an identity verification.”  

Source: https://www.youtube.com/watch?v=nnjInlqn2Uk at 8:55-9:46 (emphasis added) 

“Your phone number is global, your social profile is global, and if you talk about your banking 

profile, that's also global. And those are the main networks that are globally connected, not your 

driver license, it’s not globally connected, right? Because your driver license will not work in 

India but your phone will work in India and UK, everywhere else, right? Your bank account will 
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Exemplary Claim Exemplary Features in Accused Products 

work in, let's just say, if you go to Singapore and you wanna spend, so it'll work in Singapore. So 

if you think about it, all those signals combined actually creates today's single identity fabric. And 

that's what I believe we are headed towards and that's what I believe that you're going to see.”  

Source: https://www.youtube.com/watch?v=nnjInlqn2Uk at 12:22-13:06 (emphasis added) 

[1d] each node in the 

plurality of nodes is 

associated with the persistent 

identifier via a set of links, 

and 

The Accused Products establish a plurality of nodes of an identity network, wherein each node in the 

plurality of nodes is associated with the persistent identifier via a set of links. 

For example, KYXStart’s platform validates identity details, such as name, address, phone data, etc., 

associated with a subscriber.  KYXStart’s platform associates these details with the persistent 

identifier of the subscriber via a set of links. 
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Exemplary Claim Exemplary Features in Accused Products 

 

Source: https://www.youtube.com/watch?v=meoKNa_C67A (showing that KYXStart’s platform 

associates various identity details when tracking subscriber James Smith) 

“You can validate identity details such as name, date of birth, address, and phone linkage in 

seconds.” 

Source: https://web.archive.org/web/20260921144654/https://www.kyxstart.com/person-verification 
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Exemplary Claim Exemplary Features in Accused Products 

“Phone number intelligence layers on risk assessment: tenure, which can impact the assessment of 

identity risk, risk signals from the mobile network, change history, velocity across your system, 

and connections to identity intelligence networks.” 

Source: https://web.archive.org/web/20260921144947/https://www.kyxstart.com/blog/phone-

number-intelligence-fraud-risk-validation 

“Keep it alive. … That backdrop argues for dynamic KYC refresh keyed to risk triggers—

name/address changes, abnormal device churn, or a shift in the user’s payment network graph.” 

Source: https://web.archive.org/web/20260921145022/https://www.kyxstart.com/blog/fbi-ic3-2024-

kyc-kyb-kyp-fraud-risk 

[1e] each link in the set of 

links includes a 

trustworthiness parameter; 

The Accused Products establish a plurality of nodes of an identity network, wherein each node in the 

plurality of nodes is associated with the persistent identifier via a set of links. 

For example, KYXStart’s platform returns “confidence scores,” “risk scores,” and composite 

“identity assurance” scores, which are trustworthiness parameters.  Furthermore, on information and 

belief, each link within the identity network includes a respective trustworthiness parameter. 
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Exemplary Claim Exemplary Features in Accused Products 

 

Source: https://www.youtube.com/watch?v=meoKNa_C67A (showing that KYXStart’s platform 

includes “TRUST SCORE” parameters into the linked details of subscriber James Smith) 

“Our identity engine verifies key attributes using trusted sources and returns a clear match result 

with a confidence score.” 

Source: https://web.archive.org/web/20260921144654/https://www.kyxstart.com/person-verification 

“Real-time risk scoring based on device fingerprinting, behavioral biometrics, and global fraud 

network databases.” 
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Exemplary Claim Exemplary Features in Accused Products 

Source: https://web.archive.org/web/20260921152306/https://www.kyxstart.com/   

“Query an intelligence API for tenure, risk signals, and telecom events. Return a risk score with 

reasons and wire it into your rules: approve, challenge, review, or decline.” 

Source: https://web.archive.org/web/20260921144947/https://www.kyxstart.com/blog/phone-

number-intelligence-fraud-risk-validation 

“Treat identity assurance as a composite score that blends document checks with signals like 

device lineage, digital footprint, telecom corroboration, and behavioral biometrics.” 

Source: https://web.archive.org/web/20260921152222/https://www.kyxstart.com/blog/synthetic-

identity-fraud-the-invisible-threat-reshaping-compliance-and-kyc-standards   

 “Identity Confidence Score coverage: percent of customers with multi-source corroboration at 

onboarding and at each high-risk event.” 

Source: https://web.archive.org/web/20260921152222/https://www.kyxstart.com/blog/synthetic-

identity-fraud-the-invisible-threat-reshaping-compliance-and-kyc-standards   

[1f] responsive to a first set 

of interactions by a first 

aspect of a set of aspects with 

at least a first node of the 

plurality of nodes, updating, 

by the identity verifier 

computing device, a first 

trustworthiness parameter of 

a first link between a second 

node of the plurality of nodes 

and a second aspect of the set 

of aspects; and 

The Accused Products, responsive to a first set of interactions by a first aspect of a set of aspects 

with at least a first node of the plurality of nodes, update a first trustworthiness parameter of a first 

link between a second node of the plurality of nodes and a second aspect of the set of aspects. 

For example, KYXStart’s platform dynamically updates risk assessments and confidence scores in 

response to subscriber interactions and deterministic events. KYXStart advocates “dynamic KYC 

refresh keyed to risk triggers” including “name/address changes, abnormal device churn, or a shift in 

the user’s payment network graph.” The platform scores risk at each interaction event—“signup, 

login, password reset, and payout setup”—and feeds telco signals such as “SIM-change, port-out, 

call-forwarding, and line-status into [the] authentication engine.” KYXStart further recommends 

refreshing “KYC risk when contact data changes, devices rotate, payees shift, or spend patterns 

leap,” indicating that, within KYXStart’s platform, interactions at one node would trigger update to 

trustworthiness assessments at other nodes. 
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Exemplary Claim Exemplary Features in Accused Products 

“Keep it alive. … That backdrop argues for dynamic KYC refresh keyed to risk triggers—

name/address changes, abnormal device churn, or a shift in the user’s payment network graph.” 

Source: https://web.archive.org/web/20260921145022/https://www.kyxstart.com/blog/fbi-ic3-2024-

kyc-kyb-kyp-fraud-risk 

“Score risk during signup, login, password reset, and payout setup · Detect suspicious devices and 

abnormal behavior in real time · Identify SIM swap and number porting risk before account 

takeover.” 

Source: https://web.archive.org/web/20260921144935/https://www.kyxstart.com/fintech 

“Refresh KYC risk when contact data changes, devices rotate, payees shift, or spend patterns 

leap.” 

Source: https://web.archive.org/web/20260921152222/https://www.kyxstart.com/blog/synthetic-

identity-fraud-the-invisible-threat-reshaping-compliance-and-kyc-standards 

“Feed SIM-change, port-out, call-forwarding, and line-status into your authentication engine.” 

Source: https://web.archive.org/web/20260921152237/https://www.kyxstart.com/blog/sim-swap-

fraud-2025-account-takeover  

“If you embed number intelligence, modern authentication, and event-based re-verification into 

your stack—and rehearse the operational moves that go with them—you will cut through the 

SIM-swap fog and make takeover far harder to pull off.” 

Source: https://web.archive.org/web/20260921152237/https://www.kyxstart.com/blog/sim-swap-

fraud-2025-account-takeover 

“Treat identity as living data. Step up when risk changes: device swap, SIM swap, velocity 

spikes, new payee, or login from a suspicious network. Don’t wait for a calendar refresh.” 

Source: https://web.archive.org/web/20260921145014/https://www.kyxstart.com/blog/deepfake-

defense-futureproof-your-identity-verification 

Case 1:26-cv-01325-UNA     Document 1-3     Filed 10/14/26     Page 16 of 19 PageID #: 101

https://web.archive.org/web/20260921145022/https:/www.kyxstart.com/blog/fbi-ic3-2024-kyc-kyb-kyp-fraud-risk
https://web.archive.org/web/20260921145022/https:/www.kyxstart.com/blog/fbi-ic3-2024-kyc-kyb-kyp-fraud-risk
https://web.archive.org/web/20260921152237/https:/www.kyxstart.com/blog/sim-swap-fraud-2025-account-takeover
https://web.archive.org/web/20260921152237/https:/www.kyxstart.com/blog/sim-swap-fraud-2025-account-takeover
https://web.archive.org/web/20260921152237/https:/www.kyxstart.com/blog/sim-swap-fraud-2025-account-takeover
https://web.archive.org/web/20260921152237/https:/www.kyxstart.com/blog/sim-swap-fraud-2025-account-takeover
https://www.kyxstart.com/blog/deepfake-defense-futureproof-your-identity-verification
https://www.kyxstart.com/blog/deepfake-defense-futureproof-your-identity-verification


 

 

 

 

Exemplary Claim Exemplary Features in Accused Products 

 

Source: https://www.youtube.com/watch?v=meoKNa_C67A (showing that KYXStart’s platform 

dynamically keeps track of trustworthiness parameters of subscriber James Smith) 

[1g] transmitting, by the 

identity verifier computing 

device to the communications 

device, a verification that the 

subscriber is co-located with 

the communications device, 

The Accused Products transmit, by the identity verifier computing device to the communications 

device, a verification that the subscriber is co-located with the communications device, wherein the 

verification is based, at least in part, on the first link. 
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Exemplary Claim Exemplary Features in Accused Products 

wherein the verification is 

based, at least in part, on the 

first link. 

For example, after a subscriber is verified, KYXStart’s platform transmits the verification output 

based on the platform’s trust assessment, which incorporates the trustworthiness parameters of the 

identity network links.  

 

“We needed an identity verification partner who could operate across borders without slowing 

down our onboarding funnel. KYXStart gave us a single API that handles document verification, 

liveness checks, and risk decisioning in real time, and our approval rates improved within the first 

month of integration.” 

Source: https://www.kyxstart.ai/ (customer testimonial) 

“Our identity engine verifies key attributes using trusted sources and returns a clear match result 

with a confidence score.” 

Source: https://web.archive.org/web/20260921144654/https://www.kyxstart.com/person-verification 

“Compliance used to be our bottleneck. Now it’s a competitive advantage. The realtime 

webhooks are lifesavers.” 

Source: https://web.archive.org/web/20260921144654/https://www.kyxstart.com/person-verification 

(customer testimonial) 
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Exemplary Claim Exemplary Features in Accused Products 

 

Source: https://www.youtube.com/watch?v=meoKNa_C67A (showing that KYXStart’s platform 

transmits a message indicating that the subscriber has been successfully verified) 
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Exhibit D 

 

KYXStart’s Infringement of U.S. Patent No. 12,200,816 (“’816 Patent”) 

 

 

Exemplary Claim  Exemplary Features in Accused Products 

[1pre] A method comprising: To the extent the preamble is limiting, the Accused Products include an electronic verification 

method.   

For example, KYXStart offers an API-based identity verification service that executes 

programmatic methods in real time. KYXStart’s platform, including its Trusted Autofill, Telco 

Intelligence, Person Verification, and Fraud Intelligence products, practices an electronic 

verification method.  The KYX API is a unified programmatic interface that orchestrates identity 

verification steps, including device possession verification, PII reception, identity determination, 

and pre-filling of identity data. 

 

“The KYX API delivers streamlined, scalable integration through a single token and endpoint, 

giving organizations access to premium verification services fine-tuned for regions across the 

globe.” 

Source: https://web.archive.org/web/20260921152306/https://www.kyxstart.com/ (homepage) 

“Modular solutions designed to scale. Activate only what you need, when you need it, through a 

single unified API.” 

Source: https://web.archive.org/web/20260921152306/https://www.kyxstart.com/ (homepage) 

“KYXStart provides one developer friendly API to run real time identity verification across 

countries and customer types.” 

Source: https://web.archive.org/web/20260921144654/https://www.kyxstart.com/person-verification 

“Onboarding Autofill 

Prefill verified identity from a phone number. Fewer fields, higher completion.” 
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Exemplary Claim  Exemplary Features in Accused Products 

Source: https://www.kyxstart.ai/  

“ ‘Financial literacy only works if the onboarding experience behind it is frictionless. KYXStart's 

Trusted Autofill let us cut down the steps required to get a new user started, without sacrificing 

the verification rigor our financial institution partners expect from us.’ Head of Partnerships, 

Financial Wellness and Literacy Platform” 

Source: https://www.kyxstart.ai/  

“Accelerate onboarding with Advanced Pre-Fill 

KYXStart enables faster, lower-friction onboarding by helping pre-populate verified identity data 

from minimal user input. Our APIs are built for seamless integration, speed, and scalability, 

helping improve conversion and onboarding efficiency.” 

Source: https://web.archive.org/web/20260921152335/https://www.kyxstart.com/customer-

onboarding 

[1a] electronically verifying, 

via a particular 

authentication operation, 

possession of the 

communications device by a 

subscriber of the 

communications network at 

least in part via: 

The Accused Products electronically verify, via a particular authentication operation, possession of 

the communications device by a subscriber of the communications network. 

For example, KYXStart’s Telco Intelligence product expressly verifies phone number possession by 

leveraging carrier data from the communications network.  KYXStart’s Telco Intelligence product 

performs real-time, electronic verification of phone number possession using carrier-grade data—

i.e., data originating from the communications network.  

 

“Leverage carrier data to verify phone number possession, check for SIM swaps, and validate 

user location history.” 

Source: https://web.archive.org/web/20260921152306/https://www.kyxstart.com/ (homepage) 

“Carrier-grade phone intelligence: possession, SIM-swap, tenure, line type.” 

Source: https://www.kyxstart.ai/    
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Exemplary Claim  Exemplary Features in Accused Products 

“Use Telco Intelligence to validate phone possession and detect risky changes.” 

Source: https://web.archive.org/web/20260921144935/https://www.kyxstart.com/fintech  

“Phone intelligence reads risk indicators tied to a number in real time—line type, activation age, 

reachability, SIM swap, and number portability.” 

Source: https://web.archive.org/web/20260921144947/https://www.kyxstart.com/blog/phone-

number-intelligence-fraud-risk-validation 

“2) Replace ‘SMS-only’ with adaptive authentication 

· Prefer passkeys, app-based push, or FIDO2 for everyday authentication. 

· When SMS must be used (e.g., regulatory constraints, legacy systems), pair it with real-time 

number intelligence: recent SIM swap status, call-forwarding detection, number recycling, 

active/inactive state, and port-out activity within a cooling-off window. If signals look risky, step 

up to face-to-face verification or alternative factors.” 

Source: https://web.archive.org/web/20260921152237/https://www.kyxstart.com/blog/sim-swap-

fraud-2025-account-takeover 

“Best practices that keep results strong … 

Decouple checks from SMS OTP. 

SMS is useful, yet fragile. If a SIM swap pops, avoid sending codes to a compromised channel.” 

Source: https://web.archive.org/web/20260921144947/https:/www.kyxstart.com/blog/phone-

number-intelligence-fraud-risk-validation  

“How can phone intelligence help identify risks early? 

Phone intelligence reads risk indicators tied to a number in real time—line type, activation age, 

reachability, SIM swap, and number portability. Those signals surface potential fraud before 

funds move or credentials change. Teams can then step up authentication, hold a transaction, or 

route to review. The result is early detection without carpet-bombing good users with friction.” 
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Exemplary Claim  Exemplary Features in Accused Products 

Source: https://web.archive.org/web/20260921144947/https:/www.kyxstart.com/blog/phone-

number-intelligence-fraud-risk-validation 

“What role does mobile identity play in fraud prevention? 

A mobile identity signal bridges the gap between a claimed person and their mobile number. 

Stability over time, activity on a legitimate mobile network, and consistent country data all 

support trust. When those signals wobble—fresh activation, VoIP where a mobile number is 

expected—you have cause to look closer. That’s how you stop identity theft and account 

takeover with less friction.” 

Source: https://web.archive.org/web/20260921144947/https:/www.kyxstart.com/blog/phone-

number-intelligence-fraud-risk-validation 

“What we are helping with our customers is in the entire digital life cycle.  So from onboarding, 

to doing a strong KYC or KYB, in case of business entities, to verifying is this really their 

payments. And we go one step further. We also verify, ‘Is this your email address or is this your 

phone number?’ And to take that thing one step further, we are connected to global telco network 

providers, but we also do proof of possession that when you get an one-time passcode or when 

you use our technology, which is silent mobile auth, we can also verify you're holding the phone 

as well. And we've done that globally.” 

Source: https://www.youtube.com/watch?v=ePH2g7viHwk at 11:37-12:19 

[1b] receiving, from the 

communications device, an 

authentication request that 

includes a time-limited-type 

identifier generated during 

the particular authentication 

operation, wherein the time-

limited-type identifier is 

unique to the particular 

The Accused Products receive, from the communications device, an authentication request that 

includes a time-limited-type identifier generated during the particular authentication operation, 

wherein the time-limited-type identifier is unique to the particular authentication operation and is 

passed between the computing device and the communications device so as to maintain a linkage 

through a plurality of steps of the particular authentication operation. 

For example, KYXStart’s blog content discusses token-based authentication, hardware-backed keys, 

and session linkage mechanisms consistent with the use of a “time-limited-type identifier.”  On 

information and belief, KYXStart’s platform uses session-based tracking for user authentication, 

where a token or identifier is generated specifically for an authentication session.  Tokens or 
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Exemplary Claim  Exemplary Features in Accused Products 

authentication operation and 

is passed between the 

computing device and the 

communications device so as 

to maintain a linkage 

through a plurality of steps 

of the particular 

authentication operation, and 

identifiers generated for sessions are known to be time-limited-type that expire after predetermined 

durations. 

 

“From principles to practice: what ‘perpetual vigilance’ looks like 

… 

Monitor 

· Use risk-based decisioning for every session, not just login. A clean login means little if a SIM 

change happened an hour before.” 

Source: https://web.archive.org/web/20260921152237/https://www.kyxstart.com/blog/sim-swap-

fraud-2025-account-takeover 

“Field guide: detection signals that punch above their weight 

… 

Device intelligence as a graph 

Emulators, rooted devices, headless browsers, and copy-paste autofill patterns cluster synthetics. 

Linking sign-ups and sessions by device prints reveals networks hiding behind clean 

documents.” 

Source: https://web.archive.org/web/20260921152222/https://www.kyxstart.com/blog/synthetic-

identity-fraud-the-invisible-threat-reshaping-compliance-and-kyc-standards  

“Persistent device recognition across sessions and reinstalls, not just cookies and browser prints. 

Pair on-device biometrics with hardware-backed keys so an attacker can’t easily lift a token and 

replay it elsewhere.” 

Source: https://web.archive.org/web/20260921145014/https://www.kyxstart.com/blog/deepfake-

defense-futureproof-your-identity-verification 

“On-device biometrics to unlock a hardware-bound key. The key signs requests, and the 

signature binds to device state so tokens can’t be replayed from a different environment.” 
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Exemplary Claim  Exemplary Features in Accused Products 

Source: https://web.archive.org/web/20260921145014/https://www.kyxstart.com/blog/deepfake-

defense-futureproof-your-identity-verification 

“Telco risk signals stitched into the auth fabric Feed SIM-change, port-out, call-forwarding, and 

line-status into your authentication engine. If a login + device binding looks clean but the 

number swapped last night, treat that session as high risk, not business as usual.” 

Source: https://web.archive.org/web/20260921152237/https://www.kyxstart.com/blog/sim-swap-

fraud-2025-account-takeover 

[1c] determining that the 

time-limited-type identifier 

is valid based on a number 

of times the time-limited-

type identifier has been 

included in one or more 

authentication requests 

received within a recent time 

window; 

The Accused Products determine that the time-limited-type identifier is valid based on a number of 

times the time-limited-type identifier has been included in one or more authentication requests 

received within a recent time window.   

For example, KYXStart’s blog content advocates velocity-based signals and session-level analysis 

consistent with validation of a token based on usage count within a time window.  Furthermore, 

KYXStart’s platform performs real-time risk scoring that is based on device fingerprinting and 

behavioral biometrics, which would include velocity rules that track the number of times a token or 

identifier is reused. 

 

“Below is a practical checklist you can build into a lookup API or intelligence API. Use it to 

assess the risk of a phone number and return a score your teams trust. 

… 

6) Velocity and reuse 

· Signups per number, per device, per IP. 

· Overlap with risky clusters across millions of phone numbers. 

· Why it matters: mule networks recycle numbers and rotate through large application sets.” 

Source: https://web.archive.org/web/20260921144947/https://www.kyxstart.com/blog/phone-

number-intelligence-fraud-risk-validation  
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Exemplary Claim  Exemplary Features in Accused Products 

“A practical 90-day plan to harden your defenses 

Day 0–30: instrument the gaps 

Map your identity signals end-to-end: document, biometric, device, IP, email/phone, telecom, 

bureau, registry. Identify single points of failure. 

Stand up velocity rules on applications, device reuse, and beneficiary changes. 

Pilot digital-footprint checks (email/phone age, domain health, social presence) as low-friction 

evidence of a real person.” 

Source: https://web.archive.org/web/20260921152222/https://www.kyxstart.com/blog/synthetic-

identity-fraud-the-invisible-threat-reshaping-compliance-and-kyc-standards  

“A simple framework for deepfake-resilient verification 

Leaders don’t need a hundred new tools. They need a playbook that makes identity expensive for 

attackers. Start here. 

…  

6) Event-driven re-verification 

· Treat identity as living data. Step up when risk changes: device swap, SIM swap, velocity 

spikes, new payee, or login from a suspicious network. Don’t wait for a calendar refresh.” 

Source: https://web.archive.org/web/20260921145014/https://www.kyxstart.com/blog/deepfake-

defense-futureproof-your-identity-verification  

“Real-time risk scoring based on device fingerprinting, behavioral biometrics, and global fraud 

network databases.” 

Source: https://web.archive.org/web/20260921152306/https://www.kyxstart.com/ (homepage) 

“Low latency, powerful infrastructure supports very high volumes with tens of thousands of real-

time calculations.” 
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Exemplary Claim  Exemplary Features in Accused Products 

Source: https://web.archive.org/web/20260921152335/https://www.kyxstart.com/customer-

onboarding 

“A number follows the customer across devices, apps, and sessions.” 

Source: https://web.archive.org/web/20260921144947/https://www.kyxstart.com/blog/phone-

number-intelligence-fraud-risk-validation 

“Device and network telemetry should spot anomalies like freshly virtualized devices, high-risk 

ASNs, or VPNs that hop per session.” 

Source: https://web.archive.org/web/20260921145022/https://www.kyxstart.com/blog/fbi-ic3-2024-

kyc-kyb-kyp-fraud-risk 

“Linking sign-ups and sessions by device prints reveals networks hiding behind clean 

documents.” 

Source: https://web.archive.org/web/20260921152222/https://www.kyxstart.com/blog/synthetic-

identity-fraud-the-invisible-threat-reshaping-compliance-and-kyc-standards 

“Design your program to check signals that models can’t magically invent—like eCBSV 

matches, long-lived email reputations, or device histories that persist across sessions.” 

Source: https://web.archive.org/web/20260921152254/https://www.kyxstart.com/blog/state-of-

fraud-2025-identity-verification 

[1d] receiving, at the 

computing device via the 

communications network, at 

least a portion of personally 

identifiable information (PII) 

unique to the subscriber of 

the communications 

network; 

The Accused Products receive, at the computing device via the communications network, at least a 

portion of personally identifiable information (PII) unique to the subscriber of the communications 

network. 

For example, KYXStart’s platform verifies a subscriber by receiving a phone number, which is a 

portion of personally identifiable information (PII) unique to the subscriber.  KYXStart expressly 

describes receiving this data with “minimal user input” for purposes of identity verification. 

 

“Prefill verified identity from a phone number. Fewer fields, higher completion.” 
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Exemplary Claim  Exemplary Features in Accused Products 

Source: https://www.kyxstart.ai/ 

“You can validate identity details such as name, date of birth, address, and phone linkage in 

seconds.” 

Source: https://web.archive.org/web/20260921144654/https://www.kyxstart.com/person-verification 

“KYXStart helps organizations streamline digital onboarding by enabling faster identity 

verification with minimal user input.” 

Source: https://web.archive.org/web/20260921152335/https://www.kyxstart.com/customer-

onboarding 

“KYXStart enables faster, lower-friction onboarding by helping pre-populate verified identity 

data from minimal user input.” 

Source: https://web.archive.org/web/20260921152335/https://www.kyxstart.com/customer-

onboarding 

“When you prefill identity fields from trusted data—think telco subscriber records, government 

data services where available, or robust credit bureau files—you remove fat-finger risk and 

surface inconsistencies early.” 

Source: https://web.archive.org/web/20260921145022/https://www.kyxstart.com/blog/fbi-ic3-2024-

kyc-kyb-kyp-fraud-risk 

[1e] determining, at the 

computing device, an 

identity of the subscriber of 

the communications network 

based, at least in part, on the 

received at least the portion 

of the PII; and 

The Accused Products determine, at the computing device, an identity of the subscriber of the 

communications network based, at least in part, on the received at least the portion of the PII. 

For example, KYXStart’s platform determines subscriber identity by matching received PII against 

authoritative data sources and returning a confidence score.  KYXStart’s Person Verification 

product receives subscriber PII (including phone number, name, date of birth, and address) and 

determines the subscriber’s identity by matching that PII against “thousands of data sources” using 

“intelligent sequencing.” The system returns “a clear match result with a confidence score,” 

confirming that the computing device determines an identity of the subscriber based on the received 

PII. 
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Exemplary Claim  Exemplary Features in Accused Products 

 

“KYXStart Person Verification is built for modern onboarding flows where speed matters and 

accuracy cannot slip. Our identity engine verifies key attributes using trusted sources and returns 

a clear match result with a confidence score.” 

Source: https://web.archive.org/web/20260921144654/https://www.kyxstart.com/person-verification 

“[We] confirm real identity in real time using authoritative identity data and intelligent 

sequencing.” 

Source: https://web.archive.org/web/20260921144654/https://www.kyxstart.com/person-verification 

“We built a unified platform that orchestrates thousands of data sources to verify identities in 

milliseconds, not days.” 

Source: https://web.archive.org/web/20260921144605/https://www.kyxstart.com/company 

“Detect mismatches, suspicious patterns, and synthetic identity risk early in the signup flow.” 

Source: https://web.archive.org/web/20260921144654/https://www.kyxstart.com/person-verification 

“Optimized data source sequencing allows for efficient verification, reducing costs while 

maintaining high performance.” 

Source: https://web.archive.org/web/20260921152307/https://www.kyxstart.com/about-us  

“Onboarding Autofill 

Prefill verified identity from a phone number. Fewer fields, higher completion.” 

Source: https://www.kyxstart.ai/  

“ ‘Financial literacy only works if the onboarding experience behind it is frictionless. KYXStart's 

Trusted Autofill let us cut down the steps required to get a new user started, without sacrificing 

the verification rigor our financial institution partners expect from us.’ Head of Partnerships, 

Financial Wellness and Literacy Platform” 

Source: https://www.kyxstart.ai/  
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Exemplary Claim  Exemplary Features in Accused Products 

“Accelerate onboarding with Advanced Pre-Fill 

KYXStart enables faster, lower-friction onboarding by helping pre-populate verified identity data 

from minimal user input. Our APIs are built for seamless integration, speed, and scalability, 

helping improve conversion and onboarding efficiency.” 

Source: https://web.archive.org/web/20260921152335/https://www.kyxstart.com/customer-

onboarding 

[1f] communicating, via the 

communications network, a 

complement set of PII to be 

pre-filled on a display of the 

communications device 

based, at least in part, on the 

determined identity of the 

subscriber of the 

communications network. 

The Accused Products communicate, via the communications network, a complement set of PII to 

be pre-filled on a display of the communications device based, at least in part, on the determined 

identity of the subscriber of the communications network. 

For example, KYXStart’s Trusted Autofill product expressly pre-fills verified identity data on the 

subscriber’s device based on the determined identity.  KYXStart’s Trusted Autofill product 

communicates a complement set of PII—including verified name, address, date of birth, and other 

identity fields—via the communications network to be pre-filled on the display of the subscriber’s 

communications device. This pre-filling is expressly “based, at least in part, on the determined 

identity of the subscriber,” as the autofilled data is derived from the identity determination 

performed by KYXStart’s platform using “trusted data” including “telco subscriber records, 

government data services … or robust credit bureau files.” 

 

“Prefill verified identity from a phone number. Fewer fields, higher completion.” 

Source: https://www.kyxstart.ai/ 

“ ‘Financial literacy only works if the onboarding experience behind it is frictionless. KYXStart's 

Trusted Autofill let us cut down the steps required to get a new user started, without sacrificing 

the verification rigor our financial institution partners expect from us.’ Head of Partnerships, 

Financial Wellness and Literacy Platform” 

Source: https://www.kyxstart.ai/ (customer testimonial) 

“Accelerate onboarding with Advanced Pre-Fill 
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Exemplary Claim  Exemplary Features in Accused Products 

KYXStart enables faster, lower-friction onboarding by helping pre-populate verified identity data 

from minimal user input. Our APIs are built for seamless integration, speed, and scalability, 

helping improve conversion and onboarding efficiency.” 

Source: https://web.archive.org/web/20260921152335/https://www.kyxstart.com/customer-

onboarding 

“Our onboarding flow was losing customers at the data entry stage, and our compliance team 

needed cleaner, more complete records to support enhanced due diligence.” 

Source: https://kyx-start.webflow.io/ (customer testimonial) 

“When you prefill identity fields from trusted data—think telco subscriber records, government 

data services where available, or robust credit bureau files—you remove fat-finger risk and 

surface inconsistencies early.” 

Source: https://web.archive.org/web/20260921145022/https://www.kyxstart.com/blog/fbi-ic3-2024-

kyc-kyb-kyp-fraud-risk 

“Can we prefill a customer’s identity data from trusted sources (e.g., telco or government) to 

reduce manual input and catch mismatches in near real time?” 

Source: https://web.archive.org/web/20260921145022/https://www.kyxstart.com/blog/fbi-ic3-2024-

kyc-kyb-kyp-fraud-risk 

“Six modular products. One contract. Switch on what you need today and activate the rest when 

you’re ready.” 

Source: https://www.kyxstart.ai/ 
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